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Abstract: One of the great challenges of the 21st century is digitalisation, which has 

brought with it the emergence of Industry 4.0 and the high connectivity of smart devices. 

This accelerated development has significantly transformed the way individuals live and 

think, as well as their vulnerability. 

In the literature on the relationship between digital devices and individuals, there are 

significant differences in the way individuals' security is threatened and the factors and 

behaviours that facilitate and enhance their security. The COVID-19 pandemic and its 

aftermath, which has dominated the last 2-3 years, only adds to the importance of this area 

of study. 

The aim of the present research is to examine the differences and similarities between 

publications on information security awareness, cyber security awareness and internet 

safety awareness and to summarise their results, for which a literature review was 

conducted. 
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1 Introduction 

In the last 5-10 years, we have seen a rapid development of technology, which 

Covid has only added to [1]. The information and communications technology 

(ICT) is inescapable part of our lives [2]. The rise of smartphones, smart working 

and the home office. The problem is more that technology is developing at a faster 

pace than we are [3]. The pandemic is a good example of the fact that we are, so to 

speak, just following and adapting to the achievements of digitalisation [4]. 

Looking at the research, studies and articles on digital tools, information security 

and the online space, there is no uniform and agreed approach either in the 

definitions or in the labelling [5, 6]. In the formulation of Von Solms and Van 

Niekerk [7], information security and cybersecurity overlap to some extent. In a 

later study, they defined cybersecurity as part of information security [8]. 
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That is why the question arises: do we even know the basics, do we know the 

phenomena and the definitions? The research are based on the fact that these three 

concepts are interchangeable in the minds of many people [7], and that there are 

many different definitions [9] because of the many research aspects of the topic 

and the transdisciplinary nature of the subject [10, 11]. 

The structure of the paper is as follows. The Section Two presents the conceptual 

background and state of the topic. Section Three presents the research 

methodology. The findings are reported in Section Four. The research's theoretical 

and applied contributions are provided in Section Five. 

2 Literature Review 

In defining awareness, there are a number of factors that make it difficult to arrive 

at a single definition. Some definitions of awareness also contain procedural 

features, i.e., the procedures employed to create this state of mind, in addition to 

aspects of an individual's cognitive state of mind, such as being conscious or 

knowing something [12-14]. There are not many definitions that separate 

awareness from a certain type of activity [15].  

Although security and privacy play a prominent role in research on information 

systems [16], research on the human aspect, such as the managerial approach to 

information security [2, 17], information security awareness [17, 18] and the role 

of human factors and CEOs [19, 20] have only become the focus of academic 

studies in the last few years. 

The term cybersecurity is often used interchangeably with information security, 

and although there is a significant overlap between cybersecurity and information 

security, the two concepts are not fully compatible [7]. Cybersecurity and internet 

security are like two sides of the same coin. However, other professionals think 

that cyber-security is a division or subfield of internet safety [21]. 

Some studies have argued that cybersecurity goes beyond traditional information 

security and encompasses the protection not only of information resources but also 

of other assets, including the person. The reference to the human factor in 

information security generally refers to the role of the human in the security 

process. In the case of cybersecurity, the human being is perceived as a potential 

target of cyber-attacks, or even unwittingly becomes a party to a cyber-attack. 

This additional dimension has ethical implications for society as a whole, as the 

protection of certain vulnerable groups, e.g. children, can be seen as a social 

responsibility [7]. 

In order to understand the concepts we have just discussed, we need to know the 

basic phenomena that go with them. 

• Information Security protects all forms of data from unauthorized 

access, modification, deletion, etc. It secures data from all types of 

attacks. 
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• Cyber Security on the other hand, protects digital data from external 

threats like trojans, viruses, hackers, and other malicious activities that 

can take place on the internet. It mainly protects data available in 

cyberspace from various cyber threats [8]. 

• Online safety refers to the act of staying safe online. It encompasses 

all technological devices which have access to the internet from PCs and 

laptops to smartphones and tablets. Being safe online means individuals 

are protecting themselves and others from online harms and risks [22]. 

3 Research Methods 

This publication sought to synthesise the body of knowledge in this field. Two key 

sections make up this study. The quality of any review article is greatly influenced 

by the literature search that takes up the majority of the first section. A thorough, 

systematic search technique has been used to find pertinent material for this. 

Analysis and synthesis of the identified literature make up the second section. To 

this a systematic literature review was used. Before producing a review, the 

literature review process involves four stages: planning, selection, extraction, and 

execution [23]. 

In the research using one large digital library, ScienceDirect. International journal 

publications between 2010 and 2020 were examined. The reviews, proceedings, 

book chapters were excluded. Papers in other languages than English were 

excluded as well. The inclusion and exclusion criteria are determined by and used 

in the selection of the article. The inclusion and exclusion criteria listed in Table 1.  

The next keywords were used in the search are: “Information security awareness”, 
“Cyber security awareness”, “Internet safety awareness”. This resulted in 192 

studies in the first round. 

Inclusion 

criteria 

• written in English, 

• published between 2010 and 2020 

Exclusion 

criteria 

• studies from organization report, opinion papers, and editorial, 

not research article, 

• measure security awareness,  

• examine what factors influencing the security awareness, 

• does not apply to the individual,  

• not relevant, out of scope, 

• tries to solve with technology 

• developed a measurement tool, or a framework 

• looked at the tasks of managers/CISO 

Table 1 Criteria inclusion and exclusion 

The relevant papers were selected in more rounds, based on different criteria, 

identified to ensure relevance and rigour. A first round of filtering focused on 

technical aspects: results were narrowed down by including only journal articles, 

as representative of methodological rigour [24]; documents in other languages 

than English were excluded; and so were duplicates across databases. A second 



20th International Conference on Management, Enterprise, Benchmarking. Proceedings 50 

round of filtering focused on metadata aspects: false positives were excluded 

where, for example, the terms “information security awareness” helyett just 
“information security” were found. A third round of filtering focused on 

substantial aspects: extensive analysis of abstracts led to the exclusion of 

documents that were out of scope (e.g., the problem of information security 

management was solved by technical ways; research focus was only on university 

students, or examinded inviduals' online behaviours; or analised the ISO 

standards). After this refinement, a total of 55 paper were analysed deeper. To stay 

on topic, a systematic literature review needs clear research questions. Table 2 

presents the research questions for this literature review. 

 Research questions Research aim 

RQ1 

How do some researchers interpret 

Information security awareness, Cyber 

security awareness and Internet safety 

awareness? 

Identify the similarities and 

differences between each concept. 

RQ2 
How can organisations raise the information 

security awareness of their employees? 

Identify suggestions and solutions 

for raising awareness in the area of 

information security 

Table 2.Research question for the literature review. 

3.1 Areas of analysis 
The definition of the three phenomena we are looking for, their context, or who 

they were investigated on, and the study findings are the four areas of analysis on 

which we have concentrated. This refers to the advantages of increasing awareness 

and the methods for doing so that have been established.  

Definitions 

Information security awareness 

Cyber security awareness 

Internet safety awareness 

Context Target groups 

Techniques for 

raising awareness 

Main solutions used to support target groups in achieving 

compliance with cyber security and security-related 

behaviours 

Benefits of awareness Benefits resulting from improving awareness 

Table 3 Aspects considered 
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4 Results 

4.1 Applied Research methods and the target groups 

We also looked at the research methods used by each researcher on the topic. We 

did not find any really big differences in this area, as most of the publications use 

questionnaires, interviews or literature research similar to ours. In details it can be 

seen in the Table 4 below. 

Topic Research method Target group 

Information 

security 

awareness 

• literature review,  

• questionnaire,  

• interviews/ case studies,  

• experiment, 

modelling/simulations 

• Students, 

teachers 

• employees, 

managers, professionals 

Cyber security 

awareness 

• literature review,  

• questionnaire,  

• interviews/ case studies,  

• experiment 

• students, 

• professionals 

• users 

Internet safety 

awareness 

• questionnaire  

• interviews 

• students 

• teachers 

• parents  

Table 4 Summarized of the research methdes and target groups by awareness 

4.2 Definitions of the three awareness 

The 55 studies included in the in-depth analysis were also examined in terms of 

how the authors of the study defined the awareness in question (information, cyber 

or internet). Most of the studies examined did not discuss definitions, but only 

highlighted the importance of the topic in general terms, possibly in the direction 

of statistical data. However, those studies that did include some definition of the 

awareness in question were selected and compared with each other. The results of 

this comparison are presented in Table 5 below. 

Term Definition 

Information 

security 

awareness 

Understanding of information security policies, rules, and 

responsibilities, as well as security risks and the effects they have. 

Cyber security 

awareness 

The amount of users' awareness of information security's significance 

and their obligations to exert adequate degrees of information control to 

safeguard networks and data. 

Internet safety 

awareness 

Users must have the skills necessary to properly manage their online 

activities, understand how to handle uncomfortable and inappropriate 

information, and know when to ask for assistance. 

Table 5 Summarized of the definitions 
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The table clearly shows that while information security awareness and cyber 

security awareness are conceptualised by many as a certain kind of knowledge and 

understanding, internet security awareness involves a skill in addition to 

knowledge. 

• 4.1.2 Techniques for raising awareness and the benefits 

When it comes to increasing safety awareness, researchers have tried and 

identified a relatively wide range of potential tools and methods to increase an 

individual's safety awareness. Most of the techniques identified are related to 

information security awareness, the reason being that in terms of number of 

publications, there were more publications in the database we used to identify this 

term. The summary results are presented in Table 5 below. 

Term Techniques Benefits 

Information 

security 

awareness 

• developing, impoving security 

culture 

• implementing a security policy 

• Information safety awareness 

programs, frameworks 

• workshop, trainig 

• promoting a safety culture 

• nformation security knowledge 

sharing, collaboration 

• involving IT management and 

employees in security 

precautions and policy 

development 

• reduce the risk of employee 

misbehaviour and harmful 

interaction with information 

assets 

• improve perceptions of IS risk, 

responsibilities, ISP 

importance, and knowledge 

• attitude towards compliance 

with organizational information 

security policies 

• improve the knowledge of 

users' information security 

• IT managers can be more 

engaged and motivated in 

planning and executing IS 

awareness programmes 

Cyber 

security 

awareness 

• cyber security awareness 

program 

• education, conference, training 

• gamification, table and 

cardgames 

• management support in cyber 

security issues and related 

concerns 

• involving IT management and 

employees in security 

precautions and policy 

development 

• avoid security incident 

• increase users’ cyber hygiene 
behaviors or knowledge 

• players of the game can get an 

understanding of security 

attacks and vulnerabilities 

• preventing cyber security 

threats 

• employees can have an 

understanding of the limitations 

of cyber security technical 

safeguards 

Internet 

safety 

awareness 

• trainig 

• promoting a safety culture 

• parental mediation 

• decrease incidents 

• employees have a positiver 

attitude - greater commitment to 

security 

Table 5 Techniques to increase security awareness and their potential benefits in the studies reviewed 
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It can be considered as a progressive and positive observation that there is also an 

emergence of research that seeks to assess the results that can be achieved through 

gamification in an unconventional way, as well as through tools that require the 

active involvement of participants, and that is considered as a viable way forward 

in comparison to training and education. 

Conclusions  

With the rapid spread of digital technologies and the services they provide, users 

are enjoying a range of benefits that greatly enhance their convenience and 

simplify their lives. But it also exposes them to a number of risks. With increasing 

exposure to threats and potential risks, digital and cybersecurity knowledge and 

skills have become a vital skill for all cyber citizens. Therefore, as important and 

necessary skills, they need to be integrated into the everyday cyber behaviour of 

individuals to the extent that it becomes an unconscious action, i.e. not only 

increasing their knowledge and awareness on the subject, but also their awareness.  

Access to the internet and the use of ICT tools present a number of risks, which 

can have serious consequences for users with limited or no information security 

knowledge. These users are therefore exposed to serious risks, the reduction of 

which is in everyone's interest. It is therefore essential to ensure that users are 

educated, understand security risks, ways of limiting risks and the basic concepts 

and factors involved 

The literature shows that there are many studies on individual awareness [2], 

whether it is information or cyber security awareness or even internet safety 

awareness, but there are also suggestions for frameworks and guidelines for 

promoting information security cultures [25]. Nevertheless, it is worth taking a 

step back and starting from the basics, since, as this study has pointed out, there 

are no widely accepted definitions or guidelines on what constitutes awareness, or 

indeed on the relationship between the two. The present study has sought to bridge 

this gap and bring it closer to lay people. Although not exhaustive, which could be 

formulated as a limitation of the research, it highlights questions and ideas that 

need to be taken into account in the future. 
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