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Abstract: The sudden and forced digital switchover in the wake of the pandemic has
created many situations for which we were not yet prepared. Businesses and educational
institutions switched to online solutions overnight but failed to anticipate the problems that
this would cause, such as cyber-attacks, when a significant number of these attacks could
have been prevented.

In this present research, we used semi-structured in-depth interviews to explore responses
to research questions on how Generation Y perceive information security, their awareness
of information security and the importance they attach to protecting themselves and their
data. The results show that they see their online and digital security as a significant factor.
However, in practice, the picture is more different, especially, in terms of appropriate
protection methods and their vulnerability. All the interviewees consider themselves as a
negligible potential target, even though they are aware that anyone can become a victim. It
follows that the security awareness of the respondents need to be improved.

Keywords: cyber security, cyber defence, security awareness, Generation Y, in-depth
interview, content analysis

1 Introduction

From online shopping to employment and pleasure, information and
communication technology (ICT) has altered and facilitated everyday living [1].
ICT has opened up endless commercial prospects while also posing new problems.
Dramatic changes in organisational structures, data management systems, diverse
technology ramifications, and information security issues are among the
challenges. Information security management has hitherto been handled as a
technical issue [2], with much of the focus on technology solutions, but these have
proven insufficient. Information security issues should be considered in a
management framework, according to several studies [3, 4]. Data security
breaches, identity theft, and other internet scams may be catastrophic for
businesses, therefore tackling information security is critical.
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2 Literature Review

Technology alone cannot provide a reliable solution to organisational information
security needs and challenges [2, 5]. Although considerable human-related
information security threats remain a major issue, organisations have invested in
and continue to invest in technology-based information security solutions (such as
firewalls, antivirus software, and intrusion detection systems) to protect their
assets [6]. Information security is a persistent challenge at both the corporate and
individual levels [7], and to overcome it requires a balanced approach of
technological, human and organisational factors [1, 8].

For this reason, it is essential to explore the issue of information security
awareness in more detail, of which there are many examples in the literature [9],
and a number of factors affecting information security awareness have been
studied and identified by researchers, thus studying how to measure [10], develop
[11] and predict security awareness. The present research seeks to gain a deeper
understanding of the influencing factors and to explore the attitudes of individuals
in the aforementioned area. In the related literature, researchers have identified a
number of factors that may predict good/appropriate cybersecurity behaviour in
the workplace, such as; office environment [12], cybersecurity culture [13],
resilience and work stress [14], cognitive skills [15], learning styles [16],
personality [17], but also information security experiences play a major role [18].

As can be seen, several factors can influence the security awareness of individuals,
but there are also many ways for malicious actors to circumvent these factors.
Currently, social engineering attacks are the biggest threat to cyber security [19,
20]. According to Libicki [21], they can be detected but not stopped. Social
engineers exploit victims to obtain sensitive information that can be used for
specific purposes or sold on the black market and the dark web. With the
emergence of Big Data, attackers are using data to monetise valuable data [22].
Huge amounts of data are collected and sold in bulk as commodities in markets
[23]. Although social engineering attacks are different, they share a common
pattern with similar phases [24].

Organizational information security needs and issues cannot be solved solely
through technology [2]. At both the business and individual levels, information
security is a constant challenge that requires a balanced strategy of technological,
human, and organisational variables to overcome [1].

3 Research Methods

A qualitative approach was used to answer the research questions formulated in
the study. This was necessary because qualitative methodology allows us to
approach the problem from a perspective that is not possible in quantitative
research, thus enabling a deeper analysis [25]. As a tool for this study, we
conducted semi-structured in-depth interviews to gain a deeper insight into the
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respondents' awareness of information security and their perceptions and opinions
about it.

Our main research questions were:
RQ1: How information security is perceived by the individuals?
RQ2: How do respondents perceive the threat posed by digital devices?

During a semi-structured interview, the interviewer follows a guideline and goes
through the questions with the interviewees, thus ensuring the comparability of the
interviews, and the semi-structured nature of the interview allows the interviewees
to express themselves more freely than in a structured interview. This means that
the pre-designed questions follow a predetermined sequence [26], and also gives
researchers more freedom, as spontaneous questions may arise during the
interview [27]. This approach also facilitates a deeper exploration of a more
important issue [28].

An argument in favour of the interview is that answering the research questions
formulated as research objectives requires deeper and more detailed answers than
can be asked or answered in the questionnaire [29]. In addition we approach
security awareness in a different way than the one presented above. Content
analysis of the interviews was carried out. Data of a quantitative nature, such as
word frequency were also analysed and illustrated with a word cloud.

After the semi-structured interviews the interviewees were asked to associate with
information security and threats using projective techniques (word association,
sentence completion). The essence of word association lies in the fact that, in
response to the uttered stimulus words, the respondent is asked to utter the word or
idea that first comes to their mind [30]. In the case of sentence completion, since it
involves open-ended sentences that the interviewees are asked to complete at their
discretion, thus, there are unlimited and varied options in terms of the responses
received [31]. The reason for using the two techniques mentioned above was to
understand deeper the conducted topic. These techniques are very suitable for this
purpose, since with projective techniques, respondents do not have any clue what
is the socially expected 'correct' answer to a given word or phrase, unlike in a
questionnaire [32].

3.1 Sample

We used only one screening criterion for the potential respondents invited for
interviews, in an attempt to reach a potentially wider audience and to get a more
detailed picture of the phenomenon under research. As a consequence, the
interviewees can be defined by the following parameters: Generation Y, i.e.
people born between 1980 and 1994 [33], students and employees, and no
restrictions were imposed in terms of education or technological background.

During the interviews, six people were interviewed, three women and three men,
among them three students and three employees in terms of occupation. The
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youngest interviewee was 27 years old and the oldest 36 years old. The duration of
the interviews ranged between 1 and 1.5 hours, and given the pandemic situation,
all interviews were conducted online.

4 Results

4.1 Security Awareness

The first research question asked how respondents perceive information security.
The interviewees' responses suggest that they associate information security with
data protection and control over information sharing, as well as information self-
determination. In terms of importance, the interviewees consider information
security to be an important factor, which is useful as well as necessary. In contrast,
there were two opinions that there is no doubt that we need to pay attention to the
protection of our data and smart devices, but this is not easy, as it is ‘sometimes
overcomplicated’. This points to the complexity of the perception of security.

4.2 Association about Information Security

As mentioned earlier in this paper, word association and sentence completion
techniques were used in the final stage of the interviews. In the case of word
association, the respondents made associations about six phrases, while in the case
of sentence completion, the supplements of four phrases were applied.

Figure 1. illustrates the different associations about the diverse factors of
information security. The word ‘spam’ evoked their negative thoughts, mass-
mailing, and filtering solution. The second stimulus was the term virus killer’,
about which respondents thought of as a specific antivirus program, or as a basic
tool for protection. The next in line was ‘cyber defence’. There were fewer
identical or unanimous answers. Some of the respondents associated it with attack
and perpetrators, while the other interviewees approached it from a relatively
positive or neutral perspective, such as a means of defence and its role in defence.
The fourth pendulum that was raised was ‘data theft’. Again, the responses were
mainly negative, such as 'trouble, it can happen to anyone' (I1), but there were also
some who responded by monitoring and detecting data theft, or more specifically
by mentioning a software tool (Wireshark) that is able to explore these kind of
problems. The penultimate word ‘security settings’ elicited mixed and even
conflicting opinions from the interviewees. On the one hand, it was referred to as a
fundamental factor, but on the other hand, it was also perceived as a complex
term, requiring greater expertise. Finally, the perceptions of cyber-attacks were
explored. Here again, negative feelings and reactions to it dominated, such as
never’ (I3) or *danger’ (14).
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Figure 1 Word associations about different factors of information security

4.3 Assosiations about Security Awareness and Cyber Attacks

The associations obtained in the sentence completions are shown in Figure 2.
Responses that may have been given by more than one person are shown only
once, and the number of similar/same responses is shown in parentheses after each

response.

.1 broad fopic that Tam not familiar encugh with." (12)
« “.an important part af my lifg.” (I3)
* "...a usefil and learnable skill. " (14)

Security
aAWareness ...

. . Y * ‘complex, unresoived. " (I1)
Protecting digital * Gty possible in many ways, but not everyone wses it. " (12)

assets ... * “textremely) important” (2x) (14, Is)

0-nn S il R, 12, B, 08

A victim of cyber p can be anyone. " (4x)(11, 12, 4, 16) "
i o " very unfortunate consequences of ignorance. " (13)
= S o " youi often bring the trowhle on yourself." (16)

Tty to defend myself to the best of my imowledge, but
within my comfort zone. " (I4)

Against cyber
attacksT ... o . Idoa miliion things."(Ig)

Figure 2 Associations about cyber security and attacks
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An example of the multiple occurrences mentioned above is in this case the
responses to the fourth sentence, where two subjects added that the victim of
cyber-attacks is often the victim of their own fault or ignorance, or the
consequence of these, while four interviewees said that the victim of cyber-attacks
could be anyone. Figure 2 shows the most focused answers that interviewees
responded to in the sentence completion. The respondents were unanimously
positive about security awareness. Similar to previous results, they consider it a
learnable or essential factor.

The picture is more nuanced when it comes to the protection of their digital
devices, which is also considered to be an important issue in their lives, but there
are also some responses that suggest that they have problems with it. Such
responses include that the digital devices are ‘complicated’ (I4), ‘too complex’
(I1), or even ‘almost impossible to achieve’ (I3). The responses on victims of
cyber-attacks were similar to the interview responses, i.e. on the one hand, anyone
can be a victim, and on the other hand, the victim becomes a victim through no
fault of his/her own. Apart from these answers, there is a certain level of safety
awareness on the part of the interviewees, which is somewhat questioned by the
answers to the next and last sentence to be added.

The answers suggest that the interviewees are trying to do something about cyber
attacks, but most of them are not doing as much as they should. This is supported
by the responses indicating that these interviewees are making limited efforts, as
long as they are *within their comfort zone’ (14).

Conclusions

The aim of this research was to provide a picture of Generation Y users'
information security awareness, associations and attitudes towards cybersecurity
and cyber-attacks. Although the qualitative nature of this research means that it is
not representative, does not allow for generalisation, and broad conclusions to be
drawn from the results, this can provide useful insights as a baseline study. Further
research, including in-depth interviews with business leaders, would help to
provide a different perspective.

The level of security awareness of interviewees is inadequate, sometimes far
below their knowledge and understanding of information security. This is in line
with several international studies [34, 35]. According to some research, if the user
is not aware of an attack, does not recognise the signs of a potential attack, then
knowledge of the threats and the means to protect against them are futile [36].
Another research suggests that knowledge of the underlying motives behind the
rules protecting the user and the user's understanding of the logical relationships
contribute to more security-aware behaviour [37].

A novel finding related to the foregoing is that subjects underestimate their own
vulnerability. Despite the fact that, according to their own account, anyone can be
a victim of social engineering, the interviewees feel that they are not targeted for
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various reasons (job, income, online activity, etc.). International research shows
that if someone misjudges their own risk exposure, they are more likely to engage
in more risk-taking activities in the online space [38].

As the results show and suggest, there is a need to prioritise security awareness at
both individual and organisational level in the near and distant future.
Furthermore, it is worth reflecting on the reasons for the existence of a gap
between knowledge and awareness and ways to reduce it.
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