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Abstract— Thanks to the technological advancement in the
past few years the Unmanned Arial Vehicles (UAVs) have
developed immensely. It is inevitable to use UAVs for
surveillance, reconnaissance and intelligence purposes in
modern warfare. As a result of their high efficiency using more
than one UAYV in a mission has become incredibly widespread.
Of course, drones required not only professionals on the field
but also experts in the lab. Numerous algorithms are needed to
enhance the UAV’s intelligence in guidance, navigation, and
control. One of the possibilities to upgrade drones in order to
fulfil the requirements is the Robot Operating System (ROS).
This paper introduces the possibilities of ROS based on its
capabilities.
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I INTRODUCTION

Unmanned Aerial Vehicles (UAVs) can be found in
many industries and environments due to their versatility. Of
course, for UAVs to operate properly, it is essential to use
and operate devices that can meet the different criteria. The
resulting complex system is known as UAS (Unmanned
Aircraft System) which has adopted by the Federal Aviation
Administration (FAA). UAS include not only the Ground
Control Station (GCS) and the Unmanned Aircraft but also
the Command and Control Link/Data Link. In 1998 NATO
started a standardization process in order to unify the
unmanned control systems and help enable UAS
interoperability. As a result, STANAG 4568 has been created
which clarifies the definition of data link interface, control
interface and Human and Computer Interfaces within NATO
(see Fig. 1.).[1][2][4]

In modern warfare using UAVs are not only inevitable
but also essential in order to aid soldiers and protect human
life. Drones can be controlled remotely or can fly
autonomously (based on a pre-programmed flight plan); also,
they are capable of operating individually and in swarms.
Nowadays it can be risky to use one drone for a specified
mission because of the new threats that have emerged in the
recent years (EMP attacks, hijacking, Data link spoofing,
jamming) [16]. Due to this, research in the field of swarm
intelligence and artificial intelligence is becoming
increasingly important.[9]

One way to enhance UAS while maintaining the efficient
development is using software like ROS (Robot Operating
Systems). ROS not only provides hardware abstraction and
low-level device control but also message-passing between
processes for system.[7]

In this paper the integrability of ROS in UAS is
investigated. After a brief description about the possible
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ways of grouping drones and the UAVs used in military, the
basics of ROS will be discussed connected to the topic. The
following sections describe the vulnerabilities of Robot
Operating Systems, the problems that might arise, the
solutions, and the basic requirements of a ROS based UAV.
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Fig. 1: Possible UAS Architecture (STANAG 4586) [3]

II. CLASSIFICATION OF UAVS

The classification of the Unmanned Aerial Vehicles can
be done in several ways due to their universal use and
diversity. There are differences in size (micro), design
(VTOL, tilt-wing, HTOL) and also in the incorporated
energy source (battery, fuel cells). Of course, as technology
continues to evolve, new types will emerge, sometimes
forming entirely new groups (see Fig. 2.). [6][8]

I Unconventional category of air drones ]

I

I

I

I

I

—{vav] Jvav] o vav] | Nav | pav | [ sp ]

 HTOL | |»[ HTOL | L] Fixed wing | [*] Fixed wing | || Flappingwing |

H{ vroL | [ vToL | [[Fappingwing | [ Fiappingwing | | [ Quadrotor

"’1 Tiltrotor ‘ —o{ Tilt-rotor I —.| VTOL | "I Helicopter | Monocopter

"‘1 Tilt-wing ] -.{ Tilt-wing I -.| Tiltrotor | "[ Monocopter I

"‘{ Tiltbody l -.{ Tiltbody I —-| Ducted fan | "[ Quadrotor |

"‘{ Ducted fan ] —-{C_\tlo(op!er ] —.[ Helicopter I "l Hexacopter I

"’{ Helicopter ] -.{ Ducted fan I —-[ Ornicopter “W]

"’{ Heli-wing l —-! Flapping wing —oll' __I Bio NAV )

_‘il'nmn\mmnll _.{ Ornicopter I w Live
Unconventional r""{ Helicopter I —-| Fixed/flapping wing |

emccoper | [Fmcopr ] [Tcopee] [

=

L
Al
i

L3 ¥ +
I |0tmmpler| [D«acopler” Dodecacopter

Fig. 2: Various types of UAVs [8]
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III. UAVsFORMILITARY PURPOSES

As we mentioned UAVs can be used for different kind of
military purposes: surveillance, reconnaissance, intelligence
etc. They can also intervene on the battlefield either
indirectly using precision guided munitions controlled by an
operator or directly by dropping or firing these munitions
autonomously.[14][15]

The history of the first military Unmanned Aerial Vehicle
dates back to the Second World War. The result of the
competition between France and the US was the Voisin BN3
biplane which was able to fly for about 100km. However,
UAVs were not used for surveillance purposes until 1973,
during the Vietnam War.[14][15]

Although a classification of unmanned aerial vehicles has
been presented above, a classification as function is preferred
for military use. On this basis we can distinguish:

. Target and Decoy UAVs

. Reconnaissance UAVs

. Combat UAVs

. Research and Development UAVs
. Civil and Commercial UAVs

The different classifications clearly define the difficulty or
the risks of the mission and its purpose. Of course as
technology evolves, these groups are also expanding. One
such application — that has been explored by the authors as
well — is the deployment and use of various UAVs to enhance
the security and runway safety of military airfields. [14][15]

Using drones with thermal imaging camera can improve
the accuracy of weather mapping. With the image analysis of
images along the runway UAVs can help to detect the
presence of foreign object debris (FOD) on the surface
(runway), such as fallen parts of the aircraft or a flock of
birds. Furthermore, changes in the condition of surfaces,
cracks and icing can be detected (see Fig. 3.).[9]
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Fig. 3: Use of unmanned aerial vehicle as a FOD seeker

IV.  ROBOT OPERATING SYSTEM (ROS)

The Robot Operating System, or ROS, is a framework
widely used in robotics. It is an open source; American-
developed; meta-operating system that uses libraries to build,
write and run codes across multiple computers. It has the
advantage of having many pre-built features such as face
recognition, motion tracking, robot control, route planning
etc. ROS is mainly based on Linux, C++ and Python
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programming languages. The applications created in ROS are
called nodes (see Fig. 4.) (master, publisher, and subscriber).
The communication between nodes is implemented by the
ROS system itself. [1][7]
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Fig. 4: ROS structure

In case of asynchronous communication in ROS, the
preferred model is the publisher-subscriber model. The
advantages of this model are:

. Any code can publish a message to any topic.

. Any node can subscribe to any topic.

. Multiple nodes can publish to the same topic.

. Multiple nodes can subscribe to the same topic.
. A node can publish to multiple topics.

. A node can subscribe to multiple topics.

In order to support different kind of programming
languages ROS include a client library. Of course for other
purposes for example hardware control, transmission and
reception, visual space controlling; ROS has its own relevant
component: hardware interface, communication, simulation
tools (see Fig. 5.).
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Fig. 5: Components of ROS [7]

As we mentioned ROS is an open source, meta-operating
system which allows us to use it in the field of unmanned
aviation. In a structure where ROS is implemented into an
UAV or UAS, the aforementioned pub-sub model is usuall
adopted for communication. In this case the master node
helps in the information exchange process between the two
other nodes. [1]

To make the communication process easier between small
drones a protocol so called MAVlink is used. It follows a
modern hybrid publish-subscribe and point-to-point design
pattern. Thanks to the diversity of ROS, the possibilities
offered by MAVlink can be exploited by MAVROS (see Fig.
6.). In fact MAVROS is a MAVlink expandable
communication node. [5]
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Fig. 6: A possible structure of a ROS-based UAV [1]

As we mentioned there are many disadvantages using
ROS in UAVs. The weak points are the possibility of
jamming, Data link spoofing and in extreme cases hijacking
[16]. Of course software developers are aware of the risk
factors. Due to this users are advised to create a restricted
access to the network, and not disclosing the ROS master. It
can be achieved by establishing isolated hosts, networks, or
using firewalls. Additional problems can be caused by the
formation of abnormal or infinite loops. For this reason a
timer tool called Watchdog is implemented in ROS which
monitors the CPU and intervene when loops may occur.

(11171

Because of the vulnerability of the systems it is easy to
break into the network. Attacks like false data injection can
easily lead to total collapse. Unfortunately the weaknesses of
the master node (for example the master node does not check
whether the node making the request is a normal node or a
malicious node) are the main reason why this can happen. [1]

V. How To SECURE ROS

Apart from the mentioned solutions there are many other
options for securing our ROS system. In the following we
would like to present two alternatives that have become
quite popular in the recent days.

Encryption

Many studies show that ROS-Encryption is not an idea
to be rejected. Ciphered communications in ROS requires
just a little more overhead of CPU performance but it
provides a much more secure flow of information.

The number of algorithms which can be used for
encryption has increased significantly in the past years.
Nowadays cryptographic algorithms AES (Advanced
Encryption Standard) are preferred over DES (Data
Encryption Standard) due to their speed and reliability.
Algorithms like AES converts data in plaintext to an
uninterpretable form which is called the ciphertext.[20]

Secure-ROS

Secure-ROS provides alternative versions of core ROS
packages that enable secure communication between ROS
nodes. Secure-ROS uses IPSec (Internet Protocol Security)
in transport mode and modified versions of the ROS master
(rospy, roscpp) to ensure secure communication. The user
only can specify authorized subscribers and publishers to
topics at run time.[19]

VI. THE BASIC REQUIREMENTS FOR ROS BASED UAVS

The first and most important task is to check whether the
integration of the drone into ROS is even possible. This step
is crucially important because complete ROS systems can be
very expensive, and due to this they are not always cost-
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efficient. Thankfully, the mentioned problem can be solved
easily with ROS plugins. An additional solution is the use of
ROSBRIDGE, which provides a JSON API to ROS
functionality for non-ROS programs (the client does not
have to install ROS).[12][13]

The second step is the correct choice of the frame and the
propeller. The size, structure and the material of the frame
have a significant influence on the flight characteristics. The
properties of the propeller will mainly affect the lifting
power. To study the behavior of the propeller and the frame,
it is worth creating a simulation environment. This can be
done with software like Ansys (see Fig. 7.) which is a
numerical fluid dynamics software that discretises
continuous operations in space and time. [11]

Fig. 7: A possibility of a UAV Ansys simulation [10]

As already mentioned, drones or UAVs can also be
distinguished by the energy source they use. For small
unmanned aircrafts, as shown in Figure 3, lithium polymer
batteries are the preferred choice. Compared to lithium-ion,
these types are more resistant to overcharging and less likely
to leak electrolyte. Another feature is that they are much
lighter than their predecessors, thanks to the special polymer.

A further necessary condition is the existence of engines.
The number and the power of engines are mainly affected by
the goal which we want to achieve. Of course, it is not
enough to install the engines themselves, they also need to be
synchronized. In case of small drones the brushless engines
are more common due to their durability and performance.

Other essential components of drones are the various
control elements such as Electronic Speed Controller, Flight
Controller, Manual Control Unit etc. (see Fig. 8.) In the case
of embedded system, the applications of fault-tolerant
redundant solutions are recommended [17], [18].

Fig. 8: Example of drone main parts
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The experience of recent years suggests that unmanned
aircraft will become more widespread in the coming years.
Of course, this will influence many civilian and military
areas as well. UAS will become more complicated, but
hopefully the communication between drones becomes
easier. But of course this requires a system that can
effectively manage the parties involved in the
communication process. According to the current state of
technology, one such solution could be ROS.

CONCLUSION

The use of ROS in military drones is not always
advantageous, as can be seen above, but it offers a very
practical solution thanks to its ease of use and simplicity. It is
easy to see that systems such as ROS would be able to
innovate, this branch of warfare, but we assume that ROS
itself will only be used by underdeveloped forces.

This study not only presents the classification of drones
and their system architecture, but also takes a new look at the
application of unmanned aerial vehicles using ROS.
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