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Abstract:Today, one of the main features of all major networks is that thejeaigned with a monitoring system. Monitoring
systems are essential for network security and maintenance in various electrical engineering fields such as buildingrautomati
or energy management. This is no different in the case of optical networks, mbstresystems are equipped with fibre
surveillance systems. With the help of it, we can easily monitor the optical network, increase network utilisationjtgvailabil
and cost efficiency. There are a nhumber of reasons to invest in such a system. Itsnidreaseeurity and stability of the
network, facilitates fault detection and makes the systeneffestive, as well as meeting various legal obligations. For the
reasons mentioned above, all telecom companies use some form of fibre monitoring sysil@rityFaith these systems is
particularly important for university students and technicians, as in most cases, they will encounter similar equipraent in th
real working environment. Our measurement environment aims to transfer this knowledge to sidents.the
measurement, they will be introduced to a deployed fibre monitoring system, where they will also gain experience with the
process of connector cleaning, VFL fault locator light and-lADC measurements. The fibre monitoring system will be an
EXFO-RTU-720, which allows AEHOC measurements in live networks at 1625 nm. In our presentation, the measurement
environment and the associated tasks will be presented.

Keywords: monitoring system; optical technology; EXFO; OTDR; measurement

1 Introduction

Inthis article, | present a measurement task implemented with an EXFO fiber monitoring tool that |
developed.

The project's goal was to create a measurement system and develop measurement tasks that would
help students understand OTDR measurements and fitmeritoring systems. The main component

of the measurement system is the fiber monitoring system, around which | will design various
measurement solutions, new measurement tasks, and accompanying documentation. The setup of
the measurement task is built ugj modern optical components still in use today, such as optical
connectors, splices, attenuators, a VFL measuring device, and the EXFO fiber monitoring tool itself.
Practical knowledge of these optical tools is especially important for students, asitlecis critical

in modern measurement environments. My objective is to create a comprehensive educational
package that includes the measuring taois this case, the OTDR fiber monitoring systeanlist of
equipment and cables required for the measurememgasurement instructions with tasks, and a
sample measurement report. The developed measurement system can be used within the
framework of the Optical Networks course but is also suitable for demonstrating optical
measurements in other courses due toisrtability. The current design of the fiber monitoring
system, which forms the core component of the system, enables further development, the



integration of new measurement objects, or the addition of online measurement capabilities in the
future.

Additionally, | will prepare a sample report appendix featuring a specific solution, which will assist
students in their measurement work in the future. This report will be included as an appendix at the
end of my work.

2 The Role of Fiber Monitoring Systems in FTTH Networks

Fiber monitoring systems are specialized tools designed to oversee optical networks and their entire
infrastructure. These systems provide continuous monitoring of the optical network, ensuring
immediate detection of potential issues. Typicalhgse monitoring devices operate alongside

central OLT (Optical Line Terminal) units, forming an indispensable pair of supervisory and
operational systems. For communication service providers, investing in such sysidrather for

new network deploymentsr existing infrastructures offers significant advantages [1].

9 Fault Detection and Localization:Fiber monitoring systems continuously track the signal quality within
optical fibers and immediately report issues such as signal degradation, cable brealseror
malfunctions. This enables precise fault localization, significantly speeding up repair processes.

1 Optimized Maintenance and Operation: These systems allow providers to schedule maintenance
activities in advance and take preventive measures to petéhtial failures. This proactive approach
reduces downtime and ensures uninterrupted service delivery.

1 Monitoring Network Capacity and Performance: Fiber monitoring systems enable providers to keep
track of network performance and utilization. This dagdps identify peak load times and capacity
bottlenecks, supporting better network planning and optimization.

1 Rapid Fault Recovery:By swiftly identifying and localizing faults, providers can drastically reduce the
time required for ossite repairs. Thismproves service quality and enhances customer satisfaction.
Additionally, Hungarian regulations set by NMHH mandate that providers address reported faults within
72 hours, making efficient fault management essential [3].

3 Theoretical Background of Fiber Monitoring Measurements

In this chapter, | aim to provide readers with the theoretical foundations of the measurement
techniques to be used in future examinations. By understanding the content of this section, readers
will find it easier to conduct and evalte subsequent tests. Moreover, the chapter offers
comprehensive knowledge that can also be applied to the use of equipment from other
manufacturers.

3.1 Theoretical overview of VFL measurement

The Visual Fault Locator (VFL) is a technique used for troulbtistpdaults in optical fibers. As
mentioned in section 2.2, data transmission in optical fibers occurs via light pulses carried through
the fibers. When a fault occurs in the fiber, such as a crack or a break, light leaks out of the fiber,
resulting in gynal loss. The VFL uses a red laser light with a wavelength of 650 nm, which is visible to
the human eye. The laser light propagates through the fiber, and at the point of fault, the light
becomes visible as it leaks out. This allows for the precise faatitbn of the problematic section in

the optical fiber.



The VFL device functions as a simple laser source that emizoaer, continuous, or pulsed light.
The pulsed mode is particularly advantageous, as it makes fault locations easier to detecfidlaring
inspections.

1. Figure VFL light demonstration

Despite its usefulness, VFL measurement has several limitations. It is most effective over short
distances, typically up to a few kilometers. For longer spans, OTDR daedestter suited for

accurately measuring performance losses and pinpointing faults. Additionally, VFL is only applicable
for faults involving physical damage, such as breaks and bends. Subtler issues, like splice losses, may
not be detected using this td [2].

3.2 Theoretical Overview of Optical Fiber Inspection Cameras

An optical fiber inspection camera is a specialized device designed to examine the connectors of
optical fibers to identify potential damage, contamination, or manufacturing defects [3]. The
cleanliness and integrity of the fiber ends (connection points) are critical for maintaining data
transmission quality, as even minor contaminants or damages can result in significant light loss and
signal degradation. This inspection process helps ifietitiee primary types of issues:

1 Cracks: Minor damages at the connection points caused during manufacturing or usage.
1 Breaks:Severe damage that completely impairs the fi be
1 Contamination: Dust particles or other debris on the opticahnector that block the light path, causing

signal loss.

The following steps are required for the camera measurement:

1. Fixing and testing the fiber:The end of the fiber is fixed in the camera through the optical interface of the
fiber inspection camera. €hfocus and illumination of the device must be adjusted to achieve the perfect
image

2. Re-inspection: If it has been determined the exact extent of the defect or contamination, it is necessary to
confirm the success of the cleaning.

3.3 Theoretical Overview of Optical Time Domain Reflectometer (OTDR)

The Optical Time Domain Reflectometer (OTDR) is a specialized optical measurement device that not
only displays a numerical value for attenuation but also provides a graphical evaluation on the
instrument's monitor Additionally, it reveals various important parameters. The primary function of

the OTDR is to analyze a network segment or fiber by breaking it into distinct "events" through
backscattering, enabling precise determination of attenuation values for indiVitbmponents [4].

OTDR devices are beneficial in multiple scenarios, such as:
9 Precise determination of attenuation values in optical cables
9 Identifying faults in optical fibers



9 Accurately locating fault points
9 Measuring attenuation and reflection valoéspecific connections

Rayleigh Scattering and Fresnel Reflection

During the operation of an OTDR device, two main optical phenomena are utilized: Rayleigh
scattering and Fresnel reflection. The difference between the two phenomena is that Rayleigh
scatteing is present uniformly along the entire length of the fiber due to the material properties of
the fiber. Therefore, if there is a break somewhere, it can be easily identified that the fiber has been
physically impacted, for example when the test ligkit®it. In contrast, Fresnel reflection occurs

only at the point where the optical fiber meets air or another different medium. Such situations can
occur at splices, mechanical connections, and other connections. [3]

In the case of optical return loss nees, the dynamic range is extremely important, as it determines
the maximum fiber length that can be measured with the instrument. This also affects whether it is
suitable for examining a particular network. A high dynamic range provides a betterwignate

ratio, enables more accurate event detection, and results in a more precise attenuation curve.
However, determining the dynamic range is challenging, as there is no standard that specifies its
value; it depends entirely on the device manufacturdy [8].

Operating Principle

An OTDR measuring instrument sends laser pulses into the connected section at a predefined
wavelength. For multimode fibers, these wavelengths are 850 and 1300 nm. Formaimdgefibers,

the wavelengths are 1310, 1550, and 1625, although 1650 nm can also occur. The device allows

us to measure even in the upstream direction, in which case we use the 1625 nm wavelength. For
live fibers, it is much more advisable to use the 1625 and 1650 nm wavelengths, as we can avoid
potentialinterference with traffic around 1310 and 1550 nm. [4] After specifying the correct
wavelength, the OTDR instrument measures the light pulse reflected from the fiber faults. Finally, the
reflected signal is separated from the input signal and then coeddrito an electrical signal. This

step is performed by the device and then evaluated for us in graphical form [4], [5].

Evaluation of Measurement Results

By analyzing the graph, we can read the attenuation of the specific optical network elements
verticaly and the distance from the test point horizontally, usually given in kilometers. By evaluating
the graph, it can be precisely determined how far from the beginning of the measurement the
attenuation is and how large it is. In many cases, the graph camles downloaded in Excel format,
which shows the attenuation at each point.

4 Physical Implementation of the Measurement

Given the variety of fiber optic monitoring systems, the goal was to create a measurement setup that
provides a comprehensive overviewtbe basic principles of equipment usage rather than focusing

on a specific type. The measurement setup utilizes optical cables with various connection types, as
both the measurement box and the fiber optic monitoring system are constructed with different
connectors. Additionally, familiarity with the appropriate connectors is an essential requirement for
students, allowing them to gain insight into this aspect as well.



4.1 Physical Setup

The fiber optic monitoring device and the measurement station desigoeit &re in Room 220 of

.dZAf RAY3 . G GKS ¢F@lalySi!t dzidF aAxidSz Ay (GKS
was particularly important that all equipment be in one place, for which the laboratory provided the
space and area. Since tligsa physical measurement, the presence of the student is indispensable,

but as | will mention in the further development possibilities section, there is an opportunity to

create a measurement setup through which the student could perform the measurenmineo

However, in this case, the VFL measurement and the fiber camera inspection would be omitted from
the list of measurement tasks, as they cannot be performed online.

4.2 Measurement Arrangement and Presentation

In this section, | present the three sepagaiptical network structures that were measured and
examined during the experiment. For easier understanding and presentation, | illustrate these
measurement sections with schematic diagrams. In addition, a detailed material list is provided,
indicating tre type and quantity of components found in the device. Of course, after the
presentation of each network structure, a brief description will also be provided to give the reader a
more accurate understanding of the measurement tasks.

4.2.1 Measurement 1

Inthis setup, one end of the cable is simply connected to a splice, while the other end is located on
the front panel of the box above the splice. By attaching our VFL light source to the individual
connectors, the front panel of the box will illuminate, denstrating the operation of the device and

the integrity of the cable. The essence of the measurement is for the student to become familiar with
the operation of the VFL device and to obtain a visual result.

4.2.2 Measurement 2

In this measurement, the stlent must perform a complex measurement. The 1st port of the fiber
optic monitoring system is connected to the 2nd port of the optical measurement box, where a 1/2
splitter is located. The optical splitter is a device that divides the signals of ot finto multiple
outputs, in this case, halving it. In the upper branch, after the connector, there is a 1 km SM type
optical cable and a 36 m cable, separated by an optical splice. After this, the 3rd connection point of
the optical measurement box i®enected to the 2nd port of the EXFO fiber optic monitoring system
via a patch cable. During the setup of the measurement, it was extremely important to create a
connected network, so the 1st port of the EXFO had to be connected to the 2nd port of tha&XFO
well.

The lower branch has a similar structure; it also contains a fiber splice, but the cable is much shorter
than in the upper branch. Since the branch is shorter, the student will be able to clearly distinguish
the difference between the two durinthe OTDR measurements. The attenuation values of the
splices are 1.17 dB and 1.29 dB, which are quite high values [6]. The primary goal of this
measurement point is for the student to learn how optical splitters work and to visually see how they
function wsing the diagram drawn by the OTDR. In most FTTH networks [7], the split ratio is not 1/2
but much larger, such as 1/64 or even 1/128. However, by understanding how a 1/2 splitter works,
the student will have no trouble recognizing larger splits. Due ¢ottvo branches, the measurement
can be divided into two parts: in one measurement, the network between EXFO ports 1 and 2 is
measured, and then the network between ports 1 and 3. During the measurement, the person
performing the measurement must be ableittentify the difference between the two networks
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(which is the 1km section) and determine the signal loss caused by the splice and the splitter. Since
both events cause a noticeable loss, the magnitude of the loss can be easily read and recorded in the
measurement protocol.

4.2.3 Measurement 3

In this setup, between two STPC connectors, there is a network containirigdB optical

attenuator and a 20 km section. The 4th port of the EXFO fiber optic monitoring device is connected
to the 5th port of the optical box, where there is an attenuation in a short section. After the
attenuation, the 6th port of the box is connted to the input of a 20 km long section, and finally, the
output of the section is connected to the 5th port of our device, creating a complete network.

The main goal of this measurement point is for the student to see the magnitude of the inserted
attenuation and the Rayleigh scattering in the 20 km section. During the OTDR measurement, both
the attenuation and the scattering will be visible, which will need to be recorded.

The structures of all the measurements mentioned above have been designed sathetype of
passive network element from today's FTTH networks is present. Thus, in future measurements, the
measuring person can examine these network components in a controlled environment.

4.3 Physical implementations of measurements

In this subsection, would like to present all the measurements that have been performed. For each
measurement or examination, a brief description can be found explaining what needs to be done
during the measurement or examination. Additionally, the actual, physical resuitbe seen in the
attached photos, along with a few lines of measurement evaluation. The complete task description
and detailed evaluation of the measurement cannot be found in this section, as these are included as
appendices.

4.3.1. VFL Inspection Imple mentation

In the first inspection, we used a visual fault locator (VFL) to verify the operation of the measurement
setup number 1, to ensure that the optical cable is indeed intact and not broken. For this, we
connected a patch cable to the 3@C type camector, and then connected the other end to the VFL
meter. After turning on the instrument, we pressed the VFL button for a long time, which
immediately activated the red inspection laser. With another press of the button, the device sends
out continuous pilses.

4.3.2. Fiber Inspection Camera Inspection Implementation

In the second inspection, we will use a fiber inspection camera. In this description, | only examined
measurement setup number 1, but it should be used for all measurement setups. Thisssargc
because the optical connectors can very easily become contaminated, and with this camera, it can be
determined if there is any contamination on the ferrule surface. During the inspection, | connected
the optical fiber above measurement number 1 teetprobe part of the fiber inspection camera. |

turned on the device and adjusted the focus using the focus button so that there was a suitable
contrast on the device screen.

11



4.3.3. Evaluation of Measurement 1

The obtained measurement image shows that mstrument measured a 1.05 km section, which is

the correct value. In the figure, the OTDR shows us the events in detail as points. The plotted
function shows that between points 1 and 2, the decibel value was halved (thanks to the power
splitter), and tken the signal magnitude decreased again minimally due to the connector inserted

into the fibre. There is also a splice in the 1 km section, which our device also shows and estimates it
to be approximately 1.5 dB, which is correct based on previous measuatsntinally, at the end of

the section, our signal ceases as the measurement reaches its end.

Test Results

Start: End: Zoom | ‘
46,000 ] EQUICOM OTAU port 3 2024-05-1010:43:52

40,250
34,500
26,750

23,000 |

Power (dB|

17.250 -

11.500 +

$.750 4

0.000

T T T T T T T 1
.0 1.0 2.0 3.0 4.0 5.0 6.0 7.0 8.0 9.0 10.0

Dictance fkm)

2. Figure OTDR measurement 1

4.3.4. Evaluation of Measurement 2

Based on the measurement results, the drawn measurement structuteadi its network elements

can also be seen. At the first event, the signal level dropped from 31.875 dB to 25.500 dB, which is
due to the inserted 5 dB attenuation and the connector. Leaving the box, the connected 20 km
section can be seen, where the ®m also detected two minor faults. This is a fault in the optical
cable, as it often happens in such a long section that the scattering is not uniform everywhere. When
it comes to Rayleigh scattering, the signal value decreases evenly over the 20 lm. secti
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Conclusions
| believe that in my current article, | have managed to design and implement a complex

measurement package suitable for demonstrating modern FTTH networks. The measurement setups
in the completed study can be easily and seamlessly replaced, modifiedyeloded at any time. In

terms of physical appearance, | have created a clean measurement that can even be performed in an
online format, which meets all optical safety factors, considering the laser hazard warning sign or the
warnings provided in the measment description. In addition, my work provides a general
understanding of the operation of fibre optic monitoring systems, making it easily understandable for
everyone. | have supplemented my current work with a separate measurement guide specifically

designed for the designed setups.

| believe that the created measurement environment and the measurement guide form a unit. The
environment can be considered a finished measurement, during the use of which the measuring
individual can easily measure thetmal passive elements and the network built from them and

apply what they see during the measurement. Among the appendices, there is a developed protocol

as a reference for easier and faster evaluation of measurements in the future.

Considering the aboveny work provides a welleveloped, detailed, and easily understandable
insight into the world of fiber optic monitoring for future students. During my studies and work, |
have encountered fiber optic monitoring systems several times, and my experiencesdiaforced

how important it is to acquire this knowledge.

Thanks to this, | believe that with this measurement package, | will greatly facilitate the work of my
future fellow students or colleagues, because if they choose to work in this areayithée able to

easily solve similar measurement tasks and problems.
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Abstract: Common collaboration methods and appeared in work culture and trends that are slowly becoming standard in
industrial IOT networks require remote access to the plant's production line equipment. We examine thganfarhnology

security and vulnerability of these devices and services that how provide remote access and show what kind of threats these
services can keep to the active elements and systeihservices of the internal IT network related to productiorder for

OEM machine manufacturers and their engineers to access the systems of installed production equipment, they use solutions
developed for remote access, which reduce the cost and time of posssiikewsork. Additional advantages and podibes

of this system are that maintenance can be scheduled based on the information obtained from the production equipment, they
can intervene in a possible program process, and thus the availability time of the production systems can be improved.
However it is important that the protection of the data stored in the central system is fully realized with the available set of
tools or that a solution is sought that does not violate the integrity and leakage or violation/loss of the data. Furtegmore

nedl to illustrate the extent to which a company's support network and the infrastructure serving it are exposed to cyber securi
threats from systems that may originate from the manufacturing network layers. Compliance with IT security risks becomes an
impartant part of an automotive manufacturing company's TISAX, IATF16969 and NIS2 regulations. Therefore, during the
auditing and regulation of remote access methods, security issues may arise that may have a risk factor.

Keywords: VPN Gateway, Industrial rete@ccess, Industrial Equipment & 11OT risks, Data Center risks on industrial remote
access

1. Introduction of possible solutions

The importance of the topic proves that communication system tools developed for this purpose are
freely available [Ll]Jonth& F N SG FyR OlFy 6S SFraiafteée AYLISYSYGSR
TCP/IP based network.

These (router, GW) devices can be automatically connected to the Internet via our own
infrastructure. There are also some devices that connect to the OEM's dedudatetivia the

prepaid internet service with an Internet subscription linked to a SIM card and a WWAN unit. For all
WANWWANLAN connection forms, it is true that the establishment and use of the connection
cannot be monitored and partially untraceable diseencryption. It is also not necessary to use the
internet connection of the existing local infrastructure, because virtual private network (VPN) routers
can be easily connected to devices with a SIM card and internet subscription, even without the
knowledge and/or permission of the device owner.

We cannot implement the "direct” VPN data traffic monitoring or inspection solutions provided in

the network of our production line, as it uses unique and unobtainable encryption keys to build the
encrypted tunné In basic cases, VPN connections are provided by the service provider by purchasing
separate licenses, and can only be used by one owifighey do not hand over their identifiers to

others. It is a serious problem if the OEM or support wants to inddpetly monitor these
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communication systems, as well as the device configuration [2] and cloud side. It is up to the OEM to
decide how to build the VPN system and how to use the security features of the system.

This is a figure example of remote soluti@: [

Cloud Server

Remote Gateway

Camera

Client Software
o t
| —
p— y PLC Progr: ing
Himi] —— .

&: Qoo

1

Service Engineer Field Site

Figure 1

Schematic diagram of the industrial system providing remote access
The previously used remote access procedures and traditional VPN solutions lost their flexibility in
many cases, and many security solutions had to be introduced that réthiézd the execution of
the desired tasks. It should be emphasized that the operation of these support systems requires
considerable IT expertise and resources. For system installation and security settings, in many cases,
even a securiticonscious and gerienced background cannot provide adequate security without a
meticulous protection approach.

In order to create an adequate level of protection, it is necessary to be aware of the range of systems
and services operating in the infrastructure, as welttee capabilities of the existing security systems
and their potential obsolescence. Considering the circumstances of the task, compromises have to be
made in many cases from the IT security side, and because of this, a critical system cannot withstand
the consequences of a targeted or covert cyhttack and collapses.

The monitoring methods of VPN accesses, the multitude of explicit rules, the authorization and
regular review of information security according to the regulations pose challenges fornatiust
companies. Last but not least, the continuous supervision and monitoring of the systems, the analysis
of the triggered incidents and the repair of damages can entail a serious investment of resources and
a financial burden.
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2. Real situation with data center

In accordance with today's expectations, the information of the manufactddomry lines installed

in industrial companies and the systems of the automatic equipment operating them are to be
analysed in an integrated manner in a data proaggsiystem. From experience cloud storage

option of central processing systems instead ofppemis provides an additional protection aspect,

but a welthidden infected system by attackemses security gaps and weaknesses to access a system
providing data center services or wants to use the vulnerabilities of other network elements in order
to achieve additional malicious goals.

This is a figure example of remote solution added witkpoemis data center:

@ - .
Cloud Server h . D St S essesssssosssearssssinsas %

:
i B2 i 6
/o 1 |
(* pIE =Y

1y

Service Engineer Field Site

Data Center Servers

~ -

Figure 2
Schematic diagram of the industr@lstem providing remote access with Data Center

Our data stored in the cloud is similarly exposed to a cybick, (on the) orpremise site as well.
The physical location of the data center system is a completely negligible issue, since the device
triggering the attack is activated in the production line network.

The OEM client that wishes to establish a connection with our endpoint is sufficient to connect to its
dedicated cloud and use the cloud settings to access the devices operatingntaoufacturer's

subnet with the desired technology, but not necessarily only our devices there, because with the
network address translation (NAT) rules set in gateway router (GW) or the by falsifying the router's
internal network IP address, the data censervices provided to production are also available. From
this point on, it is impossible to monitor whether the VPN system is used by an authorized or
unauthorized user and with which endpoint computer equipped with protection systems to access
the manufcturer's network and the data center services operating behind it.

It is important that the protection of the data stored in the central system is maximally realized with
the available set of tools or that a solution is sought that does not violate tkgrity and leakage or
violation/loss of the data. Furthermore, we need to show how much of a cyber security threat an
enterprise support network and the infrastructure that serves it are exposed to from systems that
can originate from the manufacturing tveork layers with such remote access. The advantage of this
system is that data is exchanged via a VPN (encrypted) data connection and unauthorized persons
cannot obtain important information, but the erploint security systems of the erabint device

using that connection are not monitored by the company in many cases. The VPN user connects
directly to the network system of the production line and is provided with the range of services
available from the network, can collect data and influence the openaticthe control system [4].

Regarding the OEM's espbint device used for maintenance, clauses can be regulated in the
contract, but this does not provide enough security either, because the device is not only used for
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the maintenance of the systems iniead at the customer's site, and it can maintain even hundreds

of customers, of which only one is enough where the device suffers an infection. In this publication,
we do not address the IT security issue of maintenance/support systems and tools, anidlgspet

those that are used in foreign networks, because that would exceed the scope of the current
framework and our topic. It is also not entirely clear whether all elements of an automatic
manufacturer segment must be supervised by the OEM, becagsea eensor, camera, controller,

etc. can come from another supplier and its maintenance is not the responsibility of the OEM, and of
course vice versa this statement is true. The wide variety of data center systems and services brings
with it many cyberseurity issues. Highlighting a few, e.g.: S$f@ked services, application systems
(SCADA, WEB, API, SOAP, JAVA, etc.) and proprietary software and communication protocols (e.g.:
Siemens TIA Portal) [5] are all exposed to critical attack algorithms.

3. ZeroTrust i n industrial equi pment 6s ne

We can monitor these data center connections with a rgemeration firewall or traffic analysis and
anomaly detection systems and use these systems to analyze whether an intrusion or-lesmfice
attack has occurm or is occurring. It can be seen that we have built such a security infrastructure as
if we were providing services to a completely public network that we would never normally do. It is
essential that according to the zero trust security principles, daljices and users that are certified
and transparent to our compliance criteria connect to the subnet and the services available in it.
Also, the creation and application of only stdtdl firewall rules used in the past is not sufficient
against today'snodern threats. In an industrial network where automated systems that are weak in
terms of security operate, the risk of attacks increases significantly, as they are easily exploitable and
vulnerable. Therefore, we do not in any way assume that the nédkwser or devices are reliable

and it is of utmost importance that their authentication and identification takes place using some
security and modern target device. Because for the sake of the regulatory requirements discussed
below and our own safety, is extremely important to tighten our network protection according to

the principle of zero trust at today's technological level.

Some important elements of the zero trust principles, which were also published at the CISCO 2024
Techtorial [6]:

Zero Trust Network Access (ZTNA) for OT Assets

Least privilege access

l ( ZTNA provides controlled identity and context-aware Assets hidden from discovery

access to resources. It starts with a default deny posture

and adaptively offers the appropriate trust required at [ lateral movement possible
the time. A trust broker mediates connections between X .

Device posture compliance
applications and users. The result reduces risk and offers
more flexible and responsive ways to connect and Time/date restricted access

collaborate.

Gartner e ——

Market Guide for Zero Trust Network Access, More flexible and responsive
August 2023

Techtoriod
cisco

s reservec Cisco Confidential

Figure 3

Zero Trust network access recommendations
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4. Compliance in IATF 16969, TISAX, NIS2 standards

How thoughtprovoking it is that the IATF 16969, TISAX, NIS2 standards require us to prove how
protected our systems are with renewed penetration tests for allmullic services accessible from

the Internet. Here, the question arises, how much of a subnet to which we provide access to foreign
systems and partners is an internal network, and how much should it be treated as a "foreign
network"?! Furthermore, to whiaextent is the principle of Zero Trust enforced in the introduction of
these systems and are they transparent enough according to supervisory aspects?! Issues of trust
also arise significantly in this topic, because the OEM or support can also accenatiofothat may
violate the information protection and security regulations and policies of the production line owner,
and incidents may occur that violate safe operation/production and availability.

What is important to highlight is that NIS2, the Bagan Union's cyber protection rule, requires
continuous monitoring and identification of the client's compliance in accordance with information
protection aspects, and access and monitoring systems must be made completely transparent.

o)
S P X

OT Frameworks & & . = © .

Security Pillars SOAR SIEM  Analzer  SendBox | Deception

o

)
~
NeRC

Figure 4
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TISAX was developed primarily for the automotive industry, which emphasizes the protection of
information security between suppliers and partners. At several points, the regulation overlaps with
the NIS2 recommendation, but it is an automotive certification. (TISAX) focuses primarily on
information protection and is based on the DIN EN ISO/IEC27001 standard, and its regulations also
cover many organizations within the company. On the contrary, questimid expectations arise

here at a similar level as with the NIS2 regulation.

IATF 16969 is also automotive, an international automotive regulation that governs its quality
management system. It is important to point out that on the information securig,st overlaps

with the expectations of NIS2 and TISAX and emphasizes the identification, management and secure
data management of risks.

Conclusions

There is a wide range of tools for remote access. An outstanding question is to what extent the range
of page visibility and access to data center services can be limited with these technologies and who is
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responsible for the supervision. If the owner of the production lines supervises the system, he must
use the necessary expertise and limit his accegatdh system component. Installation and
configuration of OEM proprietary remote access systems should be avoided. Furthermore, you must
log and document what systems you can connect to. | will not address the issue of logging in this
documentation becausthe options depend on the technical and information security (readiness) of
the organization.

For existing issues, we recommend considering the following and also we continue to research these
security issues. However, we cannot guarantee that we cangeavicomprehensive solution for

every case that arises in the network of production, as different infrastructure solutions are also
created.

A Never lose or transfer your control on devices that supporting remote access solution to

external supporters (e@2EM)
Because who knows what rules have been configured in this case. It is completely untraceable
(what happens) and absolutely goes against all safety requirements.

A There is no security based on trust
In principle, there is no trust.

A Itis important tochoose the right system for your security goals
It is necessary to involve the internal operation and, if possible, coordinate with the suppliers.

A Four eyes principle, use of collaboration tools, corporate devices and systems
In IT, this has been a commpractice for a long time, especially for systems that are critical.

A Discuss security issues with suppliers and supporters implement better solution
Where possible, discuss with accredited IT security experts and suppliers.

A Implementation of multlevel nex-generation firewalls strategy at protection levels
A GB-TB traffic appearance, anomaly, logging and behavior analyses

In the last period, we observed some manufacturers developments in the field of industrial networks
that take itinto consideration the mmnagement of these challenges and the construction of secure
infrastructures [8]. It is therefore justified that other mansufacturers prioritize the development of
more reliable systems in the production network of PICRA (Process Industry Control and
Automation).

The guestion arises whether the remote access providing routers that are discussed above provide a
satisfactory solution to all these security regulations.

In short: no, because network routers are not security devices.
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A rep¢l Rterek kulcsszerepeti nBtagamnakt Yar 8gl8dbadnl,i sbilzRgis 2k ¥V a
sz¢ks®ges felt®tel eket . A | ®gi ir8ny2t8si ®s biztons8gi

hat ®konys8g8§t. Az energiaell 8§t &8s Kkiiltkarsva®&d e lhmis zke@®r &a® & il yraema
el engedhetetlen a rep¢l Rt ® infrastrukt¥%r 8j8nak mTk°od®s®he
rendszereket ®s az adatkommuni k8ci -t. zd&t treekp;®RNRt avekmaniez gl
biztos2ts§k a folyanitoBEz® megbAdsaeremT8CABAtpl atfor mokor
megzavar 8sa, ak8r Kkibert 8mad 8so,s aank Sbre froel nyd8sszoel rjhai baa rke°pv¢iel t Rkt e®ert
ki emelten fontos meg®rteni a SCADA rendszerek kock§8zatait,
behatol §sokat ®s [2hz Aaxzdad Imadhrn ptud Gici mt dszer ekgik® iz ®t @zak e d&si
meger Rs2t ®se mint a behatol §s®r z®kel ®s, tTzfalak haszngl a
al kal mazgsa valamint az incidenskezel ®si tervek ediRdol goz¢
oktat8§sa ®s a redund8ns rendszerek kialak?2tg8sa, hogy a t§m

V®g¢l r8vil8g2tok, hogy a gyors ®s prec?z reag§|§sxosenn®l a
mTked®snek. gy a kiberv®del meket i s, mint m8&s egy®b v®del

hogy semmilyen k°r ¢l m®nyek k°z°tt se |l ass?2tsa az el v8rt ree
ereaz8gazatra ki®l ezett el j8r8srendet, amely a t8mad8s el h§r
rendel kezi k egy saj 8t esem®nykezel R csapaf3fdl, Biztons8gi ¢
Kul csszavakg, ki bpg bRz®onsB®gi k°z|l eked®s, energiaell 8t §s.
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Abstract: Additive Manufacturing (3D printing) and Artificial Intelligence (Al) am® powerful tools that are changing the

way we make things. While Al has already transformed many industries, its potential in 3D printing is just beginning to be
realized. 3D printing generates a wealth of data, making it a perfect playground for maehining. By analysing this data,

Al can help us optimize the printing process, improve the quality of the final product, and even design entirely new products
In this paper, we'll dive into the exciting world of Al and 3D printing, specifically fogusinpowder bed fusion technology.

We'll explore the different types of data generated during the printing process, the complexities associated withahts data,
how we can leverage Al to overcome these challenges. In the end, we will also show ttidesapaMachine learning by
predicting the Strength of a Metal additive manufactured product with the help of Supervised Learning models.

Keywords: Additive Manufacturing; Machine Learning; Artificial Intelligence; Metal Additive Manufacturing

1 Introduction

The concept of artificial intelligence (Al) was first introduced by John McCarthy [1], who defined it as
the ability of machines to demonstrate intelligence. Prior to McCarthy, Alan Turing, a British
mathematician and computer scientist, deteto the idea of intelligent machines [2]. Through his
famous imitation game, Turing proposed a logical digstep process for analyzing information to
make decisions that resemble human intelligence. Even earlier, McCulloch and Pitts [3] laid the
foundation for neural networks by combining their understanding of how neurons work with ideas
from propositional logic, developed by Russell and Whitehead in Principia Mathematica [4], and
CdZNAYIQa O2YLMzil GA2YIFE (KS2NEO®

Al is broadly divided into two main am@aches: symbolic (or traditional) intelligence, which focuses

on solving problems using reasoning and knowledge [5], and computational intelligence, which relies
on examples and previous data to make decisions [6]. As per IEEE Computational Intelbgatge S
computational Al includes fields like artificial neural networks, fuzzy systems, and evolutionary
programming [7].

Both symbolic and computational approaches can be developed through methods like machine
learning (ML), often involving experimentssimulations. Al also branches into areas like automated
reasoning [8], where computer programs enable machines to presumably reason, enabling them to
act independently or almost independently.

Sometimes, machines need to make decisions under uncertaidittans [9, 10]. In such cases,
decisionmaking becomes probabilistic rather than deterministic, and advanced methods like fuzzy
logic [11] and Bayesian statistics [12] play a crucial role in navigating these complexities.

The most common form of Al is signed to simulate human cognitive characteristics and
continuously improve its performance over time. While learning and improving come naturally to
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humans, these abilities are the result of millions of years of cognitive and physiological evolution,
making them incredibly complex processes. For machines to achieve general intelligence, three key
elements are essential: the capability to handle complex computations, sufficient memory, and
access to data for learning (Figure 1) [13].

Artificial
Intelligence

Computatio
nal Ability

Figurel

Factors in Al

For humans to learn, three factors are crucial: memory, computational capability, and access to data.

Our brains naturally provide the first ttwvomemory and the capacity toxecute complex
computations. Similarly, both Al and the human brain rely on data to process information and
develop learning.

2S 2FGSy GKAY]l 6SQO0S NBIFIOKSR (GKS LRAYG 6KSNB
| 26 SOSNE 6SQOS 2eyetweak Xiso/far, Faflirig) shbrof der@#alior strong Al and
artificial superintelligence [14]. Modern computers are incredibly fast and capable of handling
complex computations, as well as storing and recalling the results. Additionally, with the rise of
digitization, the internet, and media, datahe third essential ingredient for Alis more abundant

than ever.

Since the idea of Al was first introduced, remarkable progress has been made, thanks to the
combined efforts of experts from various fields. [Bophers have drawn thougirovoking
comparisons between the mind of a human and intelligent computing systems. Physiologists,
neuroscientists, and cognitive scientists have shed light on the way the brain handles information.
Simultaneously, computer gntists have developed the algorithms, logic, and mathematical tools
necessary to turn these concepts into reality.

O«

Ly (2RIFI8Qa 62NIRZ 4SS FTNBldSyite 0O02YS | ONRPaa SNy

differences between them is cruci@lata science is a broad, interdisciplinary field that uses scientific
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methods, processes, and algorithms to extract knowledge from data [15]. While it plays a critical role
in Al, data science has applications far beyond Al. As shown in Figure 2, data fmims the
foundation for developing data analysis techniques, which are essential for advancing Al.

Figure 2 also highlights machine learning (ML) as a subfield of Al. For machines to become intelligent,
they need to learn, making ML a critical compahof Al. ML is further divided into supervised,
unsupervised, and reinforcement learning [16]. Within the ML domain, numerous learning algorithms
exist, with deep learning algorithms being among the most famous and is also a key subset of Al
development.

Deep
Learning

Machine
Learning

Artificial
Intelligence

Data Scienc

T
- o—

Figure2

Factors in Al

Machine learning (ML) can be divided into supervised and unsupervised learning, depending on the
type of data used. [17]. It involves classifying labeled data and using it to predict trends, which
determines the output of the model. On the other hand, upstwvised learning works with

unlabeled, operdomain data, using techniques like data clustering to identify patterns and
groupings [18]. Reinforcement learning combines aspects of both supervised and unsupervised
learning, allowing models to learn througital and Supervised learning relies on labeled historical
data to train models, enabling them to make predictions and interpret new inputs error based on
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rewards and penalties [19]. Figure 3 shows a graphical description of the types of Machine Learning
techniques used.

Types of Machine Learning

Machine
Learning

Supervised Unsupervised Reinforcement
Task Driven Data Driven Learn from
(Predict next value) (Identify Clusters) Mistakes

| &3 i

Types of Machine Learning

Figure3

Al has made significant strides across various fields, including speech recognition, autonomous
vehicles, robotics, gaming, computer graphics, cybersecurity, and spam detection. Manufacturing is
s to experience transformative changes driven by Al.

I'LQ&d NRfS AY YIydzZFI OlGdzZNAy3I Aa fAYy]1SR (G2 GKS | R2L
gather realtime information. One advanced concept within smart manufacturing is the Digital

Twirt a diital representation of a physical system. This dynamic;wag process connects the

realworld system to its digital counterpart, creating a comprehensive digital footprint of machines,
processes, or parts [20]. Initially applied to additive manufactu(i&aM), the Digital Twin has been

utilized for process modeling, enabling better predictability and system optimization [21]. For

instance, Knapp et al. developed a figeneration Digital Twin for lasérased additive

manufacturing, focusing on factoiiké temperature, cooling rates, and material deposition geometry

[22]. Integrating cybephysical systems with Digital Twin technology has further enhanced ML and Al
applications in manufacturing.

Additive manufacturing (AM), a fully digital process, d&to benefit significantly from
advancements in data science, ML, and Al [23]. Every stage of AM, from design to preparation and
printing, generates vast amounts of data that are difficult for humans to analyze and interpret due to

63



0 KS LINE OS ayasped, &nd entldfsedl Envibnment [24]. ML can help visualize and model

this data, improving image recognition and system analysis to enhance process understanding. It also
supports automating labeintensive tasks in preparation and pgatocessing stage enabling

smarter planning and decisiemaking.

For example, ML and Al can optimize process quality by reducing defect rates and enhancing
feedback controls, which improve overall production. They also facilitate concurrent design, where
information gathered during manufacturing is used to adapt antheeflesigns in real time. This
adaptive approach can achieve goals like reducing residual stress, minimizing weight, and
strengthening specific areas where defects occur, thereby leading to superior qGalign the

highly digital and modadriven natureof additive manufacturing (AM), the application of Al is
particularly relevant.

1.1 The Machine Learning process

Step 4:
: : : . Step 5:
Step 1 Step 2 Step 3: Getting p
Getting Homoge Model insights Data
data q‘ nising q‘ Building # from q‘ Viswiliza
data Model tinn
results
Figure 4

The Machine Learning process

The machine learning process involves a systematic process in which models are taught to learn from
data and thereby make predictions or decisions [25]. While it sounds technical, it esseniieihs

how we humans learn and improve with experience. A process flow of the Machine learning process
can be seen in Figure 4. Here's a simplified, humanized breakdown as well [25]:

1.1.1 Understanding the problem

Before diving into data or algorithms'sicrucial to define what you're trying to solve. Is it the
prediction of house prices, identification of spam emails, or recommendation of movies? Clarifying
the goal is the foundation of the entire process.

1.1.2 Gathering Data

Just like a student neks good study materials, machine learning models require quality data. This
data could come from surveys, sensors, online activity, or historical records. The more relevant and
diverse the data, the better the model can learn.
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1.1.3 Data Preparation

Raw ddaisrarely perfeat A 1 Q& 2FG Sy YS&aaes AyO2YLX SGiS> 2N AyO:
up before starting a project. Missing values are filled in, outliers are handled, and data is transformed

into a format the model can understand. You miglsiogpick out the most important pieces of data

(features) to focus on.

1.1.4 Choosing models
Choosing the right machine learning algorithm is like selecting the right tool for a task. For example:

T LF¥ @&2dz2OQNB LINBRAOGAY3I &2YS hé&h g Jupeditdd @arfing O 6 f A
algorithm might work best.

9 LF¥ @2dz2QNB 3INRdzZLIAY 3T AAYAELFNI AGSYa o6fA1S Odzaid2)
could be the answer.

1 For learning through trial and error (like a robot navigating a maze), reinforceleaming is
ideal.

1.1.5 Train the Model

This is where the magic happens! The model is fed training data, and it starts recognizing patterns
and relationships. Think of it as a student practicing problems to learn the subject. The goal is for the
model toimprove with each iteration.

1.1.6 Fine-Tune for Perfection

Even the best students need some guidance, and models are no different. Adjusting certain settings
(called hyperparameters) can significantly improve performance. This process is akin to gefining
recipe by tweaking ingredient quantities until it tastes just right.

1.1.7 Putting the model to work

Now comes the exciting partdeploying the modelto solve real 2 NI R LINRP6f SYyad 2 KS{K:
recommending songs on a streaming platform or detecting fiaushnking transactions, this is
where the model makes an impact.

In essence, machine learning is like teaching a very smart student who learns from data instead of
books. With the right guidance and practice, it can become a reliable deos&ar in cantless
applications.

1.2 Metal Additive Manufacturing process

Metal additive manufacturing (AM) can be subdivided into three main typesder Bed Fusion
(PBF)Binder Jet Printing (BJPandDirected Energy Deposition (DEM»rom thesePowder Bed
Fusionisthe most widely used and will be the primary focus of discussion Reneder bed additive
manufacturing (AM) technologies involve using a laser or electron beam to melt powder layer by
layer, forming a part based on a computaded design (CAD) modehéBe processes have been

evolving for decades. The concept of powder bed technologies began in thEd@0s when Dr. Joe
Beaman and Dr. Carl Deckard who were working at the University of Texas at Austin, introduced laser
sintering techniques to the worl6]. Over time, notable progress has been made, particularly

because of advancements in laser technology, which led to the development of selective laser
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melting (SLM). European innovators also explored using electron beams instead of lasers for the
melting process.

The process starts with a CAD design, which is input into machine software that slices the model into
layers and creates necessary support structures. Typically, a powder is spread across the build plate
with a rack, sometimes compacted withi@ler. Next, a laser or electron beam heats and melts the
powder. There are several improvements have been made to refine the process, such as preheating
the base plate in electron beam machines to reduce part stresses. While additive manufacturing
ideally creates parts with minimal pogtrocessing, additional steps often become necessary to

finalize the part for its final application. These steps can include removing the component from the
foundation plate, taking off support structures, and sometimesghihg or heat treating to alleviate

any residual stresses.

2 Machine learning in Metal Additive Manufacturing

The implementation of Al and machine learning (ML) in additive manufacturing (AM) can be better
understood by dividing it into three staggse-process process andpost-process[27]. The
categorization is also visible in figure 5.

In the preprocess stage, ML plays a significant role in areasléikggn spacéwhich includes
geometrical design and topology optimizatiorgw material designand understandingowder
properties. For raw material design, recent advancements in ML have enabled accurate predictions
of material properties and even development of new materials. These advancements make it
L2aaAirotsS G2 f S@S Nledtécreata d@signspyekiduslySmpaskidld: 0 A £ A ( A

However, while ML has shown promise in raw material design, its application in othprquess

areas like geometrical design, topology optimization, and powder property analysis is still in its early
stages. Armang these, powder properties remain the least explored field. Each of these aspects will be
discussed comprehensively in subsequent sections.

In the processing stage, ML applications can be broadly categorized into two areas:

1. Experimental workfocusing orprocess monitoring and optimizationand

2. Simulation studiesaimed at achieving similar goals.
Process monitoring and optimization through experiments have been the focus of thorough
research. This includes using ML to monitor key parameters and improwggtiey and efficiency of
the AM.

Use of ML in posprocess analysis is a relatively new frontier. Most research in this area has focused
on linking postprocess data (such as final part properties) back to the processing conditions, helping
to refine andimprove the overall manufacturing process. However, this area has not yet been
extensively studied. A brief overview of ML applications in{postess analysis is provided in the
subsequent sections.

By structuring Al applications in AM into these stages, it becomes easier to comprehend how ML
models are being used to solve the problems of the manufacturing process [28].

Pre Process: Process: Post Process:
Designin ‘ Monitoring ' Field and

oS . . Experimental
Powder Simulation 66 data




Figure 5

Machine Learning stages in Metal Additive Manufacturing

2.1 Machine Learning in Pre-Process

At the preprocess stage, machine learning (ML) has already made important strides in the fields of
materials design. To ease up things, the material design area is@rfteiped under the broader
materials domain. Much of the advancement in materials design is driven byldterials Genome
Initiative (MGI), a program launched by the U.S. government [29]. The MGI aims to accelerate the
discovery and design of new matdsavith specific properties, and ML has played a key role in
enabling these advancements. MGI applies to a wide range of materials, including the metals and
alloys commonly used in additive manufacturing (AM) processes. For a deeper dive into how ML is
transforming materials design, there's an extensive review available in [20].

Thanks to databases that house vast amounts of materials data, the field has access to a wealth of
information, thus, making it convenient for researchers and engineers to preditrial behaviors
and design new materials more effectively.

Coming to thalesign spacewhich includes digital design tools, compugaded design (CAD), and
related areas, ML has the potential to revolutionize two key aspects:

1. User interaction with machies¢ AM is expected to become more accessible, even for people
with little technical experience, from school students to professional engineers [30]. For this
to happen, the way users interact with AM machines must be simplified, and ML can make a
big diference.

2. Design software improvements and integratiog ML can enhance the software used for
designing and modeling, integrating process characteristics to make the design
manufacture process smoother.

In particular, ML and Al can change how humangauewith machines, offering more intuitive ways

to communicate with technology. With the helpioiageandvoice recognition users could control

AM machines using verbal commands or visual inputs, rather than relying on complex programming
steps. This wald not only make it convenient for everyday users to engage with AM technology but
could also expand its applications in fields like medical devices and consumer goods. This kind of
interaction would make AM more accessible, helping bridge the gap betagesnced

manufacturing and broader societal use.

Al can play a significant role in improving the use of databases which are online for CAD models. With

the help of Al, users can easily access and pull designs (such as STL and other CAD files) from the
internet, leveraging the power of the Internet of Things (IoT) and digital platforms to find available

designs. This can streamline the design process by making a wider range of resources easily

accessible. Regarding design software, Al can enhance how snfsadeveloped to take full

advantage of the unique capabilities of additive manufacturing (AM), such as microstructural design

and the ability to build from the ground up. For example, Al can help create more informed design
processes that make themo2t¥ ! aQa | oAfAG& (2 ONBIFGS LI NILa Al
This could lead to a revolution in design optimization, enabling the development of software that can
automatically adapt designs for better performance.
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In more recent advancementse concept of parallel design has emerged, where the design is
continuously adjusted during the manufacturing process. This approach allows the design to adapt in
reaki AYS G2 NBRdzOS AaadzSa tA{1S NB&ARdz IfoexamintS a 4 S a
the impact of different design parameters on their developmekdditionally, an irsitu process

monitoring feedback loop is essential, allowing the process to gathetinealdata and inform

design adjustments on the fly. This integrationAdf reaitime monitoring, and design optimization

has the potential to significantly enhance the capabilities and efficiency of AM.

2.2 Machine Learning during Process

Like in many other fields, applying Al to the additive manufacturing (AM) process relesiog
well-developed machine learning (ML) programs and access to quality data for traingiigl In
monitoring and process learning in AM is a relatively recent development. Today, several companies
and equipment providers offer systems capable of capturealtime monitoring data during the

AM process.

On the research side, ML has been applied to various aspects of process optimization, control, and
customization. Key areas of focus include reducing defect density, identifying and addressing local
defects, managing internal stresses generated, ensuring design and dimensional accuracy, and
understanding microstructural variability, among others.

Managing these parameters is no easy task, as countless variables influence the outcome. While
process paramers like temperature, speed, or laser power can be adjusted, factors such as part
geometry, material type, design complexity, and environmental conditions play important roles.
Many of these variables are difficult to control and often act as "noisetoorsdary factors, with

their effects only becoming visible over time through accumulated data and analysis.

The scientific literature contains a wealth of data on how these variables interact and impact the AM
process [3132]. ML can be a tool for unravielly these complex relationships, enabling us to predict
outcomes more accurately by learning from both controllable and uncontrollable variables. This
ability to integrate vast data and uncover patterns makes ML indispensable in pushing AM toward
more pregse and reliable results.

In additive manufacturing (AM), various types of algoritbnssipervised, unsupervised, and
reinforcement learning have all been applied to optimize processes-833 Unsupervised and

reinforcement learning algorithms are capable of learning from the process in real time, detecting
patterns and modifying parameters during the build process to minimize errors, reduce defects, or
customize the material's microstructurEor this to work effectively, local monitoring and réiate

data processing are critical, as they allow immediate feedback and adjustments during the
manufacturing process.

This approach requires the collection of vast data, rapid analysis, and sublsstmtizaye capacity.
Additionally, in cases where deterministic methods (predictablelpalsed approaches) fall short,
statistical analysis might be necessary to make decisions on probabilities. While this process can be
challenging due requirement fordtirspeed data collection and analysis, it can however be a good
way to optimize processes. Using local data collection anetiraalcorrections can help eliminate
inconsistencies that arise from machit@machine differences or tedb-test variations.

However, certain factors, like the spatial distribution of powder, are inherently unpredictable and
cannot be precisely replicated. Quantifying these random variables can be quite difficult. Despite
this, the ability to analyse and adapt in remhe offersa promising way to explore new processes,
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materials, and manufacturing techniques, paving the way for innovations in areas that were
previously unexplored or difficult to approach.

Supervised learning can also be employed in additive manufacturing (AMiibiyng historical,

labelled data to optimize and fireine the process. However, several challenges persist in this area,
particularly regarding the types of data used, how it is standardized, and issues surrounding data
storage and sharing. While maok manufacturers often have access to vast databases that could
aid in process optimization, the proprietary nature of this data limits its widespread sharing with the
research community.

In addition, there is variability in data being collected, which lead to inconsistencies in reliability
and accuracy. This variability makes it difficult to replicate results or apply it to process learning
across a wide range of machines and materials.

Over the past decade, the field ofd&itu monitoring in AM hasrgwn significantly. This is because

the process itself is dynamic and has the potential to improve during the buigitulmonitoring can
provide useful insights in two main ways: first, by offering data to gradually improve the process over
multiple rurs, and second, by enabling reahe adjustments within a single build, provided the data
can be processed quickly enough to provide feedback to the machine.

Most research in ifsitu monitoring focuses on improving the quality of final parts. Numerouigwnev
articles [3839] have been published in recent years, summarizing the extensive body of literature in
this area. One notable example is from the National Institute of Standards and Technology (NIST)
highlights the measurement science requirements fahtime control in additive manufacturing,

with a particular focus on powder bed fusion processes [40].

Process improvement is a critical concern in industries like aerospace, where the quality of parts is
important. One of the challenges being addresgadugh insitu improvements is the occurrence of
discontinuities during the manufacturing process. Moreover, surface roughness and the mechanical
properties of the finished part are key considerations. Given the intricacy of additive manufacturing
(AM), especially in powder bed fusion processes, more than 50 parameters have been recognized as
factors influencing the final result [41].

Numerous studies have concentrated on experimentally optimizing the AM process, aiming to
develop a holistic optimizatiortraitegy [41]. However, substantial variability among machines and
operators makes it challenging to implement these optimizations universg#]. Another
challenge is that every new material requires its own optimization process. This makes it ddficult
generalize the results of one optimization study to other machines, materials, or users.

2 AG0K a2 Yrye GFENARFIOofSa G LXlLe yR GKS RAFFSNBYC
increasing need for monitoring systems that can work alongside matganeing to continuously

adapt and improve processes on the spot. This is especially crucial when it comes to creating

consistent standards. For example, materials used in aerospace have to meet much higher quality
standards compared to those in other imgtries, ensuring safety and reliability.

In powder bed fusion processes, a significant portion of research has been dedicategitto in
temperature measurements using various technologies [43]. Many of the techniques currently in use
rely on thermal or ptical imaging methods. Many of the techniques used today depend on thermal
or optical imaging methods. One of the most cuttiedge approaches is ultiffast synchrotron xay
imaging, which provides valuable insights into both the surface and internaksie of the material
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as it undergoes processing [44]. Other studies have focused on measuring surface quality or
dimensions of the parts. To simplify this discussion, these research areas can be divided into specific
categories, which are explored in @dtin the subsequent sections.

1. Defect Detection and CorrectiorThis involves identifying and addressing issues like cracks,
voids, or other imperfections that can arise during the build procBssecting these defects
early allows for immediate correatns, leading to improved part quality and performance

2. Reducing Residual Stresses and Failure During and After BRésidual stresses, which form
during the AM process because of temperature gradients, can cause parts to warp or fail. By
keeping track oind managing these stresses, we can enhance the structural integrity of the
final part, both during production and afterward

3. Microstructural Design This focuses on tailoring the internal materials structure to achieve
desired properties, such as strehgflexibility, or thermal conductivity. By controlling factors
fA1S O022ftAy3a NIXGS& YR YIFIUSNARFE RSLRAAGAZY S
the final part's performance.

These categories represent key areas where advancementssi imonitoring and machine
learning can greatly enhance the quality, performance, and reliability of parts produced through
additive manufacturing.

2.2.1 Defect detection and reduction

Detecting and correcting defects is a major area of research in addiaveifacturing (AM),

particularly for critical applications like aerospace, where defects could cause early failure or even
catastrophic damagdn AM, defects can be identified and prevented intéak during the build
process, thanks to its bottomp nature, which allows for situ monitoring [45]. One area of

particular interest has been monitoring the temperature of the molten pool, as it is closely linked to
the generation of defects. For years, manufacturers and researchers have aimed to me#sure th
temperature, and with support from the U.S. government, companies have developed tools like
infrared (IR) cameras to measure the temperature of the molten pool during the process. However,
while temperature data is valuable, it doesn't directly indicdédects; instead, it must be correlated
with defects through process learning.

For instance, image processing methods have been applied to detect defects during the build
process Gobert et al. applied layavise images and linear support vector analysisategorize

pixels as "flaw" or "nominal" formation [37]. After the build, CT scan images were used to link these
flaw locations to the images taken during the procé$swever, this method faces challenges, like

the difficulty in accurately aligning themordinates of flaws from isitu images with those from post
build scans, particularly when residual stresses cause the part to expand after being removed from
the machine

Another approach was demonstrated by Caggiano et al., who usedteehim deep onvolutional

neural network (DCNN) instead of a binary classifier [34]. This method analyzes images taken before
and after powder spreading and after each layer of selective laser melting (SLM), allowing for a
deeper understanding of the surface irregules in the powder spread. Their system achieved

99.4% accuracy in detecting defective conditions.

In addition to optical imaging, some researchers have turned to infrared imaging and melt pool
dimensions to detect defects. By combining infrared cameras with machine learning algorithms like
K-nearest neighbor (KNN), support vector machines (SVM), acidide trees (DT), these systems
can monitor the melt pool and identify potential porosity in parts. In one study, KNN was found to be
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the most accurate at classifying molten pools as either defective owedective, while DT
performed better at predictig false positives (normal melt pools mistakenly classified as defective).

Further research has also looked at plume and splatter characteristics to determine the melt pool
geometry and defects [46]. By using a Deep Belief Network combined withinfesred imaging,
researchers were able to identify five distinct melting states with 83% accuracy.

Another innovative approach involves using acoustic emission signals in conjunction with
convolutional neural network (CNN) analysis to assess part qualityjé3¢archers varied machine
settings to produce different pore densities and then collected the acoustic emissions during the
processThese signals were transformed into images, which were then used to train the network
The results revealed classificatiof accuracies of 83%, 85%, and 89% for poor, medium, and high
guality parts, respectively.

As evident from these examples, there are many different ways to detect defects in AM, with some
methods using direct measurements (like acoustic emission) arefotising indirect measurements
(like temperature). Direct defect quantification has the benefit of reducing the errors that come from
interpreting and processing data. When selecting machine learning algorithms for defect detection,
researchers must corggr factors such as accuracy, speed, requirements of memory, and time of
traning [48]. Algorithms like SVM, linear regression, and some neural networks can make quick
predictions, while more complex methods like KNN and ensemble models may require metautim
offer greater accuracy [49]. Choosing the right method is essential for developing effective machine
learning models for AM defect detection [48].

2.2.2 Reducing residual stresses

Detecting physical defects like voids, cracks, ematted powder, inaging and acoustic methods

have proven to be reliable techniques [50]. However, identifying stresses and strains that develop in
the material is much more challenging, as these are not visible through visual inspection. Stresses
themselves cannot be dirdgtmeasured; only strains, which are a result of these stresses, can be
guantified. In AM processes, measuring these strains is especially challenging due to high
temperatures, fast process speeds, vibrations, and other factors that influence the mdtaiiad
production. Traditional strain measurement methods, like strain gauges or extensometers, require
direct contact with the part, which can be problematic in the AM environment.

NonO2y (il OG0 YSGK2R& F2NJ YSI &dzNA y 3 ], digitdlimagg > & dzOK I &
correlation [52], laser measurements [53]tay diffraction [54], convergent electron beam

diffraction [55], and neutron diffraction [56] (which measures residual stress by assessing lattice
distances in strained materials), have beendiseconventional manufacturing. However, these

methods have not yet been widely applied to additive manufacturing. This gap highlights the

requirement for new approaches and innovations to measure and manage stresses and strains in AM
parts, given the umjue challenges present.

These measurement technigues are often highly sensitive to environmental factors such as
temperature and vibration, which can make accurate readings difficult. Currently, No strain
measurement methods specifically adapted fositu use within the AM build chamber are
available. Among the techniques mentioneeray diffraction and electron beam diffraction show the
most promise, particularly in laser powder bed and electron beam powder bed processes, since
lasers and electron beanase already used to melt the material in these methods.

Given the challenges and limited experimental data regarding stress and strain measurements during
the AM process, the most likely path to effective and accurate machine learning (ML) applications in
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this area is through simulation and modelling or by leveraging historical data frorppmstss
measurements. Simulations have proven to be valuable, especially when direct experiments are not
possible. Higfiidelity, physicshased simulations can helfs wnderstand the impact of different

process parameters on the formation of solid structures, residual stresses, and material deformation.
The insights gained from these simulations can inform and refine ML algorithms. The effectiveness of
these simulatios can be validated by comparing the predicted stresses or deformations with
experimental results. A continuous improvement loop combining computational simulations and
experimental data will help train the ML algorithms more efficiently and accurately.

Ove the past decade, the capabilities of simulation in manufacturing have greatly advanced,
allowing for multiphysics and mukscale modelling of processes [57]. We can now simulate the
elastic and plastic behaviour of materials at various temperaturesraedrate this with models of
metallurgical changes and phase transformations. This progress offers valuable insights, helping to
lessen the dependence on experimental testing.

An emerging area of research is simulatassisted machine learning (ML), afiaims to reduce the
need for experimental data by using simulations to train ML algorithms [58]. This approach has
garnered significant attention in multiple fields, such as biomedical applications, gaming, and
manufacturing.

There are two main approachavhen combining ML and simulations. The first involves using

simulations as a data source to improve training, particularly when the available data is either limited

or unrepresentative [59]. This approach is usually used to augment datasets for betiet mo

performance. In the second scenario, the process is reversed: ML is used within simulations to

optimize and save computational resources. For example, simpler surrogate models can replace

more complex simulations. In manufacturing, a study focused eld distortion used a surrogate

model to approximate weld behaviour. This approach was designed to avoid running a full simulation
F2NJ GKS fFNHS ydzYoSNI 2F LRGSYGAlLE 6SEtR 2NASyYyGl GA
with the full simulation tadentify factors contributing to weld distortion, demonstrating how ML can
streamline and enhance simulation processes.

2.2.3 Microstructural Design

When parameters are not intentionally controlled to influence the microstructure of parts made
through powder bed additive manufacturing (AM), the resulting microstructure typically forms as a
columnar structure [60]. This occurs because of thengdting and solidification of successive layers,
with grains growing in alignment with the build orientation dwethe epitaxial growth process.
However, one of the important advantages of the AM powder bed process is the ability to control
temperature and thermal gradients, which directly influence the grain growth and orientation. By
adjusting these factors, it bemes possible to deliberately control the microstructure of the parts
being produced [61].

Studies have been conducted to alter this columnar microstructure, aiming to produce a more
equiaxed structure by adjusting the thermal gradi¢otsolidification rae ratio during the build

process. Additionally, recent studies have focused on controlling the formation of specific phases
during the additive process, offering another unique opportunity for-funeing the material

properties. A comprehensive review ametallurgy and mechanistic models used in AM and machine
learning (ML) highlights how these technologies can be leveraged to create unique parts [62]. This
includes single crystal metallic parts, such as turbine blades, which are crucial fpehigtmance
applications, and for parts with tailored properties like crankshafts (soft core with a hard surface) or
metal matrix composites that balance ductility and strength [63] .
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The ability to design and control microstructure is one of the benefits of Aklicplarly in powder
bed processes. This is especially important in applications that involve cyclic loading and high
temperatures, such as turbine blades in jet engines. In these applications, controlling the
microstructure to produce single crystal matds is essential for minimizing fatigue and creep
damage, which enhances the component's lifespan. Traditionally, production of single crystal
materials is a costly and complex process, but AM offers a more efficient alternative. Early on,
researchers reognized that AM's ability to precisely control microstructure could revolutionize the
production of single crystal turbine blades.

By varying process parameters locally, researchers can also contrgpsitiic grain growth,

tailoring the material's prperties exactly where they are needed. This concept was first explored in
depth by scientists at Oak Ridge National Laboratory, where they successfully manipulated the
process parameters to control the local microstructure, allowing for the producingraf wéth

highly customized material properties [64].

A recent breakthrough study has demonstrated that single crystal materials can now be produced
using additive manufacturing (AM), specifically through advanced scanning strategies, geometry
control, and- & LIS OA | £ -Helk ¢dting & éI& KB beam melting (EBM) machines [65]. The
k-Helix parameter is a variation of the mybassing technique, enabling the control of the
solidification process by forming paths that resemble a microscopic hdtve aicrometre scale.

As AM machine technology continues to evolve and processes become more controllable, the
potential for integrating machine learning (ML) into the design and creation of new grain structures
grows. However, monitoring grain structurereattime during the build process remains a

significant challenge. Traditionally, grain orientation is assessed using electron backscatter diffraction
(EBSD), a highly detailed and complex microscopic technique. Due to its meticulous nature, EBSD is
not yet good for in situ monitoring that could feed unsupervised learning data into ML models.

Other technologies, like-bay microscopy, hold promise for in situ grain structure monitoring, but

they are limited by factors such as specimen size view ofi¢ghak [66]. As a result, the necessary data
for ML applications aimed at refining and designing grain structures can currently only be gathered
through postbuild characterization of microstructures of the parts. This data is crucial for supervised
learning allowing ML algorithms to improve and optimize the design of microstructures in AM
processes.

2.3 Machine Learning during PostProcess

Usage of machine learning (ML) and artificial intelligence (Al) ingrosessing of AM parts has

been limited. This is duto the fact that once the parts are built, opportunities for in situ control and
improvement are essentially lost. However, information from the gusicessing stage can still be
useful to optimize future builds. Factors like defect density, surfacghoess, dimensional accuracy,
and reliability indices such as fatigue strength can often be tracked to the initial design, material
choices, and process conditions.

Cyclic fatigue, especially thermmeechanical fatigue, is a key reliability concern in mahd/

applications. For instance, parts used in jet engines, which experience cyclic loading, are highly prone
to fatigue failure. As AM is more and more used in aerospace, fatigue becomes an even more critical
factor. To tackle this, some researchers havedusiL to optimize the longerm behaviour of

materials by analysing the process parameters. As an example, an adaptivefueayrinference

system was trained using literature data to predict the fatigue strength of stainless steel [67]. Other
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studies hae focused on using ML to predict the fatigue of AM parts based on theoretical models and
the defects formed during the manufacturing process [68].

Fatigue life of parts is significantly influenced by the microstructure and the defects that form during
production, such as porosity and surface defects. Powder bed processes are particularly susceptible
to these types of defects, which has led to numerous studies examining porosity as an important
guality indicator. Xay tomography is how mainly used to chexosity and defect density. Much of

the research at this stage has focused on applying ML algorithms to optimize the generation and
interpretation of Xray tomography images [69]. For example, one study used micrographs of
metallic parts made with laserogvder bed processes to train an ML algorithm to classify different
types of porosity [70].

To address the limitations and costs of in situ monitoring tools, some researchers have use statistical
analysis to find the relationship between downstream mechalnpcoperties and the process inputs.

One study found that the part location and pagtamber pressure drop had a significant impact on

the mechanical properties of the finished parts [71].

Given the importance of surface roughness and microstructuraatianis in the longerm
performance of AM parts, there is potential for applying ML in evaluating these process outcomes.
However, research in these areas is still limited.

3 Summary and Conclusions

Additive Manufacturing (AM) has great potential to ben&fm the integration of machine learning
(ML) and artificial intelligence (Al). While some advancement has been made, the widespread
integration of Al into AM processesnaking them as commonplace and efficient as other
manufacturing techniqueasis still along way off. Al can drive improvements in process optimization,
design correlation, design enhancement, defect reduction, and microstructural design in AM. While
the current approaches developed for other manufacturing processes can certainly benethiéAM,
biggest challenge at present lies in the availability and reliability of data needed to train ML
algorithms.

The experimental data available from the research community or AM manufacturers are often
inconsistent, and in a lot of cases, not publiclyemssible. To develop effective ML algorithms for AM,

it is crucial to establish reliable systems for data collection, storage, and sharing. There are significant
discrepancies in the types of experiments being conducted and the data generated, so itriaithpo

for the manufacturing community to create a single platform for storing and sharing data. For the

data to be truly useful and for ML algorithms to perform effectively, the conditions under which the
data is generated needs to be documented and shaféis should include key information such as
parameters, detailed specifications of raw materials (e.g., powder or feedstock), material properties
(e.g., flowability of powder, particle size), and machine types used, as well as any other relevant data
to help recreate and label the data accurately.

Moreover, the inherent challenges of AM, such as high temperatures aneshiggd processes,

make it difficult to monitor the process effectively. Most existing technologies rely on thermal or
optical imaging taheck the surface of the material; however these methods often fail in providing
information about the material's depth. There is a pressing need for advanced tools that can monitor
a multiple range of parameters and conditions in real time with high raoguand speed. For

instance, defect detection, ability to produce 3D images of the build during the process, and
monitoring of microstructure and grain orientations remain areas that are not completely realized
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yet. These challenges present exciting oppoities for a dedicated and innovative community to
address.
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Abstract One of the most important features of electricity networks is security and reliability. Today, the continuous
devdopment and modernisation of substation systems is a key issue. In order to ensure efficient and seamless communication,
various standards and protocols have been developed to enable fast, accurate and secure data transmission between
substations and betwa substation equipment. The aim of our work is to present standards and communication protocols used

in electrical substations, industrial automation and power distribution. We will analyse in detail the IEC61850 standdwrd, whi

is the basis for substaticautomation. The differences between IEC61850 and a conventional system will be presented. Since
the smallest failure can cause a serious malfunction with serious consequences such as power outages, network disruption or
even financial loss, we will shomhy network redundancy is important for operation. Special attention will be paid to RSTP
(Rapid Spanning Tree Protocol), PRP (Parallel Redundancy Protocol) and HSRdighbility Seamless Redundancy)
protocols, showing their operation, advantagesadisntages and applications in the substation environment.

Keywords: substation, IEC61850, redundancy, RSTP, PRP, HSR

1. Protocols

Protocols are very important in the life of both information communication and-bigihent
electrical substations, especially in industrial automation and in the distribution of electricity, as they
ensure reliability, fault tolerance and availability.

Bu what are protocols? Protocols are sets of rules that define how different participants or systems
within a network establish communication links with each other. So, we can say that the protocol is
the "language" of the network itself. They define hoviormation is described and conveyed. [1]

Types:

A Network protocols: The protocols that define the route and labeling of data packets
within the network, such as IP (Internet Protocol). It is the defining protocol of the
Internet.

A Transport protocols: Theiole is to ensure that data reaches its destination correctly
and without damage. For example: TCP (Transmission Control Protocol). This
guarantees the correct sequence and completeness of the data packets.

A Datalink protocols: They regulate the transniissof data in the physical layer of the
network (e.g. on Ethernet).

A Application protocols: These protocols would serve higher level protocols. For
example, viewing web pages (HTTP), sendingals (SMTP), and transferring files
(FTP).

In the substationsve use different types of protocols, for example:
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A International standards (e.g. IEC608#Q03, IEC60876-101/4, DNP, Modbus,
RTU)
A Manufacturer specific protocols (e.g. ABEPA)

1.1. Disadvantages of "traditional” communication protocols used in substatio
environments:

Of course, for all the good things, there are also disadvantages to the protocol. They can only be used
in a narrow, secalled functional domain. Their extension can be very difficult, and the number of
devices used is limited. Even todapecialised serial communication devices are still needed, which

are highly sensitive to changes and developments in infocommunication technologies. Compliance
with the standard is not fully defined in protection and control technology, we can find togyman
different solutions to the same problem, which can also be very expensive.

1.2. IEC 61850

The solution was created by developing a standard that allows unconditional data transfer between
different manufacturers, products and devices. It is essentialitt@n be used in the long term and

is independent of the rapid evolution of data transmission technologies. This standard became the
IEC61850. The main differences between the traditional system and the IEC61850 system are
illustrated in the table below

1. Table differences between the traditional system and the IEC61850 system

Conventional system IEC61850
o Limitations due to different protocols » Simple system structure
» Gateway required Design * Protocol certified
¢+ Complex, complicated cabling
+ Different data formats ¢+ Communication in one language
Configuration

o Complicated database creation One system integration software

» Complicated debugging and tracking for| » Simpler systems are easier to debug

T Commissioning

There isno doubt, therefore, that the basis for automation and communication in electrical
substations is IEC61850. We have already mentioned above that its aims include standardéation
that devices from different manufacturers can communicate with eachrothed safety. The
standard covers the entire data model, which applies to all the functions and devices of the
substation. So, it applies to both protections and relays, as well as various communication and
energy monitoring devices.

1.2.1. IEC61850 datamodel

One of the most significant innovations of IEC 61850 is the use of an-obigated data model, in

which the participants in substation communication and the functions of the participants have clearly
identified data structures. This data modebaits all devices in the system to communicate directly

with each other and share data in real time. This+#teak communication enhances the

responsiveness and efficiency of the network, especially for protection and control functions. In the
standard, deices, also known as IEDs (Intelligent Electronic Devices), are modelled in such a way that
they contain the status, quality, alarms, commands, and other relevant data of the devices. [2]
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Local/remote status mandatory
Status indication mandatory
Ability to operate mandatory

G— Operation counter optional

4. Figure IEC61850 data model of
the circtit breaker

Each object has mandatory and optional data. As you can see in the example above (Figure 1), a
circuit breaker has a separate "code", which is given by the standard. For example, mandatory data is
the local/temporal status. The status indicatiand the ability to operate are also mandatory, for
example to save human lives.

1.2.2. Hierarchical structure of IEC61850

IEC61850 is a very wslructured standard. It uses a very weliganized multdayered approach, in
which all devices, all data models asglving communication are fully separated. The hierarchical
structure can be divided into several main levels, in which each level performs a different task or
function: [3]

Physical layer (Physical Layer)

Device layer (IED Intelligent Electronic Devic®)

Logical layer (Logical Nodes and Logical Devices)

Data service layer (Data Services and Communication Services)

Too oo oo To

Physical device (IED)

l_‘ Logical Device (LD) ‘

|

i

: L—{ Logical Node (LN) |

L
|

{1 Data(Object) |
i ‘

o

I | i

: : : Attribute

|
| ! i i

5. Figure Hierarchical structure of IEC61850

The physical layer includes all physical devices and equipmentaswtitchgear, relays, sensors,

etc. They perform measurement, protection or control functions. All physical devices are referred to
as IEDs in IEC61850. They are smart electronic devices that measure, manage and communicate data
with other devices. Theimnain functions include, for example, controlling relays, monitoring

networks or operating equipment. All physical devices (IEDs) are made up of logic devices (LDs),
which can be further broken down into smaller logic nodes (LNSs) in further interpretdiimse

logical nodes represent equipment functions such as measurement, control or protection functions.

A physical device can consist of several logical devices, as each LD fulfills its own specific role. It can
be a protection logic device, a control des or a communication device. Logic nodes are even

smaller units representing more specific functions, such as circuit breaker control (CSWI),
measurements (MMXU) or protection functions (PTOC). One such logical node is shown in the figure
above, where tk circuit breaker is marked as XCBR. [4]
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2. REDUNDANCY

The main purpose of redundancy is to increase system reliability and reduce the chance of failure.
The simplest way to explain this is if, for example, there are several independent paths or
communicationconnections for a data transmission, and one path might fail, the system would
switch to another working line automatically, quickly, preferably without error or data loss. We can
see that this is extremely important in the case of substations, sincegbeation must be

continuous, because in the event of an interruption of the energy supply, both the infrastructure, the
industry and the population can be in a critical situation.

The first edition of the IEC61850 standard did not address the issuewidadcy. Later, the

working committee realized that, for the sake of interoperability, the redundancy solution should be
included in the standard. The second edition (IEC61850 Edition 2) already includes redundancy. At
the same time, a separate standard svdefined for PRP/HSR solutions, the name of which was
IEC62439. [5]

2.1. RSTP (Rapid Spanning Tree Protocol)

RSTP is currently one of the most widely used topologies. It implements redundancy by creating
logical network loops. It does not immediately ysallel paths, which is one of its major
drawbacks. This problem is solved by HSR and PRP. [6]

Main Station Backup Station
Computer Computer

P siay
> ation
< Switch

Dwal Ethernet Ring IECE18350

Bay Switch

anw.—- ——

= =@

6. Figure Structure of RSTP
As soon as RSTP detects that a route fails in the network (case 1), it reconsiders thé& aetivo

activates a backup line (case 2, the dashed lines become "liquid” lines). This backup is only activated
if the primary route fails. This way, your data packet will reach its destination even if some routes

fail. It redesigns the network relativelyigkly (in less than a second), but this time is more than

enough to lose important packets. So the recovery time is fast, but not with zero latency. Its huge
advantage is that it supports all topologies (tree, star, ring, meshed).

2.2. PRP (Parallel Redurdancy Protocol)

One of the key features of PRP is zero data loss. This protocol complies with the IEE€62439

standard. It can be used in several network architectures, but is most common in star topology. The
point is that there are two completely indepeedt networks. In this design, the devices supporting
redundancy are called DANP (Double Attached Node implementing PRP), because these devices are
connected to both independent networks.



DANE| . DAne |
L Receiver [

. O
= Redfox
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= ——
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7. Figure Structure of PRP
On bothnetworks, we send the same packet that we want to forward to the receiver. If there are no

errors in the routes, the receiver receives the desired data package via both networks. It processes
the first one, the one it received first, and discards the secomne.

Transmitter

applications applications
Upper layers publisher/ | transport layer publisher/| transport layer
subscriber| network layer subscriber| network layer
— —
Controller: %’ ‘ send H receive ‘ ‘ ‘ ‘
N— 77X
Network A \ B A B
interface
i i i i I I i i
connector ‘ v A‘ ‘V A ‘ \V A ‘ \V A‘
LAN A A
LAN B B

8. Figure PRP dataflow
The figure above illustrates the process very well. The data frame is sent to both bA8ILAAN B.

Of course, the data packets arrive at the receiver with some delay. Before they arrive at the receiver,
the controller between the network layer and the network interface filters out duplicated data
packets, as it is responsible for handlihg data flow. The two directions are completely equal, with

no privileged path between them. Of course, in the event of a failure on one path, the receiver will
continue to receive data packets from the other path without failure. As we mentioned at the
beginning, the main advantage of this application method due to this parallel path is the zero
transmission delay. In PRP, both network interfaces have the same IP address and physical address
(MAC address). In summary, the advantages of PRP include stqpdifferent topologies, network
design independent of IEDs, flexible speeds (up to 1 GB/s). As it uses standard Hihseudet

building blocks, no special equipment is required. The entire bandwidth can be used and memory
does not saturate quickly due ttuplication filtering. Recovery time is zero, so there is no data loss. If
an IED were to fail, there would be no impact on network operation. It is also possible that there are
devices in the network that do not support redundant communication. Fortugateith this

protocol, this problem is solved, as they can be connected directly to the network, or another
possible method is to insert stalled "RedBoxes". With a "RedBox" you can connect them to both
networks at the same time. Besides the many advgeta there are of course also disadvantages.

The main disadvantage of the system is the high installation cost due to switches and cabling.

2.2.1. 1EC624393 PRPi Filtering out duplicates

The guestion may arise as to how duplicates are filtered out by theor&timterface. The same
method is used for PRP and HSR (discussed in the next unit), so we will now discuss it. Each data
packet sent by PRP and HSR protocols has special fields appended to it that characterize the path.
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/Cv Standard Ethernet data frame PD\_\
sequence
‘ preamble | destination ‘ source LLC payloadﬂ s | | size | FCS | t

9. Figure Filtering out duplications in the case of PRP HSR
Each standard Etherndiased data frame is accompanied by a sequence number, a line pointer, a

size, and the FCS (Frame Check Sequence, IEEE 802.3 cyclic redundancy check) field. This is the
informationthat is located at the end of the data frame, after the "useful" data. This makes them
almost transparent when analysing network traffic. The sender's packet in both directions has the
same sequence number. If a new data packet is sent into the systersetfunce number bit will

be incremented by one. The receiver keeps a database of serial numbers and physical addresses of
the sources. If a data packet with the same sequence number arrives at the receiver from the same
physical address, but from a diffart network, the receiver simply drop the frame. The node list of

the other network is logged in each node, so the error can be easily filtered out. [7]

2.3. HSR (High-availability Seamless Redundancy)

HSR, like PRP, is a redundancy protocol with zero datalloissprotocol can only be used in ring
topology. The naming of the communication devices that support redundancy is similar to PRP,
except that they are called DANH (Double Attached Node implementing HSR) instead of DANP. Here
we are also talking abouwpo independent networks, and the devices are connected in series.

singly attached nodes

sender

DANH DANH
[]
] i

switch
interlink
RedBox

A‘frame J ,B‘frame
o X 3 {3
—) —) —) m— —
1
i 2 e 7 :
DANH DANH DANH DANH DANH

receiver
10. Figure Structure of HSR

HSR provides a parallel path for the data, i.e. the transmitters send data packets in both directions
("frame A", "frame B"). Data pkets sent over two independent networks are received by the
receiver through both ports, of course with some delay. If no error occurs, the first data packet is
processed and the second data packet is discarded. How the HSR filters duplication hasakeady
discussed in section 3.2.1. In case of any network failure, the other network automatically transmits
the data to the receiver, so the system works continuously without interruption. It is important to
think ahead when designing such networks, anddasider the principle of single fallback-{IN

DANH nodes also perform the function of a bridge between their ports in the network.

The advantages of HSR are zero recovery time and a low budget, as it does not require switches and
extra cabling. Unfortuately, this method of solution has more negatives. It can only be used in a ring
topology, because the IEDs and their ports are an integral part of the network. Special tools are also
required, as it does not only contain standard Etherbased building locks. It has a fixed network
speed, usually 100 MB/s, but may be slightly higher. The usable bandwidth is reduced to only half of

98



the full bandwidth due to the parallel data flow. Similar to PRP, we can use "RedBoxes" here, but this
is the only way to camect devices that do not support redundancy to the network, we cannot
implement them directly into the network. If two or more IEDs fail at the same time, our
communication link may be broken, with a high probability that the data packet will not gettfrem
sender to the receiver.

2.4, Application examples with experiences

In recent years, looped Ethernet networks based on the RSTP topology have become increasingly
popular. This is probably the most caftective solution, as it only provides redundancythuaf
interconnection between devices. In the event of a failure, it is unlikely, but data loss may occur. The
recovery time was around one second when the topology was first developed, but has now been
reduced to around 100ms for about 20 devices.

Halozat
Logikailag nyitott
/ bsszekotietés

x
1 @ 1
11 Figure Designing a redundant network in practice
If special functions such as lock, enable, disable, release commands are used in the network, in that

case it must be ensured that the recovery time is limited to a maximum of Wa#known

multinational companies have now started experimenting with the introduction of PRP and HSR.
ABB, and later, after the transformation, Hitachi Energy, use PRP in many projects, with which they
guarantee a high level of reliability and availipiat substations. Relion series of protection devices
support PRP, which enables parallel redundant communication. Relion devices thus ensure that
continuous communication is maintained with the control centre and other devices in the event of a
networkfailure. Longterm, intensive testing is ongoing to date at Hitachi Energy's test centre in
Switzerland.

= ‘.
12. Figure Hitachi Enegy Swiss test center
Although the configuration requires minimal extra work because redundancy Hashandled at

the hardware level.
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Conclusions

We can see that the room for improvement is there, it is money that is the limiting factor in building
state-of-the-art networks. The table below summarises the advantages and disadvantages of the

redundant retworks discussed in this thesis:

Network

IEC 61850

TR

Megoldis

81 |

Redundans
82 halozat

1 portos IED

Adatvesztés

Helyreallitasi
idd

Hélozat Késleltetes

PRP
IEC 62439-3

Igen

Igen Igen Igen

Nincs

Teljes
savszél,,
rugalmas

sebesséq

0oms Nincs

HSR
IEC 62439-3

Igen

Nem,
Igen 4RedBox”
szikséges

Nincs

- -

RSTP

Igen

Teljes
savszél,,
rugalmas
sebesség

Nincs

As we have already mentioned several times, one of the most common solutions is RSTP, but at the
rate at which technology and IT are developing, it could be that after tomorrow we'll be using PRP or
HSR as standard, even some newer, better, faster method.
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Implementation of intelligent building on KNX bus network
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Abstract:In recent decades, the rapid development of intelligent technologies has opened up new dimensions in many areas of
everyday life. Smart devices and 10T (Internet of Things) applications have made it possible for our homes, wankblaces
social spaces to become smarter, more energy efficient and more conveniently controlled. In our article, we discuss the sprea
of smart networks and their deployment options. In the article, we analyse in detail the spread of smart homes and its trend
comparison with our previous 2021 poll and our latest 2024 poll, which already dissects the topic of the spread of smart
buildings among the respondents. In our work, we present the construction options that are common in home use, which we
can developn our own image, and | also describe the professional solutions that are less modifiable. Solutions used in smart
buildings, which already comply with strict regulations, will also be presented. We also describe the development ahd areas o
use of KNX, oa of the most widespread systems used in building automation. Through an example, we describe in detail the
network of the room of the smart building we designed, which is specifically tailored to the needs of a modern gymedVe select
the lighting and shding control and temperature (HVAC) control system of a gym room, in which system the communications
are implemented uniformly via KNX bus.

Keywords: intelligent building, network, communication, automation, KNX bus

1. Introduction of possible solutions

In recent decades, the rapid development of smart technologies has opened up new dimensions in
many areas of everyday life. Smart devices and loT (Internet of Things) applications have made it
possible to make our homes, workplaces and community spacésasugyms smarter and more
efficient. In my thesis, | will present a design for a smart grid that is specifically tailored to the needs
of a modern gym. The network design involves the design and demonstration of a light, temperature
and air quality contrbsystem for a room in a potential gym.

My aim is to illustrate how a gym can be made not only more comfortable for the users, but also
more environmentally friendly and cesffective through the use of smart technologies.

| will also address the technicand ethical issues involved in the design and implementation of smart
grids, and suggest directions for future developments and extensions.

1.1 Communication network technologies between industrial devices in the lighting
control system

For the automation ofighting control, the following network technologies can be used and after a
thorough examination of these, | decided to use KNX communication technology.

KNX is an open standard, integrated network communication protocol widely used for building
automation, including the automation of lighting systems. Its advantages include wide support and
interoperability, compatibility and flexibility between different systems. These features were decisive
in the design of the gym room network. [1] [2]
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The DALI standd is specifically designed for lighting control. It has the advantage of being able to
accurately control and monitor devices, and is easier to install, and configure, not to mention that it
is widely supported. In my design, | did not choose DALI dsattis for lighting automation, as it
avoided the need to use two different communication protocols within the building, one for lighting
and the other for the other automation processes, this type of solution would also mean a large
increase in cost in tems of deployment costs and would greatly increase the payback time for this
automation investment. [3] [4] [5] [6]

The DMX512 is used to automate lighting in parks, events, festivals, stages and concert halls to a
greater extent, and is also suitable ftvet proper illumination of exhibits in museums. Due to its

better integration and reliability, the KNX system is more suitable for the lighting of a gym room and
can also be used to automate the whole gym. [7] [8] [9]

The DC (@0 V) system is suitable fsimpler lighting control, but not for complex automation, so it

is not an optimal choice for automating the lighting of a gym room, as it is not possible to integrate
intelligent devices and sensors, and remote control is not feasible on the-DIC\(Psgtem.

Moreover, the installation and maintenance of the system is much more complex and complicated,
so this solution was not chosen. [10] [11]

1.2 Communication network technologies between industrial devices in a temperature
control (HVAC) system

The followng network technologies could have been used for the automation of the temperature
control and | chose the KNX technology.

Wired communication provides higher transmission speeds and higher reliability and stability than
wireless BAS solutions.

KNX is a p&-to-peer communication system in which there is no need to control the central server
centrally, as the devices can communicate directly with each other, speeding up the reaction of the
devices to each event. [1] [2]

Overall, | chose KNX for the HVAC simalding automation of my gym room because it is sufficiently
fast, flexible, interoperable and as | mentioned earlier in my thesis, | wanted to implement the
lighting and HVAC automation on a single communication system. [1] [2]

BACnet is a cliergerverbased communication system in which the central server centrally controls
the devices. It is mainly used to control the temperature and air quality of HVAC systems in large
commercial and industrial environments. It is designed for large systems withemtdategration
capabilities and high reliability. It would have been an excellent alternative for me, but an important
aspect to be considered was the use of unified communication technology for lighting automation.

[1][2]

Like BACnet, LonWorks is &utiserver based communication system in which the central server
centrally controls the devices. In terms of use, they are most suitable for temperature and air quality
control in automated systems. Since LonWorks is designed for large systems andhithiddgy is

not in demand anymore, its use was not the optimal choice for me. [12] [13]

Modbus, like BACnet and LonWorks, is a clgamver based communication system in which the
central server centrally controls the devices. It is mainly used in indbatrtomation for simple,
non-complex building automation processes where you want to exchange data and perform
command and control. The main feature of Modbus is its simple implementation and configurability.
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It is also important to note that Modbus dees are typically priced more favourably than their
peers. However, for me, this communication technology would not have been the best choice for
gym automation. [13] [14] [15] [16] [17]

Wireless BAS solutions offer a number of advantages over wired BAiSrs) such as easier
deployment, as there is no need to install cables and connectors in the wall. Another advantage over
wired solutions is that the system is more flexible and adaptable, and it is much easier to integrate
new devices into an existirgystem.

Like KNX, Zigbee is a péempeer communication system that does not require central control of a
central server, as devices can communicate directly with each other. In terms of application, Zigbee is
mainly used in home automation systems, fppécations with lower data rates and short ranges.

They are also ideal for batteppowered devices as they have low power consumption. They are not

the best choice for gym automation, but are an excellent choice for residential home automation.

[18] [19]

Similar to Zighee and KNXwave is a peeto-peer communication system that does not require

central control of a central server, as devices can communicate directly with each other, increasing
reliability and range. It is also similar to Zigbee in teafiss application area, as it is mainly used in

small and medium sized residential systems. Their low power consumption also makes them ideal for
battery-powered devices.

Devices using-@ave and Zigbee are typically lower in price, thus reducing deaygosts. Like
Zigbee, this communication technology is more suitable for home automation. [20] [21]

Similar to Zigbee,-&ave and KNX, EnOcean is a geepeer communication system that does not
require central control of a central server, as the desican communicate directly with each other.

EnOcean is optimised for use in buildings. It is suitable for office use where devices are located in a
smaller area. It can control lighting wirelessly, as well as HVAC systems, shading and security systems.
EnQean could be a suitable choice, but | opted for wired KNX technology. [22] [23] [24] [25] [26]

2 The Gym room control system

Based on my ideas, | would like to equip the lighting control of the gym room with presence sensors,
as these sensors not only deteunotion but also static conditions, unlike motion sensors which only
have a PIR sensor and therefore only react to motion.

| also want to control the amount of light in the room optimally for better energy efficiency. To
change the brightness of the lighy, | need a sensor to measure the amount of light and a
motorised shutter system to shade the windows. Shading with blinds also contributes to a more
efficient HVAC system.

The following diagram shows the network and communication system of my propgstuis
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Figure 1
Schematic diagram of the gym room network
Source: My own schematic diagram based on my own idea

As illustrated in the previous figure, the KNX network communicates with the multifunction sensor,
the dimmer for lighting control, the actuat for the motorised shutter for shading control, the
dashboard for visualisation and the air ventilation system.

The air handling unit communicates with the local server computer via Ethernet, creating an
integration point between the KNX network and tBéhernet connection. Cloudased data storage
can be implemented by having the air handling unit send data to the server machine, which in turn
sends data to the cloud.

2.1 List of devices used for gym room control
Philips LED dimmable ceiling lamp SCENE $WHQ/12W/230V 4000K:

The dimmable ceiling lamp allows you to adjust the intensity of the light as required and to ideally set
the colour temperature. In addition, the LED technology makes it energy efficient anthkiingy, so
maintenance costs are loJ27]

Siemens universal dimmer N 528/31:

Since the ceiling lamp itself is not able to communicate via KNX, a dimmer capable of communicating
via KNX is required to set the desired brightness. [28]

Siemens universal sensor:

I chose the multifunctional pas& infrared presence sensor because it communicates via my chosen
communication technology, KNX, and is capable of measuring temperature and relative humidity in
addition to presence detection.

In addition, the sensor can also measure the amount of baickis equipped with a builh CO2
sensor and air quality monitor. Other important factors were the ability to be ceiling mounted and to

RSUGSOUu YEQZSYSyi] AY ocnc 2% GKS INBIFZ IyYyR 2F 02 dzN
about its environment

In the present case, a sensor in the centre of the room is sufficient, as the layout of the gym room is
rectangular and therefore clearly visible. [29]
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Smart shutter system with Siemens actuator 5WG11184ABO01.:

I chose to implement the shading techniquéh the motorised shutter because it not only helps to
create the right lighting conditions, but also provides physical protection. It also plays an important
role in temperature control.

As motorised shutters cannot be connected to the KNX network, tatac is required to enable
central control of the motorised shutters. [30]

Wolf Comfort domestic ventilation system CV2E325:

I chose this ventilation system because of its extremely low power consumption and its heat recovery
efficiency of up to 99%.ue to the countercurrent heat recovery. It does this by opening the bypass
shutter when the indoor and outdoor temperatures are sufficient and allowing outside air to enter

the room by bypassing the heat recovery. It also helps to control the humidite iroom by

incorporating a special membrane heat transfer surface, which ensures a perfect separation of fresh
and used air, while still allowing moisture transfer between the two air streams. As the unit is
equipped not only with a humidity sensor busalwith a CO2 sensor, it is able to control the air

quality and filter the fresh air intake through G4 and F7 pollen filters, thus benefiting allergy

sufferers. [31] [32]

The Siemens power supply unit device is necessary for the operation of the KNXkndth@f9 V
DC voltage output and 160 mA current provide enough power to connect the desired devices to the
KNX network. [33]

The central control panel (Siemens dashboard UP 588/23) allows the user to control the gym room
lighting, temperature and other aamations. Changes to the physical touchscreen interface are
quickly and easily accessible to users. The dashboard communicates via KNX network. [34]

¢CKS Db!{ 5Aa1{0rdA2yt 5{HHunb aSNBSNI gl a GKS o6Sai
server, as it has strong security features. Remote access can also be provided on demand by

connecting to the internet. NAS servers have bnilRAID technology, which is a great help in case of
hardware failures, as it stores data on multiple drives, so thrahen case of unexpected events, the

data is safe. It is suitable of giving different users access to data according to their job role. [35]

Data can be transferred to cloud storage via the NAS server. This optional solution allows remote
access to the da by the owners. One of the big advantages of this solution is that it allows for lower
hardware costs, as it is not necessary to install a local server machine with storage space.

Controlling the amount of light in the gym:

The LED ceiling light is setthe desired values by the dimmer. You can also adjust the desired light
levels and lighting scenes via the dashboard. As the chosen device is multifunctional, the light
guantity and the scene detection are continuously measured via a sensor. Thistakkosystem to
automatically adjust the luminous intensity of the lamp and the amount of external shading by
moving the blinds, based on the expected values between 200 lux and 400 lux.

Temperature control in the gym room:

The multifunction room sensor canuously measures and collects data on temperature, humidity

and CO02 levels. According to the preset values, the system controls the room temperature via the

heat recovery ventilation system. Of course, the temperature can also be slightly adjusted on the
dashboard, for example by upto-e#/c / Ay AYONBYSyda 2F nodpc/ I 0dzi
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adjustment will be cancelled and the system will control the room temperature based on the original
aSidAy3as 6KAOK A& HmMc/ OBRRSF¢E Mz iy AWK S K& XDZ S RIS A
season.

Humidity control in the gym room:

Humidity control is one of the most important aspects as my chosen room is a gym, which is more
humid by default. In order to maintain the required humidity of@®%, the humidity is cdrolled by
using a multfunction sensor to obtain redlme data on the humidity in the room and the HVAC
system automatically controls it according to the range of set values.

Air quality control in the gym:

The CO2 level in the gym room is measurethlbymultifunctional sensor and, if necessary, fresh air
is blown in through the HVAC system and the maximum 800 ppm value is set, thus improving the air
guality in the room.

Central control of the gym room:

The communication of the above listed deviceghia boiler room via KNX is ensured by a KNX power
supply unit, which supplies the KNX network with the required voltage and current. All

environmental parameters can be controlled and monitored in one place on a central dashboard, so |
decided to place iin the office for easy accessibility.

The following picture shows my idea of the layout of the rooms in the gym. Upon entry, you reach
the reception area, from where guests with active privileges can swipe their cards and proceed to the
other rooms and chaging rooms. The reception area opens into the office, where only employees
have access, and the server room, where only the owner and the IT manager have access.

| plan to place the dashboard in the office and the server machine in the server room.

Men dressing room

Server room

Figue 2
Layout of the gym

Source: My own schematic diagram based on my own idea

The room included in my design is Gym I, which is the room used for cardio training.
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3 Opportunities for Development

The first further development option for the smart gym iseiquip every room of the gym with the
automation capabilities presented so far. As this is a smart gym operafdghours, it is also
necessary to automate the automatic access system and the opening and closing of the lockers.

Security in such a compléxalso of high importance, so in the following paragraphs | will describe
these solutions, as well as some sustainable and environmentally friendly technologies. Access card
readers and even biometric IDs increase the security and efficiency of gymeutdheatic access

system allows you to enter the gym outside opening hours when no one is at the reception. You can
enter through the side entrance via the facial recognition system, and then through a second door
that opens after using the access card. Wallthen be taken to the corridor, where you will have

free access to the changing rooms and the gym.

These automatic systems not only make the gym more comfortable to use, but also significantly
increase security, as access is strictly controlled astticted to authorised persons. With this

system, the gym can be open around the clock, allowing members to work out whenever it is
convenient for them, without requiring the constant presence of staff. This not only improves the

user experience but als@duces labour costs. The opening and closing of lockers can be fully
automated and secure thanks to the RFID access cards. As gym members can easily access the
lockers, they only need to touch their access card to the right place. Not only does this seake u
convenient, it also ensures that only authorised persons have quick and easy access to their personal
belongings, while also maximising security.

In a smart gym, a range of security systems can be used to protect visitors and equipment, and to
restrictaccess to certain rooms, whether they are server rooms or offices for the owners. Security
systems are particularly important in the gym, as the external camera system monitors the gym
perimeter and parking areas, while the internal camera system recohds happens inside the gym.
The alarm system is activated outside opening hours in the reception, office and server room. The
CO, smoke and fire alarm system is also an important part of the security measures, but should only
be designed by a suitably qifedd professional. In addition to these safaphancing systems, panic
buttons can be installed at various points in the building to provide a rapid emergency alarm and
rescue call for occupants. These systems not only increase safety, but also infravstor

experience, as users know they can play sports in a safe environment.

In a smart gym, energy efficiency systems and solutions are key to sustainable operation and cost
effectiveness. However, the use of renewable energy is also key to a srdaghamonmentally

conscious gym. Energy management systems monitor and optimise energy use, and solar panels on
the roof or in the parking area can generate their own renewable energy. Battery energy storage
systems efficiently store and release electrigakrgy, and electric car chargers installed in the

parking lot of the smart gym are a great way to further enhance sustainability and increase visitor
convenience. These charging stations can even be integrated into an existing energy management
system sdhat the energy generated by the solar panels can be used to charge cars. This solution can
further reduce energy consumption and operating costs, while further underlining the gym's
commitment to the environment. In this way, the gym not only servesidisors inside, but also

outside, in the car park, with smart and sustainable solutions.
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Conclusions

In my article, | explored the extensive possibilities for building a communication network for a smart
gym. | focused on the implementation of KNX tealogy, presenting a detailed design and
demonstration of a lighting, temperature, and air quality control system tailored for a possible gym
setting. Through this design, | aimed to showcase how smart technologies could enhance user
comfort, promote envionmental sustainability, and achieve ceastectiveness.

My analysis delved into the various technical considerations involved in deploying smart grids,
highlighting potential challenges and solutions. | also proposed directions for future advancements
andexpansions in this field. Overall, the article aimed to provide a comprehensive overview of how
smart technologies could revolutionize gym environments, making them more efficient and user
friendly.
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Abstact: The rapid pace of technological development, especially artificial intelligence (Al) its rise fundamentally
transforms the @antent and methods of education. The introduction of the teaching of algorithms into primary and
secondary education is increasing becomes more important as they form the foundations of the digital world. The
algorithms are based on a series of logicapstthat provide a solution to a given problem, critical thinking and
structured can help with this to develop problem solving. Algorithmic thinking is not only a in programming, but
also useful in many areas of everyday life, since it helps to break dmaplex problems into simpler parts and

is systemic understanding. The application of artificial intelligence in education offers many new opportunities
offers, among other things, in terms of teaching algorithms. It is based on Al systems make it toosgibie
learning processes to tests, since they can adapt to the individual needs, pace and interests of students. The
Development of adaptive educational platforms using Al algorithms they constantly analyze the students'
performance and shape the caulum difficulty situation. This promotes deeper understanding and your students
increasing motivation, as students can progress at a pace that this is the most appropriate.

1 Algoritms

Algorithms are an integral part of our lives, from writing pseud@cadtivities to finished and tested
programs. If we were to define the concept of an algorithm, we could say that an algorithm is a
sequence of process activities with conditional branches, cycles and iterations. When we write a
program, we first look attte specification, this is the description that tells us what the program must
do, i.e. what activities it must perform with the help of the executable environment. The program
becomes a program with the help of algorithms, which must also comply withaigtand semantic
rules. The program is primarily designed using a flowchart, which can provide insight into the
planned events of the algorithms and the output depending on the input data and operations.
Preconditions and postconditions are also impottaen designing a program. It is necessary to
choose a programming language for the given specification (during the program description), with
the help of which we will decode, run and test the program. It can be important to refactor the
program, which reans that the program composition of the coded specification and the
improvement of its implementation, which can help the readability of the code, make potentially
complicated algorithm operations simpler and clearer, which can lead to easier maintiynabil

1.1 Teaching an algorithm

Imagine a classroom where students sit and monitor the current progress of thelesson. The
instructor explains the definition of the algorithm and the basic concepts. A flowchart shows the
steps in which the instructions aexecuted in the given program. E.g. In the .ordering algorithms
programming lesson, we present a specific algorithm to the students, considering the operation of
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pseudocode, illustrating it with a flowchart, using presentation and animation, and shovangagad
examples. We can also use a visual display during the presentations, draw io also offers this option,
which is suitable for drawing flowcharts thanks to the graphical GUI display, or by presenting the
given algorithm simulation in the form of a eiol. E.g. Quicksort sorting algorithm. Students have to
solve problems from everyday life, for which they can also write a program.E.g.: application of a
IANI LK FfA2NRGKY (2 (GKS YIyAy3aoSNHB oNAR3ISA LINROf
apply heir knowledge. Mentoring was mentioned in the previous point, but in this section | describe
the learning methods that, based on my experience, have shown effectiveness in teaching the
algorithm. In the first round, the programming items must be takenravigh the students, such as
counting theorem, decision theorem, maximum and minimum selection theorem. After taking over
the programming items, the students understood the program's operation better, | illustrated what |
had to say with a graphic diagraom which they could follow the operation of the algorithm. An
important key aspect is the program specification,which describes how the program should work, i.e.
what activities it should perform. eaching the algorithm is not minis a simple task, sudEnss

have different abilities. Some people need more time to understand and understand the topic, some
people need a shorter time. First of all, write the algorithm or present it to the student with the
option of a presentation ppt. During the explanatjdet's use an animated presentation of the
discussed algorithm. With the help of the visualization, the students will have a visual idea of the
operation of the discussed algorithm. During my years of education, | have experienced that we first
describethe algorithm's input and output, precondition and pextindition criteria. When we have
clarified this with the students, we can continue to write the algorithm on the board, illustrating the
operation of the algorithm with animation, and then we give th@ractical tasks.

Algorithm:
Proceedings

S:=0

Cycle from I=1to N
S:=S+A(l)

End of cycle

Who: S

End of procedure

Example
print('This program calculates your average.")
print(If you don't want to enter more tickets, write 0!")

print(’ ]

piece =0
amount =0
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mark = int(input('Enter the first mark: ")) while

mark != 0:

piece = piece + 1 sum =

sum + mark

grade = int(input('Enter the following grade: "))
if piece !=0:

print(Average of your mi&s: ', amount / piece)

else:

print("You haven't entered a single ticket!’)

Source:https://sulipy.hu/alapveto_algoritmusok/osszegzes?tab=peldak

Gamification is a playful activity that helps students master the given topic. Playful learning can make
learning interesting, almost so that the student learns without noticing, e.g. The english words.
Which can be a word duel or a playfulwegdessing game in a group format and in the process you
learn new words or previously learned words can come to the fanethfer goal is to make the

session effective, to make the tasks interesting by putting them in a playful form. During the session,
players can feel as if they are being challenged by something that gives meaning to completing the
tasks. Goals are importanto it is worth paying attention to the goal points in the given task. The

level of the tasks must be defined and prepared according to the age, the load level of the tasks must
also be taken into account for the given age group, and last but not ldestetvard system must

also be established. The student's initial experience of success is an important determinant of the
further output, which can encourage the student to continue playing, and in the meantime acquire
new knowledge thanks to the given gmof tasks. At the beginning of the game, we involve the
student in playful learning, initially with small goals towards big goals. It is recommended to divide a
complex end goal into several smaller goals, so that the experiences of success can bendeadser

can give the student additional motivation. Until we reach the end goal for the student, it is

important to have dynamics and optimally balanced tasks Tkeza#led flow state appears, which

can also be the key to successful experiences, thiegept when there is a balance between the
teacher and the student in playful learning, in operational activities gamification in the framework of
However, there is also a need for acaled feedback, i.e. a feedback system, which is both

rewarding and paishing, aimed at the student. We have to find the right proportions when creating
and applying the task, but especially when assigning it to the students. The player prioritizes learning
in the form of gamification, playful activities and the operatioragjiven value system. There are

many educational games with which the student can gain new knowledge, whether it is a simple
paperbased (e.g. card) game or an educational software game program. The playful activity is
characterized by the use of a poirsgstem classified according to certain aspects, which can be used
to make learning effective on the part of the student, since presumably, if the student has delved a
little into the gamification activities, he can start collecting points and, knowing,thaedeem the

points for rewards. This can also give motivation to the student. The other view is that failure is more
avoidable for the student, since a poorly completed task does not mean an insufficient grade, here
he only receives fewer points iféhgiven part or topic of the task solution is not good. I think the

point system is also good because it is possible to track the degree of development in the case of a
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given student and the student receives immediate feedback on what he did well anchvezaor

part of the task he should practice. We can introduce not only feedback, but a good example could
be the seal you once received in elementary school, which if you did not do well in the task you
received a fox, if you did the task well, then youaaied a bunny seal, which we also collected once.
This was in 1984. Some where it was applied, some where not. | don't know about that. One thing is
for sure, this acted as a motivating force for me as a former student. If you want to organize a playful
programming lesson with an interactive interface, | have revealed the following possibilities.
(Gamification in educationKozma, Laszl02016)

1.1.1 Application program for students

| have found some famous program wich help to imporove to algoritms thiKimgprogram can work without a
physical robot. With its help, we can introduce the students to robot programming in a playful way in a visual
environment, they learn the basic algorithms and test the instructions in a visual environment. Below are some
robot simulator diagrams showing the current position of the robot. It can give visual enviroments under the learn.
The webots program is suitable for learning the basics of robotics, and is capable of C++ and Python
implementation. | mostly use the Pythamguage in the program, since the Python program is dominant in public
education as well and in vocational training there are also programming tasks in the IT industry exam. | also looked
at several other programs that are free and prioritized webotaigthe running of the program, it was important

to have a visual display, trying out the source code program. Considering the costs, it showed efficiency during
the teaching of the algorithm, which was also due to the visual display. The program hagrmalnsensors that

we can use to create our robot project. We use tlwalted Open Dynamic engine for simulating the movement

of the virtual body and recognizing possible collisions in time, but it also includes light and touch sensors and
servo motors.

(nasa) - Webots R2023b
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Figure 1 Webots car.

In the next diagram, we see the micromelon vola tracking simulation. The distance between the two
points using the formula below.

5T K-0Z(yl-y2)

Line tracking is one of the standard robot movements, adding complexity tmti's direction.
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Figure 2. Folowline

1.1.2 Competitionbased learning

In the case of competitichased learning, students can compare their skill and speed. In the case of
an algorithm, they must find the algorithm that is more efficient and fagtesolve the given task.

This can be in the case of a school house competition or participating in a national competition. Of
course, this also requires a preparatory teacher, as the student or students intending to compete
need to participate in prepatary sessions held by the competition preparatory teacher. There are
many contests available that are advertised in a given period. | would like to present two competition
options.

An example is the Wordskills competition.

https://skillsit.hu/worldskillshungary/

WordSkills an opportunity in which the student learns to show his ability, logical
thinking, depending on which a solution to a given task can be created.

Competitors can compare their skills in several professions, and most importantly, this is an
international competition, where foreign students from more than 60 countries can also participate.
The main aspect is the care of talented students and the creation of experieased tasks for them

by the task makers. As far as | know, Skills IT pasfessional partner, organizes selections and
preparations in the following three categories:

- IT system operator web
- developer
- software developer

There are many competitions where students can measure their current knowledge, which can help
them gd an idea of what it's like to be part of a competition, whether we look at it from a

programming or system operation point of view. In Hungary, the international competition, which is
2NHI yAT SR dzy RSNJ G KS y I YS bSYSa& geahokiheE@ridiitiod & Ay
so that primary and secondary school students can show their existing knowledge and skills and test
themselves in the framework of an international IT competition, which is preceded by a preparation
period with the professional sygort of a preparatory teacher.
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The competition consists of three rounds.
Roound 1

This is the round of the school competition, from which the winner can go to the regional
competition round

Round 2
This is the regional competition round, the beperformers can advance to the finals.
Round 3

The best from the regional round can go here, who can take part in the final.

On the occasion of the first round, the contestants' ability to analyze will be needed, the contestants
will be given a detail takkefrom a program, a description of the algorithm, and they will have to put
it to the test. The following questions are usually asked:

What will be the result of the program if it were to run? But it may also happen that a certain detail
has been cut outfothe given algorithm and the competitor has to think about what is missing in
order to run the program. Or they receive a program specification in a text version and have to
create the algorithm that performs the given task specification. Synthesizbeisgcond roundsthey
have to solve a task, in the form of source code, they have to write a program. In this case, the
program checking system only examines the run result, not the written program. The third
competition round is similar to the 2nd compédit round, only here there is a more complex task
and the solutions prepared by the competitors must be entered into an online system. The goal of
the competition organizers is obviously to emphasize problem solving, algorithmic thinking and,
depending orit, the ability to solve the given task and write programs. Several programming
languages are also available, from which the contestant can choose, for example: Python or C#
programming language.Participating in and preparing for the above competitios take, but it

can give the student a great experience that will make them more motivated in life. After all, he
tested himself in an acute situation, which allowed him to gain experience and routine.

1.1.3 Consultation and mentoring

The consultation caalso be an important key role in teaching the algorithm, where it is customary

to ask the mentor questions that are not yet clear or only partially understandable to the student. |
believe that there is no shame in asking questions, as the answers reckitiag the consultation

can be an important point for the student, this plays a key role especially when the consultation is
preceded by a thesis or an exam. The consultation does not mean that the course material will be
submitted again, but when the stient has read the course material but has questions, he can get
answers from his teacher. Mentoring in public education can be imagined as following and helping a
given student or students throughout the study process. | myself took part in the Teachrifunga
O2dNBES i GKS ! yAGSNEAGE 2F jodRIST 6KAOK KSE LISR
Depending on the field in which he performs this work, the mentor must also have experience that
he can pass on to the younger generation. When, in thernshd, the mentor and the student

meet, it is also an assessment of the mentored student. For example, what kind of studies are you
pursuing and where are you currently at, and if so, what future prospects does the mentee have.
Students studying at the téaical school can have different knowledge levels, which also determine
their academic performance. During mentoring, the mentored student receives individual attention,
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so it is possible to develop in the given area almost individually. They also radeige on how to
achieve their personal goals in terms of academic life or even career. It is important for the student
to have goals, if there are no specific ones goals, then this should be helped in the first instance, so
that there is something for hirthat needs to be defined together. Around the 10th grade, a sectoral
exam can be expected for the students in the technical school, where the building of competences
must already begin, even in the context of ICT project work.The student can be assaitrédeete is
someone to turn to, someone to discuss learning difficulties with, and the mentor can help the
mentored student by applying learning methods. This is not only in higher education, but there can
also be a mentor program at the level of publiaiedtion, which | personally experienced during my
mentoring work. It was quite a coincidence that | did his mentoring on the topic of algorithms, with
students who had difficulty with programming. | helped the students, who formed a group of 6
people, butl also dealt with them separately. In the first round, we reviewed the programming

items, such as summary, maximum, minimum, search, decision, which they needed. Henneman
Egbert, 2013)

Mentoring was mentioned in the previous point, but in this sectioadatibe the learning methods

that, based on my experience, have shown effectiveness in teaching the algorithm. In the first round,
the programming items must be taken over with the students, such as counting theorem, decision
theorem, maximum and minimunegection theorem.After taking over the programming items, the
students understood the program's operation better, | illustrated what | had to say with a graphic
diagram, on which they could follow the operation of the algorithm. An important key aspihet is
program specification, which describes how the program should work, i.e. what activities it should
perform. Teaching the algorithm is not minis a simple task, since students have different abilities.
Some people need more time to understand and undamngtthe topic, some people need a shorter
time. First of all, write the algorithm or present it to the student with the option of a presentation

ppt. During the explanation, let's use an animated presentation of the discussed algorithm. With the
help of the visualization, the students will have a visual idea of the operation of the discussed
algorithm. During my years of education, | have experienced that we first describe the algorithm's
input and output, precondition and posondition criteria. When wedwe clarified this with the
students, we can continue to write the algorithm on the board,illustrating the operation of the
algorithm with animation, and then we give them practical tasks.

1.1.3.4 Application of artificial intelligence in public education

Artificial intelligence is one of the great achievements of our time, which has become part of our
lives. By using artificial technologies, we can participate in a more effective and interactive
education, which in this case also supports subjects abmgramming. It's not about copying the

task to the Al and it will solve it in its entirety. The code must be written by the student with the help
of the teacher's explanation, if the student participates in a practical class. The use of artificial
intelligence can show effectiveness in education during practice, when the student can ask for the
help of Al in a task that is difficult for them to solve, e.g. in writing a function.Personalized learning
means that it is based on the individual development duktes of the given student, and can cover
the topics that the student needs to develop. After assessing the student's current ability, Al can
provide tasks based on the given topic. Let's take it as an example if the given student programming
is difficdt, then you can give him tasks starting from the easy level, a previously discussed
programming topic in detail, e.g. function topic. If the MI considers that the student is doing better in
solving the task, then it can issue a more difficult set of témkihe task to be solved. The student

can also check himself during a task he has solved with the Al. But we must know that the Al can only
help the student if he is prepared for this and his knowledge base includes the tasks.
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In the case of personalizéearning for the student, it is advisable to carry out a subgmscific

survey for the student, so that we get an idea of his cognitive abilities, which can establish the level
of development, but | think it is important to take into account the studegbals and needs. Each
student can work at his own pace, completing the assigned task in an individual period of time
depending on the given subject. From the survey previously written by the student, we can find out
which type of task goes better and wh one less. The Al can collect data on the student's actions
and the result of the task solution, being aware of this, set the assignment of tasks according to the
student's current level and publish examples to illustrate. If Ml sees that the studeot toing well

with a specific task, it can provide help and clues to solve the task. Presumably, the Al is also capable
of solving the task after the student has submitted e.g. the solution of the task of the programming
exercise to the Al, the Al revievand evaluates it, it can also give some explanation for the wrong
task, what would have been correct, and it can monitor the student's progress in percentage form.

But what happens when the student feels overwhelmed after a given amount of work?

In this case, the Al's algorithm detects from the student's activity that the student makes a mistake
while solving the task, so knowing this, the Al can decide to do practice tasks published for the
student, and then after the practice, he conducts a surveyrageathe form of a percentage, and if

the MI judges that the student has already learned the topic and copes well with the obstacles in the
practical part, he either assigns a more difficult task or, if he has already assigned it , then move on to
a new bpic.

1.1.3.5Application of artificial intelligence in classes and improvement of teacher's work

Artificial intelligence is one of the achievements of our time. Even as an instructor, the current
technologies have a noticeable effect, which is developirg very fast pace, which is why it is worth
watching the events. Artificial intelligence can be found in many areas of life. We have to prioritize
the instructors in the given class, since they are one of the key players in the class, and the other is
the students. Let's look at artificial intelligence as an educational aid that helps in the case of
programming students with suggestions during code writing using a chat environment, which offers
suggestions on what would be appropriate to include or moidifihe existing source code. Al can

bring considerable efficiency from the point of view of teacher administration, starting with entering
lessons in an automated system based on the existing curriculum, which reduces the administrative
workload. The instictor could use the freed time for class preparation or wiglated activities. The
students' cultural interest is important, and the instructor can build on it. As before, the instructor
plans his lesson in advance, prepares the tools, and thinks aleaburse of the lessowluring the
planning. It is possible to have a system that helps the instructor in his work, e.g. looking for
educational resources. The Al is able to assess the student's individual abilities, so it knows what the
student is not ding well. It is possible to use artificial intelligence in the classes, which can help in
the development of a program in this case. | consider it expedient to present the intended use to the
student during the development of a program. In Hungarian pwaligcation, the Python

programming language is mostly used in programming classes, In Visual Studio development
environment. In this development environment, we can appkpaded programmingAl helps the
student to generate code, make function suggessiooy examining the code of an existing program

in the current state, it can continue or complete the creation of the program in a given programming
language, based on the existing current program code or the specification, or when the student
reaches a @ce of code that it was solved by someone else before, you can help in understanding it.
One of them solve to use Al the Copilot. The copilot can help both the student and the teacher during
the development of the program. In the case of a thesis, it neawbrth using a plagiarism checker
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software, which can show the extent of one's own work in the case of a thesis or exam. Install the
copilot in the visual Studio development environment for use.

Extension: GitHub Copilot - Untitled (Workspace) - Visual Studio Code

un Terminal Help

GitHub Copilot
GitHub @ githubcom | @
Your Al pa

21,638361 | %k % (1087)

robertgrobert-MacBookPro: -/Dokumentunok/0t thonis.

Figure 3 Copilot

After installation, the copilot functio becomes available, which can be useful during program
development. After installing it in the Visual Studio Code development environment, we can see how
it works. We can communicate in a similar environment as the interactive Chat GPT For example, we
create a class called Triangle. Coopilot will suggest a function for it, which calculates the perimeter
and area of a triangle. The suggestion offered by the Al can be accepted by pressing the tab key.

[€¥] Al-assisted development -
& =publ string NormalizePath(string path)
{

path = path.Replace('\\', '/");

return path;

}

Ask Copilot Alt+/

Quick Actions and Refactorings.. Ctrl+

Rename. F2

Remove and Sort Usings Ctrl+R, Ctrl+G

Peek Definition Alt+F12

Figure 3 Copilot ask for questions

But we can alsase Coopilot in other areas, such as digital image processing. We can also subject our
program code to refactoring, which means that we improve and adapt our existing code to a version
that works more optimally. During Alsed refactoring, Al can offer édde to our current program

that we are currently writing, which, if accepted, will be integrated into the existing source program.
When using Coopilot, we keep in touch via an interactive chat interface. Writing the program we also
use the builtin compler, which compiles the program we write in a form that the machine can
understand

1.1.3.6 Teaching with artificial intelligence
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In the older era, the teacher teaching the given subject prepared for the lesson, used aopaper
textbook, from which he taght, and wrote the current announcements and practical examples on

the blackboard with chalk, e.g. in the case of mathematics, they were common and individual
problem solutions in class. Depending on the class, some people used the projector to present, a
still do to this day. But there are those who only use blackboard felt or chalk as a writing tool. The
sudden onset of the pandemic has significantly changed education. We didn't know what to expect, |
followed the coronavirus epidemic on the Interratlearned about the current developments from

the TV news. The event significantly transformed education and moved it into the online space.
Electronic interfaces were opened for teachers and students, e.g. MS Teams, Google ClassRoom).
These are educatiai technology applications that have significantly facilitated the possibility of
online education. In the meantime, Al assistants appeared, which helped e.g. access to customer
service even when the clerk was not physically available. The and in teadaaztion, Chat GpT

gave help with lesson examples and topics, help with lesson planning. Al assistants help the teacher
plan lessons or initiate other actions. There may be an event where Al helps students solve their
homework. The Al, if it is preparedrfit, may even be able to make a note about the given student,
which task the student did not get along with during the exercise, which one he asked for a lot of
help with. The teacher can use the note if he needs to prepare a report on a specific Stucknet

parent based on the students' work so far. The Al can also prepare a note for the teacher, in which he
describes which curriculum he needs to review in the context of the given subject, if he specifies the
topic, and to receive customized taskerfr the Al for the lesson. Al can help prepare class materials,
and instructors can help customize what types of assignments students receive. Al can help prepare
class materials, and instructors can help customize what types of assignments students Ebaive
GPT You can use T to create quiz questions based on a given topic, and you can use them to check
students' knowledge. We can even ask for practical examples with solutions, which can be useful in
the practical lessons. In English class, the studantcommunicate in the given foreign language for
practice.

1.1.3.7 Summary

My TDK work az | wrote about teaching algorithms and the application of artificial intelligence.
During the writing of the TDK work, those topics came back, which | dealt wihelend gained
experience. | highlighted those points in my TDK work, which can be supported by Ml in this case as
an instructor. | also focused on teaching methods of algorithms, e.g. gamification, problem.
Basedtand competitioitbased learning, which igry important when creating a program from the
student's point of view, not least mentoring, which | consider very important in building the students'
professional qualifications. | presented these methods in this work in the name of efficiency and the
use of artificial intelligence possibilities. | experience itt | also wrote about teaching algorithms,
illustrated with examples. Based on my teaching period and experience so far, | highlighted the topic
of robotics in the framework of the ICT (Informati@ommunication Technology) subject, which also
gives the student a visual experience while writing the program, for which | chose the Webots
program, which also showed effectiveness among students. Advantage, that the program is free and
can also be used iducation. In addition, | also discussed the possibility of a physical robot, called
Smart Robot Car, the robot can also be programmed in Python. In the following, | took artificial
intelligence as a basis, which not only helps the teacher to compile taskhold a more efficient

and interactive lesson, rather,it can be helpful for the student as well, but it is recommended to use
it sensibly. | used the Visual Studio program as a basis, which,the MI can make a proposal for the
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code written by the givestudent, which, if accepted, can be rewritten for the given code block of
the program, and we can also get optimized code. The topic of teaching and learning using artificial
intelligence was also discussed, from teacher lesson planning to student sipptass.

Conclusions 10 pt
In this article, | pointed out what possibilities and methods can be used in public education. As we

can see and experience, artificial intelligence can also appear in high schools, which can be a very
important tool for both eachers and students.In teaching, there must always be goals, a course, and
a lesson plan, on the basis of which the pedagogical method can be adapted depending on the age
group.In the development of algorithmic thinking, problesmlving sessions can gitree student a
developmental effect, where he can acquire knowledge and improve hisstégiag skills. | would

also draw attention to the importance of student consultation as a mentor, which can be a helpful
tool for the student. Mentoring status can gi& a student throughout his life. The future generation

is important for everyone, as they can determine the future life for humanity.And with pedagogical
methods, we can also help students catch up in their studies
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Orvosi egyetemi professzorként, aki jartas a pulmonolégiaban, a
mellkas sebészetben, teszt kérdéseket kell irnod a hallgatok

zarévizsgajahoz. irj egy magyar nyelvi igaz-hamis tesztkérdést az ! LINE Y LJi 1ALl Rt al
emberi tidé vitalis kapacitasanak definiciéjardl. A tesztet moodle gift I grtrald | nd® + o0N
formatumban add meg' Az igaz-hamis teszt moodle gift . o m oA
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Orvosi egyetemi professzorként, aki jartas a pulmonolégiaban, a
mellkas sebészetben, teszt kérdéseket kell irnod a hallgatok
zarovizsgajahoz. ifj egy magyar nyelvii parosité tesztet az emberi tidé
vitalis kapacitdsanak definicidjarol. A tesztet moodle gift formatumban
add meg! A parositd teszt moodle gift formatumanak felépitése a
kdvetkezd: az elsé sor: "//question 1 name: <a kérdés neve=",
masodik sor: ":<kérdés neve=:; a harmadik sor: <a kérdés szbvege=;
negyedik sor "{"; az 6todik sortél az egyes parositandd kifejezések az
egyenléségjel utan talalhatéak, mig parjuk a -> jel utan taldlhato! A
feladatot "}" kapcsos zarojellel zarjuk!
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Orvosi egyetemi professzorként, aki jartas a pulmonolégiaban, a

mellkas sebészetben, teszt kérdéseket kell irnod a hallgatok

zérévizsgéjahoz. irj egy magyar nyelvi felelet-valasztos tesztet az

emberi tidé vitalis kapacitdsanak definicidjardl. A kérdésre 4 valaszt

irj, amelybdl 1 helyes, a tébbi helytelen. A tesztet moodle gift

formatumban add meg! A feleletvalasztos teszt moodle gift

formatumanak felépitése a kdvetkezé: az elsé sor: *//question 1 name:

<a kérdés neve=": masodik sor: ":<kérdés neve=:; a harmadik sor: <a

kérdés szévege>; negyedik sor "{"; az 6todik sortdl a valaszok, a jo

valasz elsd karaktere: "=", a rossz valasz elsd karaktere:"~": az utolso

sorban "}" karakterrel zarjuk!

) ) .9 8bra:val asktelstfeladat gener 8l - prompt
At £ | al LJS F‘//*que_;t:ion 1" name: Tids vitalis kapacitas definicicja 1 A omMmnd® t NI UOY
::Tiid6 vitalis kapacitas definicicja::

Fontos klemelnl’ I\{’lelyik allitas irja le helyesen az emberi tiid6é vitdlis kapacitdsat? K 2 3 é I 8 5 f Y é 3 N Nl’j

gt fFal 2 heleg e N el o Y% 2peakg T 7 oo cgy maxinalls 1dzf OaFfzydzaat 3gl

~A tid6 altal egy nyugalmi kilégzés utan belélegezhetd

kompetenCIal t I LJg’ leveg8mennyiség.

~Az a levegémennyiséﬁ, amelyet a tido egy nyugodt belégzeés és
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On Karnaugh Maps and Magic Squares
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A subtle relation between Karnaugh maps used in engineering
and magic squares known from mathematics is presented and discussed.

Ly GKS wmppnQa YINYIlIdzAK YILA 6SNB RS@GSt 2LISR
expressions in the Bell Laboratoriéslurray Hill, USA) and also in the Harvard Computational
Laboratory [1]. At the same time a related map was introduced by Veitchs [2]. Bell laboratories, dubbed
4 GKS GARSF TFFLOG2NRé o62Faida G4Sy b20oSt nghdhi Sa 6
University in Germany, an other iconic scientific institution).

For an even number of variables, n = 2k, the Karnaugh map is a squaetis?filled with
integers from 0 to 2- 1 encoded in binary Gray code on the surface of a toroidal ringd@sebeing a
tool in the design of switching and digital circuits, it has several other applications, e.g. in the design of
the layout of solar panel systems, etc.

An nby-n magic square is an array containing the integers from 2tamanged so that ezh
of the rows, each of the columns, and the two principal diagonals has the same sum, catlealjibe
sum

The magic sum,$an be expressed as

S = (1+M)n/2

i. e.its value is 15, 3421 and260for n = 3, 4, 6 and 8 respectively.

Magic square predate recorded history, they can be found in several cultugesgraphic
areasand historical periods, and are also present in our era.

Chinese legends refer to the 3k8 Shumagic square, with the magic sum of 15 Ah ancient
/| KAySasS tS3SyR GSftfta 2F | Gdz2NIES SYSNHAYy3I FTNRY I
very unusual patterrg a three-by-three grid containing various numbers of spots (Fig. 1.) Of course,
we do not have any eywitness accouts, so we can only imagine that the turtle looked like the figure
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here. Each of the three rows, the three columns, and the two diagonals contain a total of 15 spots.
References to Lo Shu and the Lo Shu numerical pattern occur throughout Chinese history.

The ancient 33 Chinese Loha squareof the first nine consecutivimtegers shown in Fig. 1. is
the smallest magic square and, apart from rotations asftections, there are no others this size or
smaller. In the 3x3 magic square the magic sum is 15.

N
\O
l

o
~

oo | W
[
(o)

Fig. 1. The l-:8hu magic square on the turtle shell.

The best statement that can be made about its age is ZB8lD years! While the middle figure
may be most appropriate, the hardest evidence gives just the lesser, while legends claim the older.

Magic sgares most likely traveled from China to India, then to Arab countries and Japan.
Finally, from the Arab (Islamic) world they journeyed to Europe too [ ].

Some famous magic squares will now briefly mentioned.

The 4x4 Jaina square (Fig. 2.) can be found in the 10th century (945 AD) Jain Temple, Khajuraho,
Northern India [ ].

7 112(1 |14
2 (138 (1
6|3 |10]5
916 |15| 4
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Fig. 2. The Jaina magic square

The Jaina square is a perfect magic square, all rows, columns and the two main diagonals
exhibit the magic sum of 34.

In Europe following some Byzantian and Italian wodksing the Renaissance in about 1510
Heinrich Cornelius Agripp@rote about magical squares, presenting seven magic squares of the order
from 3x3 to 9x9 [8]. The 3x3 magical square iNAgLILI Q& ¢ 2 NJ Lb ShuradicsqOaredzNE S A 3
¢KS nEn YIF3IAO &lijdzZ NB Ay ! ANALILI Q&5 NINEENIHA ESdzd A& K
16th century engraviniylelancholiashown in Fig. $].

15 |14 |4
216 (7 |9
10 [ 11 |5
33 [2 16

CAI® o0d 5 RNSiNIEagiSshudE.8 Mc

¢KS nEn YIFI3AO &ljdZd NB 66AGK GKS YI3IAO adzy 27F «
@SN mpmnd® 5NNBNRA O6F2NJ dza ! 2Gs5aA 5NNBNJ ! £ 6 NEBOKI
GAEE13SsT 1 20saz O Ké foNdd and axgaiated il thesokitakitKof @ylilaX4 towin
in the south of Hungary close to the Romanian border).

Before arriving to our modern era, perhaps the 8x8 and 16x16 magic squares discovered by
the American statesman and scienti&tnjamin Frankii(17061790) might be noted [5].

Finally, in our era the 4x4 magic square on the Passion facade on the Sagrada Familia Cathedral
in Barcelona (depicted in Fig. 4.) is perhaps the most famous one [9].

151



Fig. 4. The Sagrada Familia Cathedral (Barcetoagi square. Josep Maria Subirachs sculptor
and Antoni Gaudi builder.

The numbers in the cells of the Sagrada Familia magic square have been changed, the numbers
12 and 16 are missing, they have been are replaced by 10 and 14 respectively. The (@sodttifigd)
YI 3A0O &ljdar NB SEKAO6AGA F YIF3IAO &dzy 2F oo AyaidSIR
has an obvious symbolic Biblical meaning.

It can be shown that the"X 2" (n=2k) Karnaugh maps can be transformed into magic squares
[10]. Thus Boolean algebraic expressions, logic circuits, etc., can be seen in the context of magic
squares. On the other hand, for applications such as information hiding, arithmetic properties of magic
squares can also be used.

The transformation algorithmisBaSR 2y (KS S@Sy 2NJ 2RR LJ NR G @
of the minterm or maxterm cell numbers. Below the appropriate algorithm is shortly described [10].

First step. Transfer minterm decimal indices with EVEN number of 1s in their binary code
UNCHANED

Second step. Transfer minterm decimal indices WDnumber of 1SCOMPLEMENTED
Third and last step. Add 1 to the numbers in each cell.

The transformation procedure is illustrated here using the example of the-Vfarable
minterm Karnaugh map.
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0 1 3 2
0000 0001 0011 0010
4 5 7 6
0100 0101 0111 0110
12 13 15 14
1100 1101 111 1110
8 9 1 10
1000 1001 1011 1010

Fig. 5. The fouvariable minterm Karnaugh map, showing the decimal indices of the cells with
GKS | LILINPLINAIFGS o6AylFNE O2RSacx

forms..

1 15 14 4
12 6 g 9
8 10 11 5
13 3 2 16

CAad cd 5NNBENRaA

ot 01 YR NBR 0O2f 2

Y I @skddivaietjt)dz theBesudt wizhNBansidvdation & St &

of the four variable minterm Karnaugh map

As far as the present author knows, only the appropriate transformation of the four variable

4x4 minterm Karnaugh map can be found in the literature.

The analoge transformation for the 4x4 maxterm Karnaugh map, and appropriate
transformations of the sixariable 8x8 minterm and maxterm Karnaugh maps to magic squares have

been derived and given in explicit forms.

As final word it can be said that it is amazingse® and contemplate on this connection
between the Karnaug maps, practical tools used in engineering, and humerical magic squares spanning
four millennia, several geographical regions and cultures of the world.
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Abstract

Theresults of a comprehensive analysis and interpretation of the observed differences of
the thermal and optical ionization energies of zinc (Zn) acceptors in gallium phosphide

(GaP)) are presented. on the basi®wh measurements angklevant theoreticamodels

1. Introduction

Gallium phosphide (GaP) is an important member of the family é§ Idompound
semiconductors. Zinc (Zn) is the commonly favoured acceptor dopant in-¥edinpounds, and-p
type GaP is mostly prepared by-doping. One of the &sic characteristics of a dopant or impurity is
its ionization (activation) energy. The ionization energy of Zn acceptors in GaP as determined by optical
methods is about 70 meV, about two and a half times greater than the equivalent thermal energy at
roomtemperature (26 meV). However, as in other semiconductors, the reported values of the thermal
ionization energies of Zn acceptors in GaP are significantly lower and depend also on the acceptor
concentration as well as on the compensation. For device diperghowever, the thermal ionization

energy of the dopant is the relevant parameter, because it controls the degree of the actual ionization

155



of the dopant atoms, and in this way it determines the available free carrier densities, doping
efficiency, etc. & this reason it is important to understand and model these dependences. In this

paper the results of a comprehensive analysis and the interpretation of the observed differences of
the thermal and optical ionization energies in GaP:Zn on the basis oélévant theoretical models

will be presented and discussed.

At first a short overview of the various theoretical models is presented, then experimental
results on the hole concentration versus temperature data (published and unpublished as well)
obtained from temperature dependent Hall effect measurements in tlegerature range from 77 K
to 400 K on a large number of GaP:Zn crystals will be analyzed and discussed in terms of the various
models. It will be shown that the observed dependence of the of the thermal ionization energy of Zn
acceptors on the concentratio of dopants (impurities) can be well described by using a simple

electrostatic interaction model between the charged centres.

2. Overview of the theoretical models

It is well established that the thermal ionization energy of impurity and defect cemtses
deduced from Hall data analysis is generally smaller than the optical one. Furthermore the thermal
ionization energy usually decreases with increasing concentration of the impurity and defect centres,
and depends also on the compensation degree. Inlitleeature several physical models have been
considered to describe these phenomenar[l For the sake of definitiveness let us consider the case

of acceptors. A general model description for the dependence of the thermal ionization engogy E
the accepor concentration Bl and on the compensation degree K has been formulated by Shklovskii

and Efros [5,6] as

Ea=EA(NA K)=Rao-(K)(€/4pereg)Nal/3 (1)

here EBpgis the ionization eergy of the acceptors at infinite dilution ANk the acceptor concentration,
K is the compensation degree (K g/NaU % is the vacuum dielectric permittivity vacuum, aggis

the static dielectric constant of the host semiconthuc f(K) is a (dimensionless) function, the exact

form of which depends on the details of the concrete mechanism leading to the reduction of the
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thermal ionization energy. &, can also be identified with the optical ionization energy as determined

e.g. fom photoluminescence measurements, and the coefficient containing the dielectric constant

sets the energy scale.

Several theoretical models support the generic expression given by Eq. (1) but with different
functional forms of the f(K) coefficiefi8-8], see the appropriate plots in Fig. 1. Notably, according to
t SINE2Y YR . FNRSSYy wm6 Fovyo ' wmz | OGrRBRAy3 G2
2653335 | OO02NRAY3 (2 az2ySsS01 ¥3kB=211828i/3gandBaccdrdingsd ' m¢
to Lien and Shklovskii [4] f(K) is a more complicated function with the value of 1 at K =0, then increasing

slowly up to about 1.4 for K = 0:4.6, and dropping more sharply for K > 0.8, and even changing sign
above K = 0.93. In most cases the electrostiatieraction model yielding an f(K) proportional HK
[2,7-12] gives the best description. Then with  pN = KNy and

a= 31.4x163/er (meVcm)7]ora= 38.2xlfJ5/er (meVcm) 2,9 (the numerical factor depends slightly

on the details of the assumptions the models) the above equation can be rewritten as

EA=Bao-aNp!3 (2)

here the term aNDl/3 represents the electrostatic interaction energy, decreasing the thermal

ionization energy of the defect centre.

The electrostatic iteraction model suggests that the valuesafor various centres in the
same host should be equal with each other, and for different semiconductors they should scale with
the reciprocal of the static dielectric constants, which contention has been cadimnalyzing the

available large amount of data for group I\MJland HVI semiconductorg8-12].

3. Experimental results and data fit

Zndoped epitaxial GaP layers and solution grown GaP platelets were studied. The crystal
growth and themeasurements were performed in the laboratories of the (then) Research Institute for
Technical Physics of the Hungarian Academy of Sciences. The room temperature hole concentration of

the crystals was *@10® cm®. The measurements were performed on sdesp with typical
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dimensions of 4 to 6 mm in the Van der Pauw configuration. Temperature dependent Hall effect
measurements were performed in the temperature range from 77 to 400 K. A simple glass cryostat,
using liquid nitrogen as a coolant, designed teerdhe temperature range from 77 to 400 K was used.

The cryostat could be fitted into the 35 mm airgap of a relatively small electromagnet. The cryostat is

basically similar in design to the first one described in [13]. For further details sd&€]14

A set of representative hole concentration versus reciprocal temperature data are presented

in Figs. 1 and 2.

The measured hole concentration versus reciprocal temperature data were fitted with the

standard statistical model based on one acceptor, one corsatémg (donor) centre

p(p+N)
YoYs Yo Yo Yo =bt Ny eXpEENKT) ©)

(Nag Nocp)

here p, N, and N are the hole, acceptor and compensating donor concentrations respectively, E

the (thermal) ionization energy of the acceptor, (N T%?) is the densityof-states in the valence band
andb is the acceptor level degeneracy factor. In calculatingh® hole effective mass was taken as
my/m, = 0.6, M being the free electron masandb = 4 was used, these values are generally accepted

in the literature. The obtained fit parameters are shown in Tables 1 and 2 for the two sets of samples.

The lines in Figs. 1. and 2. represent the results of this fitting.

From this fit the valuesof Na, Nb and E, as well as of the compensation degree
K = N/Nawas extracted. The extracted values of the thermal activation energy for the epitaxial layers

and solution grown platelets were found in the range of-8%) meV and (285) meV respectively.

4. Model fitting and discussion

In the spirit of the theoretial models, as the extracted valug/fK) versus the compensation
degree (c.f. Eqg. (1)), also asvErsus N (c.f. Eq. (2)). In the case of Eq. (1) the literature data for

optical ionization energy of Zn acceptor (69.7 meV) was used. It is estabiisttidtie electrostatic
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model of Debye and Conwell fits rather well the extracted data. With reference to Eq. (1) the fitted
value of the numerical constant figuring in this formug(K) 7= 2.96 0.05, and the parameters
figuring in Eq. (2) , i. e. trecceptor energy at infinite dilution and the numerical constant describing
the strength of the electrostatic interaction are 666 meV andg(3.5° 0.5)x10° meVcm, close in

acceptable agreement with the relevant experimental and model values respectively

If we suppose the prioriapplicability of the Coulomb interaction model to the experimental
data, as the validity of this assumption is being corroborated by the results of analysis of a great

amount of data, then using the relationship & KM the model equation can be rewritten as
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eZ
EA= 5\0'26533]/2]/2]/2 ND:I'/3 = EO_aND1/3 (3)

4pee,

with a theoretical value o& = 38.2x10/e meVcm in the approximation of Debye and Conwell [18]
anda = 31.4x16/e meVcm in the approximation of Monecke et al. [1l8reaNp' is the Coulomb

interaction energy.

Further on, the results of this analysis are supported too by the hole concentration versus

temperature data for this system available in the literature.

Theanalysis and modeling method discussed here was extended and successfully applied to
several sets of data collected from the literature on Zn, C, and Mg acceptors in GaP. Further on, similar
measurements and analysis has also been performedtypaGaRiquid phase epitaxially grown with

S, Te, and Si donors in our Institute.

Other semiconducting materials, among others cadmium sulphide (CdS)galtidm
antimonide (GaSb) crystals grown in our institute, amdium phosphidgInP)were also studied,

resulting in similar results.

Only one important case is emphasized here, the caspategrown GaSb crystats 9 | (1 @1 &

Programme) .

The measurements referred to above were performed in cooperation with Dr. K. Somogyi and
aNE® bd bt R2NE 26A laNARIK SAD & aN&ALA 1MyAGS | yR GKSANI O2y

gratefully acknowledged.
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Figure captions

Fig. 1.GaP samples with typical dimensions of 6 to 10 mm, Wéth der Pauw contact configuration.
The magnetic field is perpendicular to the sample plane.

Fig. 2. Glass cryostat and sample holdeysample block (copper), @hermal bridge (brass rod with
heater), 3¢ lead through (heater), 4 electrical leads téhe sample, % thermocouple (copper
constantan), & copper rod, upper glass Dewarg &ower glass Dewar.
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CA3dd od {FYLX S OKI &coppedovesvitlichoit @ RStReimodipte wirksg X1
insulating inlay (teflon), & copper frame, 4 sample holder frame (teflon) with six pins for contacts,
5 ¢ insulating cover (teflon) with six holes for the contact pinscépper cover, Z thermal bridge
(brass rod) with heater.

Fig. 4. Hall effect results: epitaxial layers: hole concentratsoreciprocal temperature. Insert: data
fit results, discussed in the text.

Fig. 5. The extracted values of thg(K) numerical parameter figuring in Eq. ( ) vs the compensation
degree (K). Theoretical curves based on the four models discussed extltege also shown for
comparison.
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Table 1

Extracted parameters oF the solution grown GaP:Zn platelets

Sample Na (cn) Nb (cnm3) K = N/Na Ea (MmeV)
55/2 4.54x107 7.60x10° 0.168 49
6 6.52x10 2.28x107 0.350 41
5 6.84x10’ 1.24x107 0.182 52
46/1 7.17x107 1.00x10/ 0.140 55
2 1,95x108 3.70x107 0.190 40
44/1 4.60x108 1.59x108 0.346 22
Table 2
Extracted parameters of the epitaxial GaP:Zn layers
Sample Na (cn3) Nb (cnT) K = N/Na Ea (MmeV)
10Cu4 3.11x108 8,40x10’ 0.270 33
VP2 3.26x108 1.44x108 0.441 25
10VP1 5.34x108 9.42x107 0.177 33
11VP1 8.19x108 2,28x10’ 0.278 21
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Fig. 1.
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Napel emes oktat8gsunk jubil euma

Nemcsics Ckos
Mi kroel ektroni kai ®s Technol -gia Tansz®k, Kand - K&l m8§

Budapest, TavaszmezR utca 17.

Abstract: Az <Cbudai Egyetemen a napelemes oktat8s 25 ®ves
i dRszalleten dol gozaf ®bh®ved ReahtSragy epjegramj 8t mutatjuk Dbe
negyedsz8§zad sor8n el ® t eredm®nyeket taglaljuk.

Keywords: napelem; oktat8s; alkal maz§gs;

1 Bevezet ®s

i iEgly.et jeomopell Ralpe st i MTszaki FRi skol &n il1l. a
MTszaki mMREZ%X ofd@lmyi k napelze®me gy & d stz Bretaitoggy el SR kur zi
t Naipnedi2et ngeska ad By it bl | & k@ la@o§esy y @ mi az-ta i
| r®sze az oktat8sunknak. A tant8rgy a nap
bemut at 8s8n 8tk¢d2 ndP k &I maspregkydakl a8ssiSnagk t erjed. Ezzel a
mindenr ®stz®@rtagt e mat bk §v&8gosan mindenk®ppan ekhiyadfei8| pabkt
val - sz2melmz ehtokg®yz i kitekint®sben sem talk®lprzi®sdok il yen
A k®tezres ®vek el Rtt n8lunlk urh®g emem g &lkt kn adky §gBsI8ing
a napelemes alkalmaz8soknak. vollikeantaki eméebAznti ¢$ abat

okt at §st segAtaen R vd@JV kepgygdég@tRbreln®° nyv i[8]. mAgjFRli sktol a

gondoz8&8s8ban kiadott tank°nyvet ps&r ®vvel k®s Rbb ki
megjelentette] 2 ] (1. Agbria)Rben el kezdet't oktat8sunknak is Kk
szaporod- napel emes v 8l laatl-kso8zgSosko k st bb.er ssh & e@kob &1 eis za
napelemet al | gat - i nk k?©°z¢l ker ¢l tek ki Bg8tran kijelenthet

al kal maz8§sa ter¢l et®n Egyetem¢gnk megker ¢l hetetlen tud

NEMCSICS AKOS

A
NAPELEM

ES FEJLESZTESI
PERSPEKTIVAI

)
=

AR AL A RIAD B AT T

M®d t+ 0 NI

A tantargyhozankonyv is készilt, amelyet atdolgozott formaban az Akadémiai Kiadd is megjelentette.
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2 A tant8rgy temati k§8j a

21 A napelemmTked®s fizikai hS8ttere
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Mikr oel ektroni kai ®s Technol -gia Tansz®Kk, Kand- KS8I m8r
Budapest, TavaszmezR utca 17.
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®vfokaplcs8&8n bemutatjuk a tant8rgyat ®s 8ttekintj¢k az el m¥%
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