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Bevezeto

Statikus nyelvekkel eldszor az egyetemi tanulmanyaim soran talalkoztam C# és Java
targyakon. Ekkor mar volt par év programozodi tapasztalatom, de csak dinamikus
nyelvekkel. Kezdetben rendkiviil koriilményesnek éreztem a munkat C#-ban vagy
Java-ban. A kéd terjengdsnek tiint, a programok nem miikodtek, amig latszolag min-
den a helyén nem volt, apro valtoztatasok is hibak egész aradatat hoztak magukkal,
amiket mind ki kellett javitanom, miel6tt Gjra futtathattam volna a kodomat. Nem
tartott am sokaig, mire elkezdtem érezni az eldnyeiket. Miutan kezdtem megszokni
oket, ha ujra elévettem munkamhoz a megszokott dinamikus nyelveket, ugy éreztem,
visszafelé teszek egy 1épést. Folyamatos probalgatas, valtoztatas majd Gjra probal-
gatas, bizonytalansag a program helyességét illetden. A statikus nyelvek segitségével
hatékonyabban és magabiztosabban dolgoztam. A type checker segitségével job-
ban atgondoltam a megoldasaimat, magabiztossagot adott a valtoztatasokhoz. Egyre
jobban érdekelt a statikus tipusellendrzés €s a tipusrendszerek témakore. Kivancsi
lettem, mit mutathatnak még fel programnyelvek, amivel segithetik a programozo
munkdjat és ndvelhetik a szoftverek mindségét, ez a kivancsisag vezetett ahhoz, hogy
a tipusrendszereket valasszam szakdolgozatom témdjaként. A célom e munkaval,
hogy mélyebb megértést szerezzek a programnyelvek miikodésérol - statikus €s di-
namikus nyelvekrdl egyarant. El6szor attekintem a tipusrendszerek elméleti hatterét
¢s torténetét. Megvizsgalom, hogy a tipuselmélet elemei hogyan formaltdk az ismert
programnyelveket. Bemutatom kddrészleteken keresztiil, hogy bizonyos tipusrend-
szer elemek hogyan segithetik a programoz6t munkéjaban. Osszehasonlitom ismert
nyelvek tipusrendszereit és megprobalok egy attekintést adni a tipuselmélet Gjabb

keletli gyakorlati vivmanyairol.



Introduction

My first real exposure to statically typed languages was at the university with C# and
Java. I already had a few years of programming experience but only with dynamically
typed languages. At first, C# and Java felt cumbersome. The code seemed too ver-
bose, programs didn’t work until everything was right, even a small change triggered
a whole chain of errors and the whole thing had to be fixed before I could run my code
again. But it didn’t take long until I started seeing their benefits. After spending some
time with statically typed languages, each time I went back to the dynamic ones it felt
like a step backwards. Continuous trial and error, edit-run-debug cycles, uncertainty
about the correctness of my code. Static languages helped me write code more effec-
tively and more confidently. The type checker made me to think more thoroughly, it
gave me confidence when changing parts of the program. I became more and more
interested in the possibilities of static checking and type systems. I wondered what
features can programming languages provide to increase programmer productivity
and improve software quality, this curiosity led me to choosing type systems as the
topic of this work. My goal with this thesis is to gain a more fundamental understand-
ing of the semantics of programming languages - both static and dynamic. First, I’ll
survey the history and theoretical background of type systems. I’ll look at how type
systems concepts shaped programming languages. I’1l demonstrate, through example
programs the benefits of certain type systems features. I’ll compare the type systems
of widely used programming languages and will try to give an overview of the possi-
bilities of recent advances in type systems and programming language design.



1 Type systems

Modern software engineering recognizes a broad range of formal meth-
ods for helping ensure that a system behaves correctly [...] by far the
most popular and best established lightweight formal methods are type
systems. [38:1]

What is a “formal method”?

Formal methods are a particular kind of mathematically rigorous tech-
niques for the specification, development and verification of software
and hardware systems. The use of formal methods for software and hard-
ware design is motivated by the expectation that, as in other engineering
disciplines, performing appropriate mathematical analysis can contribute
to the reliability and robustness of a design. [52]

In contrast, an empirical method - that is based on experimental results - for verifying
software systems would be testing.

One of many formal methods, a type system is a set of rules that associate a property
called a type to various constructs in a computer program. A type defines a range
of values as well as possible operations on instances of that type. In a hardware or
compiler context, a type defines the size and memory layout of values of that type.
Here I will focus on types from the perspective of type checking.

A type is simply a property with which a program is implicitly or explic-
itly annotated before runtime. Type declarations are invariants that hold
for all executions of a program, and can be expressed as statements such
as “this variable always holds a String object,” or “this function always
returns a tree expression.” [44:100]

The main purpose of type systems is to reduce possibilities for bugs in computer
programs. The type system associates a type with each value in the program and then
by examining the flow of these values attempts to prove that no operation violates its
rules.



Such a violation is called a type error. It is an inconsistency in a program according
to the type system’s rules. Exactly what constitutes a type error is defined by the type
system of the language. A program that violates the rules of its type system is often
called “ill typed”. A program that conforms to those rules is a “well typed” program.
[53]

Type systems are used to define the notion of well typing, which is itselfa
static approximation of good behavior [...] Well typing further facilitates
program development by trapping execution errors before run time. [8:6]

There are languages that don’t associate a type with values, these are called untyped
languages. Most assembly languages fall into this category. In these languages, in-
valid operations might be applied to values which could result in a fixed value, a fault,
an exception or an unspecified effect.

Typed languages can enforce good behavior by performing static (without executing
the program) checks to prevent ill typed programs from ever running. Untyped lan-
guages can enforce good behavior by performing sufficiently detailed runtime checks
to rule out errors. For example, they may check array bounds or division operations
and generate recoverable exceptions. This checking process during runtime is called
dynamic checking. [8]

By using the facilities provided by the type system, we can add more information
in our programs. We can create a safety-net against execution errors by making it
possible for automated tools to verify the steps we take throughout our code. Through
types, we can add more meaning, a deeper, more solid structure. That structure aids
us when we later change parts of the program or add new components to it.

The way I see it, type systems are the glue between mathematical logic and computer
programs. They make it possible to prove that our programs behave correctly. Ad-
vanced, sophisticated type systems allow us to express a finer, more precise structure
and thus more properties of our software may be proven by automated tools and more

optimization may be carried out to improve performance.



1.1 Type theory

Type theory is a branch of mathematical symbolic logic: a system of representing
logical expressions through the use of symbols. It was conceived in the beginning of
the 20th century by Bertrand Russell in order to resolve contradictions present in set
theory. Type theories (there are many, like Alonzo Church’s Simply Typed Lambda
calculus or Per Martin-L6f”s Intuitionistic Type Theory) are formal systems which
means they define rules for inferring theorems (statements) from axioms. [48]

Type theory is a formal language, essentially a set of rules for rewriting
certain strings of symbols, that describes the introduction of types and
their terms, and computations with these, in a sensible way. [65]

Type theory lays down the theoretical foundation for the type systems found in pro-
gramming languages and the type checking algorithms behind them.

1.2 Formalization of type systems

How can we guarantee that well typed programs are really well behaved?
[...] Formal type systems are the mathematical characterizations of the
informal type systems that are described in programming language man-
uals. Once a type system is formalized, we can attempt to prove a type
soundness theorem stating that well typed programs are well behaved. If
such a soundness theorem holds, we say that the type system is sound.
[8:7]

Most materials on the formalization of type systems are dense and get very abstract
quickly. Here, I’d like to briefly introduce the basic concepts and standard notation
used when discussing formal type systems.



1.2.1 Judgements and rules

An expression is a syntactically correct fragment of a program that can be evaluated
to a value. Type systems associate expressions with types. We call this the has type
relationship: e : M, where the expression e has type M. This is called a typing
judgement or just judgement. [19]

Judgements are used to build inference rules of the form

Jr..ooJn
J

Where the judgements J; . .. J,, above the line are called the premisses and .J is the
conclusion. We read the above expression as “from the premisses .J; ... J, we can
conclude J”. If there are no premisses (meaning if n is 0), then the rule is an axiom.
An inference rule can be read as stating that the premises are sufficient for the conclu-
sion: to show J, it is enough to show .J; ... J,,. The collection of such typing rules
form the type system of a programming language.

Type rules assert the validity of certain judgments on the basis of other
judgments that are already known to be valid. The process gets off the

ground by some intrinsically valid judgment [8:10]

In a program, the type of a variable can only be decided by looking at its context (or
typing environment) which is a finite sequence of bindings of program variables to
types and is defined by the declarations of the variables. We can think of context as
a lookup table of (variable, type) pairs:

.fL'liAl,...l'nZAn

The role of a type system is to impose constraints on the formations of
phrases that are sensitive to the context in which they occur. [20:36]

In the standard notation, context is denoted by the greek letter Gamma:



I'Fe:T

Which we read as “expression e has type 71" in context I'”".

1.2.2 Derivations

A derivation of a judgment is a finite composition of rules, starting with
axioms and ending with that judgment. It can be thought of as a tree in
which each node is a rule whose children are derivations of its premises.
We sometimes say that a derivation of .J is evidence for the validity of
an inductively defined judgment J. [20:15]

If we can construct a derivation for a judgement then we can say that the judgement
is valid.

Once the inference rules are constructed, a type checking algorithm can take a pro-
gram and through constructing derivations, decide if the program is well typed or not.
If a program fragment violates the rules of the type system then we say it has a typing
error. Most languages report a “Type Error” in such cases.

A term M is well typed for an environment I, if there is a type A such
that ' = M : A is a valid judgment; that is, if the term M can be given
some type. [8:11] The discovery of a derivation (and hence of a type)
for a term is called the type inference problem.

Our aim when constructing a derivation is to infer the type(s) of an expression. The
typing rules in the judgements that make up the derivation serve as markers for as-
signing types to the expression at the root of the derivation. [20], [8], [39]

1.3 A short history of type systems

The origins of type systems and type theory go back to the early 1900s. Type systems
were first formalized as a means to avoid Russell’s paradox [54]. It was a mathemat-



ical framework at first, “a field of study in logic, mathematics, and philosophy” as

Pierce [38] puts it, with no connection to programming or computers.

During the twentieth century, types have become standard tools in logic,
especially in proof theory [...] and have permeated the language of phi-
losophy and science. [38:1]

The first type systems in programming language context appeared in the 1950s, when
the designers of the Fortran (Backus) and Algol-60 (Naur et al.) languages wanted
to make numerical computations more efficient by distinguishing between integer-
valued arithmetic expressions and real-valued ones. This allowed the compiler to
generate the appropriate machine instruction making the program more efficient. [38],
[13]

In the 1960s, the Curry-Howard correspondence was discovered by Haskell Curry
and William Alvin Howard. It is the direct relationship between computer programs

and mathematical proofs, the link between logic and computation. [55]

The Pascal programming language with “strong typing” was developed in the 1970s
(Wirth), so was Martin Lof’s Type Theory born and the ML family of languages
created.

In the late 1950s and early 1960s, this classification was extended to
structured data (arrays of records, etc.) and higher-order functions. In
the 1970s, a number of even richer concepts (parametric polymorphism,
abstract data types, module systems, and subtyping) were introduced,
and type systems emerged as a field in its own right. At the same time,
computer scientists began to be aware of the connections between the
type systems found in programming languages and those studied in math-
ematical logic, leading to a rich interplay that continues to the present.
[38:10]

The 1980s brought existential types, dependent types and effect systems. Object cal-
culus (an attempt at clarifying the fundamental features of object oriented languages)
and typed intermediate languages (a way of preserving type information through com-

pilation, possibly even in the final target language) have been pioneered in the 1990s



by Cardelli [2] and Monnier [4] respectively. Most of these topics, unfortunately,
remain hidden within academic papers and research projects.

2 Language/type safety

A safe language is one that protects its own abstractions [...] Every high-
level language provides abstractions of machine services. Safety refers
to the language’s ability to guarantee the integrity of these abstractions
and of higher-level abstractions introduced by the programmer using the
definitional facilities of the language. [38:6]

As [38] puts it, the abstraction of a safe language can be used “abstractly”, whereas in
an unsafe language it is necessary to keep in mind the low level details, like how data
is structured in memory or how allocations take place in order to understand how the
program might misbehave.

Note that “language safety”” can be achieved by static type checking but also by run-
time checks, like array-bounds checking which is performed by many languages dur-

ing runtime.

Chappell [9] says that a programming language or language construct is type-safe
if it forbids operations that are incorrect for the types on which they operate. The
author notes that some languages may discourage incorrect operations or make them
difficult without completely forbidding them.

Cardelli [8] differentiates between trapped errors, that cause execution to stop imme-
diately and untrapped errors that go unnoticed and later cause arbitrary behaviour. An
untrapped error, for example, is accessing data past the end of an array in absence of
run time bounds checks. A trapped error would be division by zero or accessing an
illegal address. He calls a language safe if untrapped errors are impossible in it. The
author suggests declaring a subset of possible execution errors as forbidden errors (all
of the untrapped and some of the trapped errors) and says that a program can be called

“well behaved” if no such forbidden errors can happen during execution.



Most programming languages exhibit a phase distinction between the
static and dynamic phases of processing. The static phase consists of
parsing and type checking to ensure that the program is well-formed;
the dynamic phase consists of execution of well-formed programs. A
language is said to be safe exactly when well-formed programs are well-
behaved when executed. [20:35]

To summarize the thoughts of the authors above: a language can be called safe if
every program written in it that can reach execution is well behaved. A well behaved
program is one that does not produce forbidden / untrapped errors. In a theoretical
context, “type soundness” is usually used instead of safety but the two are more or

less synonyms.

In a more practical sense, soundness is the ability for a type checker to catch every
single error that might happen at runtime. This sometimes means catching errors that
will not actually happen at run time. As a side note “completeness” in type systems
means the “inverse” of soundness: it is the ability for a type checker to only ever catch
errors that would happen at runtime. This comes at the cost of sometimes missing

errors that will happen at runtime. [66]

In modern languages, type systems are sound (they prevent what they
claim to) but not complete (they reject programs they need not reject).
Soundness is important because it lets language users and language im-
plementers rely on X never happening [...] Type systems are not com-
plete because for almost anything you might like to check statically, it
is impossible to implement a static checker that given any program in
your language (a) always terminates, (b) is sound, and (c) is complete.
[12:15]

Regardless of whether type checking happens statically (before running the program)
or dynamically (while the program is running), a language may or may not be called
safe. For example, there might be operations that would pass type checking but pro-
duce an error during runtime, like division by zero. Enhancing a type system so that it
could protect against division by zero errors would make it too restrictive (too many
programs would be ruled out as ill-formed). It is not possible to predict statically that

10



an expression would evaluate to zero, so if we want our language to be safe, we need
to add dynamic (runtime) checks. Even though it is not part of the static type system,
such a language is still considered safe. [20]

2.1 Formal soundness: preservation and progress

Formally, a language can be called “sound” or “type safe” if the following properties
hold [20]:

1. Ife:7and e — €', thene : 7
2. If e : 7, then either e is a value or there exists ¢’ such that e — ¢’

The first property is called “preservation”: it states that evaluation preserves the type
of an expression. The second property is called “progress”, it states that a well typed
expression (one that passes the type checker) is either a value or it can be further
evaluated.

Progress says that if a term passes the type-checker, it will be able to
make a step of evaluation (unless it is already a value); preservation says
that the result of this step will have the same type as the original. If
we interleave these steps (first progress, then preservation; repeat), we
can conclude that the final answer will indeed have the same type as the
original, so the type system is indeed sound. [28:146]

Together they state that if we take an expression (or a piece of program) which has
type t and evaluate it then the resulting value will also have type ¢. [28]

Bonnaire-Sergeant [67] summarizes “preservation” beautifully:

The essential property of type soundness is “type preservation”, which
says that a type system’s approximation of the result of a computation (a
type) is “preserved” at every intermediate computational stage. In other
words, the type system’s job is to model a computation, and this model
should not lose accuracy as the program evaluates.

11



2.2 Should languages be safe?

Safety reduces debugging time by adding fail-stop behavior in case of execution er-
rors. Many security problems exist because of buffer overflows made possible by un-
safe casting and pointer arithmetic operations. Languages that provide safety through
bounds checking provide protection against such sources of exploits. Safety guaran-
tees the integrity of run time structures, and therefore enables garbage collection. [8]
Yet there are still unsafe languages in widespread use, mainly for one reason: perfor-

mance.

Some languages, like C, are deliberately unsafe because of performance
considerations: the run time checks needed to achieve safety are some-
times considered too expensive. [...] Thus, the choice between a safe
and unsafe language may be ultimately related to a trade- off between

development and maintenance time, and execution time. [8:5]

3 Type checking

Type checking is the process of deciding whether a term is well typed or not. A type
checker verifies that the constraints posed by the type system are not violated by the
program. Type checking can be done by automated tools called type checkers, which

are usually built into compilers or linkers. [43]

There are two main branches of languages with regards to type checking (or “typ-
ing”): static and dynamic. Statically typed languages, where variables have a “static”
or “unchangeable” type, carry out type checking before the program is actually run.
Dynamically typed languages do type checking during run-time, since variables may
change their types during program execution. Both sides have their advantages and
disadvantages.

The debate regarding the advantages and drawbacks of static or dynamic
type systems is ongoing in both academia and the software industry.
While statically typed programming languages such as C, C++, and Java
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dominated the software market for many years, dynamically typed pro-
gramming languages such as Ruby or JavaScript are increasingly gaining
ground—especially in web development. The fact that the debate is still
lively is not surprising, because settling it demands the presence of a the-
ory of the respective advantages and disadvantages of static and dynamic
typing, supported by empirical evidence. Unfortunately, such evidence
is still lacking. [18]

Proponents of dynamic languages criticize static ones as being too rigid and cumber-
some to work with. The other camp complains that dynamic languages offer little
protection against logical errors and let too many of the errors happen at runtime. I’ll

discuss each approach separately in a later section.

Terms like “strongly typed” and “weakly typed” are also in wide use but their mean-
ing is not clearly defined and are often used to mean certain combinations of language
attributes. They are used to refer to how much implicit type conversion (also known
as “coercion”) is done by the language, or if the it prevents memory-safety bugs (array
bounds checking or use-after-free) or if type checking is done statically or dynami-

cally. It is best to avoid these ambiguous terms.

3.1 Type checking algorithms

The general idea behind type checking algorithms is the following:

1. Parse the source code into an “Abstract Syntax Tree” (AST)

2. Annotate each node in the AST with a “type annotation”

3. Generate constraints: enumerate all the known relations between the types of
the nodes.

4. Use constraint solving to see if the constraints can be satisfied.
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3.2 Static type checking

Programmers make errors. Advanced programming languages should allow the auto-
matic checking of inconsistencies in programs. The most popular of these consistency
checks is called static type checking (or static typing).

We do static checking without any input to the program [12:13]

Static type systems help us detect programming errors even before we could run our
programs. It is not just the simple mistakes (like forgetting to convert a string to a
number) that can be caught by a type checker. A language with a rich set of types
offers the opportunity to encode complex information about structure in terms of types
but it requires attention and willingness from the programmer to make good use of

the language’s facilities.

The strength of static typing is that it guarantees the absence of type
errors in the programs it accepts. The weakness of static typing is that
it rejects some programs that are in fact correct, but too complex to be
recognized as such by the type system used. From this tension follows

the search for more and more expressive type systems [...] [30:3]

Static type systems are “conservative”, meaning that they sometimes reject programs

that actually behave well at run time. For example
if <complex test> then 5 else <type error>

will always be rejected as ill-typed even if <complex test>always evaluates to true,
because static analysis cannot determine that this is the case. [38] For this reason, they
are often criticized as too rigid: static type systems might reject programs that never

produce type errors in practice.

[static typing] consists in detecting a large family of errors: the applica-
tion of operations to objects over which they are not defined [...] This
is achieved by grouping the objects handled by the program into classes:
the types, and by abstractly simulating the execution at the level of types,
following a set of rules called the type system. [30:3]
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Static languages usually don’t allow rebinding a variable to an object of a different
type during run-time. This is what makes static type checking possible (and effective).
[63]

3.2.1 Advantages of static languages

3.2.1.1 Peace of mind

Static type checking provides a basic set of guarantees about our code. We know that
if it compiles, we used the types correctly. This is not a proof of correctness in general
as well-typed programs can easily contain logic errors, bugs that cause the program
to compute incorrect results even though it is a syntactically valid program. Logic
errors are mistakes in the implementation that static typing cannot fix for us but they

can provide us a safety net against a whole class of errors.

A static type checker checks the whole of the program in contrast with a dynamic type
checker that only checks the parts that actually get executed when the program is run-
ning. Especially when changing parts of large programs, static checking makes sure
we don’t break something elsewhere in the code without having to rely on meticulous

testing.

3.2.1.2 A more thoughtful design process

Compiler-imposed constraints on data types encourage rigorous coding
and precise thinking. [41]

When we encounter a static type error we stop and think about the inconsistency we
were about to introduce. That record type is missing a field? Should I pass just an
index instead of the whole list? This function is working with arrays but I was building
a linked list in that other one? Type checker warnings provide useful guidance during
development and greatly reduce debugging time.

Good types lead to better code maintainability and faster failure on bad
code [1]
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3.2.1.3 Performance

Static typing guarantees certain properties and invariants on the data ma-
nipulated by the program; the compiler can take advantage of these se-
mantic guarantees to generate better code [31:1]

To generate efficient machine code, precise knowledge about the size of the data
is required. This can be derived from static type information - memory size and
layout. Languages without static typing cannot be compiled as efficiently, all data

representations must fit a default size. [31]

In general, accurate type information at compile time leads to the ap-
plication of the appropriate operations at run time without the need of

expensive tests. [8:6]

If a language’s type system doesn’t allow casts between incompatible pointer types,
then those can’t point to the same location in memory which in turn guarantees that
load/store operations through those pointers cannot interfere. This allows the com-
piler to do more aggressive instruction scheduling. [31]

Not having static type system information makes it hard to model control
flow in the compiler, which leads to overly conservative optimizers. [15]

Type information is also useful in the optimization of method dispatch in object-
oriented languages. [31]

General method dispatch is an expensive operation, involving a run-time
lookup of the code associated to the method in the object’s method suite,
followed by a costly indirect jump to that code. In a class-based language,
if the actual class to which the object belongs is known at compile-time,
a more efficient direct invocation of the method code can be generated
instead. [31:1]

3.2.1.4 Documentation

“The comment is lying!” - senior programmer
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Source code comments usually get ignored when updating a code segment they refer
to and since they don’t have any meaning in the program, the runtime or the compiler
can’t give any warning about updating them: they “drift” from the code, often stating
the exact opposite of what is implemented.

Types are also useful when reading programs. The type declarations in
procedure headers and module interfaces constitute a form of documen-

tation, giving useful hints about behavior. [38:5]

Type annotations - explicit indications of types - are “living documentation”. They
provide information about the code and since they are verified by the type checker
they cannot drift, they always stay up to date.

Static type systems build ideas that help explain a system and what it
does. [...] They capture information about the inputs and outputs of
various functions and modules. [...] It’s documentation that doesn’t need

to be maintained or even written. [43]

Note that static typing does not imply type annotations. Type-inferred languages (see
“Type inference” later) do not need explicit indications of types in source code but
they still handle types statically and so the documentation aspect of these languages
is still valid because static type information can be used to generate enhanced docu-

mentation.

3.3 Dynamic type checking

Even statically checked languages usually need to perform tests at run
time to achieve safety. [...] The fact that a language is statically checked
does not necessarily mean that execution can proceed entirely blindly.
[8:3]

In dynamically typed languages the types of program constructs don’t have to be
associated with a fixed type. Such languages let us, for example, define functions
that can accept multiple types of values. The exact type of the arguments will only
be known when the program is running and if the types don’t match the operations
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performed on them, they only report that at run-time. Such languages don’t attempt
static checks. In order to maintain type safety (prevent unintended program behavior)
these languages instead perform various dynamic (run-time) checks to make sure that
the data structures of the program stay consistent. Typical runtime checks include

* division-by-zero checks
* array bounds checking,
+ verifying if a downcast is valid or not

* null pointer dereference check

When a dynamic check fails, the language runtime produces a runtime error. It de-
pends on the language if a certain runtime error is recoverable or not: the language
may allow the programmer to write error handling code and resume program execu-
tion after the error was handled. [53]

We need to come to terms with persistency, inconsistency and change
in programming languages. This means that dynamic programming lan-
guages should support the notion of software as living, changing sys-
tems, they should provide support multiple and possibly inconsistent
viewpoints of these systems. Static type systems still have their place,
but they should serve rather than hinder expressiveness. [36:10]

3.3.1 Advantages of dynamic languages

3.3.1.1 Quick and easy to write and read

Dynamic languages have rapid edit-run cycles (there is no upfront compilation before
running the program). In the absence of a pre-runtime type checking phase, these
languages favor prototyping and agile software development where creating proof-of-
concept systems quickly are crucial. The code is free of type annotations and casting

which makes it easier to write and read which can help maintainability.

3.3.1.2 Flexibility

18



A dynamic type system can help write more modular and decoupled code which may
lead to a more flexible design. Dynamic typing encourages “generic code”, code
that is not “tightened down”, free of fixed types that helps to think more abstractly.
Module boundaries (the types, structures, interfaces that each module expects to see
from another one) are not fixed down so it becomes possible to “plug in”” other mod-
ules that may provide the required set of constructs without having to match them
together. Modifying modules to meet interface requirements of other modules can be
done incrementally.

Dynamic languages are more tolerant to change; code refactors tend to
be more localized (they have a smaller area of effect) [17]

4 Type systems in the real world

In this section I’ll introduce type systems concepts from simpler to more advanced
and how they appear in real, popular programming languages. There is a great deal
of difference in how static and dynamic languages make use of types. Some concepts
might make no sense in one context, while others might be used in both so let’s clarify
a few things first.

For static languages, the whole point of having type systems is to help us put con-
straints on parts of our code and have some automated tool (the type checker) verify
that our constraints hold across our program. To make the most of the type checker,
we try to define as much of our program as we can in terms of types. Different
static languages provide different facilities for defining types and connections be-

tween them.

Dynamic languages must know the types of their values to do run-time checks in
order to avoid illegal or undefined operations. In dynamic languages this is done by
attaching a type label to every run-time value.

In the following section, I’1l dive into how certain type systems concept appear in pro-

gramming languages and how we can leverage these facilities to increase correctness
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1n our code.

4.1 No types - most assembly languages

An assembly language is one where there is a strong correspondence between the lan-
guage’s instructions and the instructions of the machine’s instruction set architecture
(ISA). That is, most language constructs have a 1-to-1 mapping to a CPU instruction.
Since there are many types of different CPU ISAs, there are also many different as-
sembly languages. There are some so called typed assembly languages (TAL) mostly
within academic circles, but most assembly languages are said to be untyped.

Even though assembly supports certain basic data types, even arrays, structures and
functions, it is mostly about defining the memory layout of the values. In assembly,
we can’t associate operations with types. In short, there is nothing to type check. This
is the main point of assembly: manipulating data at the lowest level, giving access to
individual bytes to the programmer.

Also, there are assembly languages that were designed to be compiler targets rather
than used by programmers directly. For such languages there is little benefit for com-

plex typing.

Assembly languages are - barring some academic derivatives - untyped. The values
that we can manipulate in the language are just byte sequences. There is no way of
knowing what a register or memory address holds just by looking at the assembly
code. A given bit pattern may have multiple valid interpretations as different types.
A certain system call might expect an 8 byte integer value for printing, but an 8byte
floating-point value can also be interpreted as an integer. Assemblers don’t try to
check for matching types.

4.2 Concrete vs abstract types

Most programming languages differentiate between concrete and abstract types. A
concrete type corresponds to the concept of a “data structure”, a collection of data
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values and the relationships between them. A concrete type in a programming lan-
guage precisely defines the memory layout of the data that objects of that type hold.

Abstract types correspond to the concept of an “abstract data type” (ADTs) which is a
mathematical model of a type. An ADT defines a type by its behavior from the point
of view of its user. [56], [13]

An ADT’s user need not know how the object it represents is imple-
mented [...] In addition to the intellectual leverage for programmers who
can take bigger strides in their thoughts, it provides flexibility in modi-
fying the ADT implementation [13:34]

An abstract type defines behavior. It defines an “interface”, a set of “calls” to which
the objects of that type respond to. It describes how to interact with that object. Ab-
stract types manifest themself in a number of different ways in programming lan-
guages:

* interfaces
* abstract classes

* pure virtual functions

Abstract types are related to but should not be confused with the general concept of

“abstraction”.

4.3 Structural vs Nominal typing

Structural typing is a way of relating types based solely on their members. Structural
typing requires that a type supports a given set of operations. [45]

Duck typing is a loose form of structural typing: the implementation must be provided
at run-time, not necessarily at compile time. There are no explicitly defined interfaces
in the language which makes for terse and concise code as well as minimal coupling
between different modules. Unfortunately, it also hides the dependencies between
classes. [35] The phrase comes from the American poet, James Whitcomb Riley’s
duck test: “if it walks like a duck, and quacks like a duck, then it probably is a duck”.
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In duck typing a statement calling a method on an object does not rely
on the declared type of the object; only that the object, of whatever type,
must supply an implementation of the method called, when called, at
run-time. [53]

Structural typing is in contrast with nominal typing. In the case of a nominally-typed
language, a subtype must explicitly declare itself to be related to the supertype. Nom-
inal is more strict than structural. [68]

4.4 Gradual typing

Gradual typing originates in Siek & Taha’s [25] 2006 paper. The idea is that a lan-
guage should provide static and dynamic typing at the same time with the programmer
controlling the degree of static checking by annotating function parameters with types
[25]. Gradually typed languages usually (but not always) have an interesting property:
an unsound type system, as is the case with TypeScript:

The designers of TypeScript made a conscious decision not to insist on
static soundness. [...] it is possible for a program, even one with abun-
dant type annotations, to pass the TypeScript type checker but to fail at
run-time with a dynamic type error [...] This decision stems from the
widespread usage of TypeScript to ascribe types to existing JavaScript
libraries and codebases, not just code written from scratch in TypeScript.
It is crucial to the usability of the language that it allows for common
patterns in popular APIs, even if that means embracing unsoundness in

specific places [3]

As Bierman et al. [3] put it, it is a valid choice to go with a deliberately unsound
type system in the case of gradually typed languages. This makes it possible to use it
on existing large codebases that might contain possibilities for type errors at runtime
(maybe only in unrealistic scenarios) but that still benefit from the added static type
checking. [67]
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4.4.1 Optional type annotations in Python 3

Even though Python 3 is dynamically typed, the language allows optional “type hints”
which are similar to type declarations in languages like Java. These annotations may
be used together with type checkers like mypy, pyre-check or pytype [46]. The
programmer is free to annotate only parts of the source code. The Python 3 runtime
itself doesn’t type check the type hints. Due to python’s dynamic nature, the following
code will be executed without any type errors in Python 3.5.2:

def f(a: int, b: int) -> str:

return a + b

print (f(IIXII s uyu))
print(£(1, 2))

The programmer has to use one of the external type checkers to make use of type hints.
Running mypy on the above code indeed reports type errors complaining about an
incompatible return type declaration and incompatible argument types when calling
the function with integer values.

In my own experience, on one hand, gradual typing tends to make the programmer
lazy. Omitting type annotations can help finish writing certain parts of the program
faster. The program might even run without error when tested. The problem is that
we likely didn’t cover all the possible execution paths and by “shutting down” the
type checker we made it harder to find the possible inconsistencies in the code. The
program seems to behave correctly but had we defined types properly, we could have
been warned about type errors that will now show themselves later at an unexpected

time.

On the other hand, having the possibility of retrofitting a codebase with static type
checking is always good. Adding some type safety a step at a time to an existing large
code base by providing a smooth transition and thus not blocking development can
provide great value.
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4.5 Type inference

Type reconstruction or informally, type inference is the process of automatically (in-
stead of manually, by the programmer) assigning types to expressions in a program
by examining the operations that are performed on them.

The first statically typed languages were explicitly typed by necessity.
However, type inference algorithms - techniques for looking at source
code with no type declarations at all, and deciding what the types of its

variables are - have existed for many years now [43]

Type inference should not to be confused with dynamic typing. Even though types
may not be visible in the source code in an inferred language, it might check those
types statically (before execution).

The challenge of type inference is not assigning a type to untyped terms in a program,
but rather to find the balance between the most general and most specific type that
could have been declared in the program. [16]

By utilizing type inference, code written in the language can be more concise and
more easily understandable. Having to spell out complex types can be a burden and
can hurt readability and often provide no benefit. Type inference seems to be the
golden mean: making static type checking possible while not enforcing the program-
mer to be explicit about their types.

4.6 Polymorphic typing - “Polymorphism”

A language, where every expression has a single type is called monomorphic. In such
a language there is a distinct identity function of each type: A (x : 7) = even though
the behavior is exactly the same for each choice if 7. Although they all have the same

behavior when executed, each choice requires a different program. [20]

[...] motivated by a simple practical problem (how to avoid writing re-
dundant code), the concept of polymorphism is central to an impressive
variety of seemingly disparate concepts [...] [20:141]
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Polymorphism (poly = many, morph = form) is the concept of having internally dif-
ferent objects that provide the same interface. Even though they implement different
behaviour and have different structure, in some aspect they “look the same” from
the outside and so they can be used interchangeably. It is the programmer’s task
to declare such similarities between different types. Of course it is not only about
declaring similarity; the programmer has to create some structure like implementing
a common method or placing the types in the same hierarchy or wrapping them with
the same structure. The way we do this is by using some sort of polymorphism that
the language at hand provides. The point of the whole thing is to decaler similarity

and interchangeability on the type level so that we can utilize the type checker.

To facilitate code-reuse, most programming languages feature a polymorphic type
system. A polymorphic languages are those of which the type systems allows dif-
ferent data types to be handled in a uniform interface. [47] Stated more simply: in
a polymorphic language, a program fragment may have multiple types. There are

different kinds of polymorphisms, I will look at each of them in more detail below.

4.6.1 Ad-hoc polymorphism - overloading

Ad-hoc polymorphism means polymorphic functions, that is, functions that can be
applied to different types of arguments and the implementation depends on the types
of the arguments. Ad-hoc here means that this is not a feature of the type system
but instead a mechanism that is about using the same name for different (but related)
operations. [57] The typical examples are method or operator overloading in most
OOP languages. Method overloading is the provision of different implementations
depending on the type of arguments the method (function) is called on and this can
happen statically or dynamically. [38]

4.6.2 Subtype polymorphism - Subtyping

Subtype polymorphism or runtime polymorphism is the process of taking a type (the
base type) and defining a more specialised type (the subtype) based on it by extending
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it with functionality or overriding some parts to facilitate code reuse. The subtype is
related to the supertype by the notion of substitutability which means that in a pro-
gram the subtype should be able to be used wherever the supertype is expected. [58]
In most classical object oriented languages subtyping is tied to inheritance in the form
of class hierarchies. Class hierarchies together with method overriding (providing dif-
ferent or extended implementations in child classes) is the primary vehicle of subtype
polymorphism that is made possible by dynamic method dispatch.

Interfaces in OOP languages also implement something like subtype polymorphism:
they provide a common type for types that may not otherwise be related.

4.6.2.1 Difference between subtyping and inheritance

Go is a good example of how subtyping is a different concept from inheritance. In Go,
structs (a collection of related attributes) with methods resemble classes of classical
OOP languages but in Go there isn’t any kind of polymorphism for structs. Struct
types can embed other struct types where the embedder type gains access to the meth-
ods of the embedded type. This provides a limited form of inheritance through com-
position. The embedder type however is not polymorphic with the embedded one (it
doesn’t become a subtype of the embedded one).

In Go, we use interfaces to create subtype relationships. An interface is a set of func-
tion signatures and any type that implements all the functions (“methods’) that an in-
terface declares is said to implicitly implement that interface - also a case of structural
(instead of nominal, as in most OOP languages) subtyping. A type that implements an

interface is considered a subtype of that interface (similarly to most OOP languages).

type Position struct {
X, Y int

type Animal struct {
Position

isAlive bool

26



type Bunny struct {
Animal

type Entity interface {
Pos() Position
Move ()
Die()

func (a *Animal) Pos() Position {

return a.Position

func (a *Animal) Move() {

func (a *Animal) Die() {

a.isAlive = false

func needAnimal (a Animal) {}

func needEntity (e Entity) {}

The above is a short Go code snippet to demonstrate interface-based polymorphism
in the language. It defines 3 struct types: Position, Animal and Bunny and an in-
terface type Entity. Bunny embeds an Animal and thus gains access to its methods
and fields so code reuse is achieved (similar to inheritance). Bunny doesn’t become
a subtype of Animal however which means a Bunny may not be given where an
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Animal is expected. Animal on the other hand does become a subtype of Entity
by implementing all its methods and so it can be used wherever an Entity is expected.
Bunny also becomes a subtype of Entity because it embeds an Animal which itself
is an Entity. Also notice type inference in action, as I didn’t say what’s the type of
someAnimal or bob and yet the type checker correctly infers them:

func main() {
someAnimal := Animal{Position{1,2}, true}

bob := Bunny{someAnimal}

// bob is not an Animal -> type error
//needAnimal (bob)

// however, bob can move
bob.Move ()

// someAnimal %is an Entity

needEntity(&someAnimal)

// bob embeds an Animal which implements Entity
// so bob is an Entity
needEntity(&bob)

4.6.3 Parametric polymorphism

Sometimes called “compile-time polymorphism”, parametric polymorphism means
that concrete types are abstracted away from the implementation and type parameters
(or type arguments) are used instead. This way static type checking can still be done
based on type variables while providing flexibility since they can take on any type
as long as that type is used consistently within the scope of the type parameters. The
simplest use case for parametric polymorphism is implementing generic “container”

types where the emphasis is not on the type of the values in the container but instead on
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their consistent use within the container (generic lists or tuples). The type checker can
aid in enforcing the consistent usage without dictating the exact types of the values.
Type parameters help us encode the notion of composition on the type level.

The Java language (along with C#, Visual Basic and Delphi) calls their implementa-
tion of parametric polymorphism “Generics” and it looks something like this:

LinkedList<String> list = new LinkedList<String>();
list.add("abc");
list.add(new Date());

Here, the LinkedList<T> class is a “generic class” because its definition includes a
type parameter. Each time the class is used, a concrete type has to be used in place
of the type parameter. From that point on, that instance of the class is bound to that
type and there is no need to cast the objects in the list even though their type was not
part of the class definition.

Without a generic class:

LinkedList list = new LinkedList();
list.add("abc");
list.add(new Date());

This LinkedList class is not generic. In Java, all classes inherit from the Object
class so this non-generic linked list treats every one of its items as if it was an Object
instance which means, statically it doesn’t know anything about their specific types,
so only methods and properties of the Object class are accessible on them unless we
explicitly cast the item to a specific type. [29]

In Elm, the same concepts apply but since there are no classes, parametric polymor-
phism can be found on the function level where function arguments have type param-
eters. The following is the type signature of the List . map function that implements
the usual “map” operation (applying the same transformation for each element in a

list) on lists in a generic way:

map : (a -> b) -> List a -> List b
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The lowercase names (only single letters in this case) are type parameters. This sig-
nature says that the map function takes 2 parameters: the transformation function that
takes an a and returns a b and a List of as on which to apply the transformation.
The return type is a List of bs. I find this syntax very elegant. Thanks to the type
parameters, the type checker can verify that the transformer function’s input matches
the input list’s type and its output matches the output list’s type without dictating any
concrete types.

We could map a list of strings to their lengths using the generic List .map function
above:

words = ["type", "systems", "are", "fun"]

wordLengts = List.map String.length words

4.7 Reflection

Many programming languages require compiled programs to manipulate

some amount of type information at run-time [31:4]

Reflection is an umbrella term for programming language features that allow us to
inspect and modify a program while it is running. It is an inherently dynamic process
and so it conflicts with many of the principles of statically typed languages. Most
static programming languages do provide reflection facilities, but with limited support

because it is essentially a way of circumventing the static type system.

Reflection enables the changing of systems without the need to rebuild
or even restart them. This is an important basis for building the dynamic
systems of the future: Mobile, Ubiquitous, Always-On. [36:6]

When used cautiously, reflection can give the programmer power over parts of a
program that would not otherwise be accessible by the runtime like internals of pri-
vate/protected components or 3rd party libraries. However, a totally reflective (dy-
namic) system with “unscoped” reflection suffers from many disadvantages:

* Security: The clients that use reflection can do anything
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« Stability: The effects of reflection are global. One client using reflection affects
the other clients
* Performance: Full reflection is costly.

To solve the above issues, the reflective capabilities of the language must be scoped:

* define when and where reflection should be available
* limit the reflective interface to certain clients
» constrain the effects of reflection

[36]

Reflection can help with serialization (or “marshalling”) of objects when the objects
themselves were originally not designed to support it and it would be too tedious to
prepare a hierarchy of classes for serialization. Debuggers or class browsers can be
created using reflection. Object-relational mappers (ORM) that create object oriented
abstractions of database entities are popular in business software and are another use
case for reflection. Testing frameworks that are based on naming conventions also
depend on reflection to dynamically discover methods which follow a certain naming

pattern.

4.8 Variance

The rules that govern how subtyping between complex types relate to subtyping be-
tween their component types are called variance. Within the type system of a pro-
gramming language, a typing rule can be

* covariant if it preserves the ordering of types (<), which orders types from
more specific to more generic: if A < B, then I<A> < I<B>;

* contravariant if it reverses this ordering: if A < B, then I<B> < I<A>;

* bivariant if both of these apply

[59]
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4.8.1 Function parameter bivariance in TypeScript

TypeScript is a gradually typed superset of the JavaScript language with optional
type annotations and provides a type checker and transpiler for JavaScript programs.
Thanks to its type inference, every valid JavaScript program is also a valid Type-
Script program so it is possible to gradually transform a JavaScript codebase into
a TypeScript one. TypeScript’s static type system is unsound by design to allow
for “backwards compatibility” and an incremental transition from dynamically typed
JavaScript codebases.

One example of unsoundness in TypeScript is “function parameter bivariance”:

When comparing the types of function parameters, assignment succeeds
if either the source parameter is assignable to the target parameter, or
vice versa. This is unsound because a caller might end up being given
a function that takes a more specialized type, but invokes the function
with a less specialized type. [68]

enum EventType {
Mouse,
Keyboard,

+

interface Event {
timestamp: number;

}

interface MyMouseEvent extends Event {
X: number;
y: number;

+

interface MyKeyEvent extends Event {
keyCode: number;

+

function listenEvent(

eventType: EventType,
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handler: (n: Event) => void
) {
VA TN
}
// Unsound, but useful and common
listenEvent (
EventType.Mouse,
(e: MyMouseEvent) => console.log(e.x + "," + e.y)

);

The above snippet is from TypeScript’s official documentation ([68]) and it demon-
strates how an unsound type system might even be desirable in their case to be able to
work with existing JavaScript code. Here, the MyMouseEvent interface is a subtype
of the Event interface. The 1istenEvent function declares its second argument to
be a function that takes an Event and returns nothing. Yet, when called, it accepts
a function that takes a MyMouseEvent, a more specialized type (the compiler flag
strictFunctionTypes must be turned off for this to work). The listenEvent
function can call its handler function with an object of the base type Event, be-
cause that is how it was defined. An Event object will not have an x and y field
so the supplied callback in the example will result in a runtime error in those cases.
TypeScript allows code to be written that can not be proven to work correctly under all
circumstances. Such circumstances might be rare in practice and it allows common

Javascript patterns like the above example.

4.9 Algebraic data types

Algebraic data types are composite types: they are defined as a combination of other
types. There are two main classes of algebraic data types: product types and sum
types. Product types are structures that can hold more than one value in a single struc-
ture at the same time. This is just a fancy name for common and simple programming
language constructs like tuples or records (maps or structs). Product type are not par-
ticularly interesting from a type systems standpoint but sum types very much are. [60]
[42]
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4.9.1 Sum types

To understand sum types (also called tagged unions or variant types), first let’s define
union types. Union types are usually denoted as A | B where A and B are some types.
A union type between two types A and B is simply the union of the two sets of values,
so it may hold any value from either A or B. For example, the union type null | int

can hold null or any integer value. [26]

Sum types are very similar to union types in that they hold a value that must be one

of a fixed set of options.

Only one of the types can be in use at any one time, and a tag field
explicitly indicates which one is in use. It can be thought of as a type
that has several “cases,” each of which should be handled correctly when
that type is manipulated. [61]

Every type in the sum type is accompanied by a label (or tag), hence the name “tagged
union”. This label is a unique identifier for this element of the sum type. A sum type
can also be thought of as an enum, with a payload where that payload is the actual
value that it holds. [26] [50]

[A tagged union is] a union, but each element remembers what set it

came from [26]

As Chad Austin [6] puts it: a sum type is a combination of a tag (like an enum) and a

payload per possibility (like a union). Sum types are a safe generalization of the two:

enum EventType {
CLICK,
PAINT

s

struct ClickEvent {
int x, y;
+s

struct PaintEvent {
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Color color;

};

struct Event {
enum EventType type;
union {
struct ClickEvent click;
struct PaintEvent paint;
+;
};

The above is an example of a sum type implementation in C by Chad Austin[6]. The
EventType enum serves as the tags of the sum type and the union of the ClickEvent
and PaintEvent serve as the payload. A very important weakness of this C code is
that nothing prevents the programmer from accessing the .paint field on a CLICK
event or conversely the . click field on a PAINT event and both would lead to subtle
bugs that the compiler couldn’t warn us about. This is an unsafe implementation of
sum types.

Here is the definition of the same sum type in Elm (an language of the ML family):

type Event
= ClickEvent Int Int

| PaintEvent Color

I especially like the ML syntax because it is intuitive: this must be some event that
can take on certain forms where each form contains different data about the event.

What if the language forced the programmer (with convenient syntax and the use of
its type system) to write code for each possible variant of the sum type and only allow
access to its payload where it makes sense? This is what languages in the ML family

do with their case expressions, a form of so called “pattern matching”:

case event of
ClickEvent x y —>
handleClickEvent x y
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PaintEvent color

handlePaintEvent color

The above Elm snippet is a case expression. The language enforces that these ex-
pressions go through all variants of the used type so the programmer can not for-
get to check some condition. It also makes sure that the x and y coordinates of a
ClickEvent are only accessible within the scope of the ClickEvent. This makes
it a robust base for an error handling model.

The following Elm code shows how the programmer is forced to handle all the possi-
ble types of HTTP errors:

httpErrorToString : Http.Error -> String -> String
httpErrorToString err errorMessagePrefix =
case err of
Http.BadUrl message —>
message
Http.Timeout ->
"Network timeout"
Http.NetworkError ->
"Network error"
Http.BadStatus statusCode —>
String.fromInt statusCode
Http.BadBody response ->

response
Another great use case for sum types is “null-tracking’:

The compiler statically ensures that null values are handled explicitly,
instead of allowing failure at runtime with the equivalent of a null-pointer
exception [26]

The need for null-tracking stems from the ever-present NullPointerException
errors which in turn are the result of Tony Hoare’s famous “billion dollar mistake”

[22] of allowing types to have a “null” value.
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There is nothing wrong with the concept of “nothing” or “no value”, that is a very
useful thing in programming. The problem of null in most imperative languages is
that values may be null without it being obvious from the code and so programmers
can easily forget to check those if (x == null) { ... } cases which lead to

run-time errors.

Sum types are the basis of what some languages call the “Option type” or “Maybe
type’:

type Maybe a
= Just a
| Nothing

The above is the built-in Maybe type of Elm. Notice that it combines parametric
polymorphism with sum types, the lowercase a there represents a type parameter
which may be any concrete type. It is a type that says “I either have some value
of type a or I have Nothing”. The key to this type (and the language) is that the
programmer can not directly access the underlying value. Pattern matching must be
performed and that forces to programmer to also handle the case where it holds a
Nothing (the equivalent of a null value in other languages). Unlike null in most
imperative languages, Nothing is not compatible with other types so it can not be
returned from functions. Functions where the result may be a “no value” must use
a Maybe type as their return type and so the callers of these functions are forced to
explicitly handle the “no value” cases.

In theory, a language that supports Maybe or Option types (parametric sum
types) and enforces explicit handling of the Nothing case is a language where a
NullPointerException is no longer possible. Tony Hoare called the null value
the “billion dollar mistake” because he believes that the amount of man-hours
wasted examining and fixing software bugs related to invalid pointers could already
be translated to losses of that magnitude for the software industry. If we believe
Prof. Hoare’s estimate to be correct, it would make a lot of sense to start using
languages and libraries that are built around the notion of sum types.

When nullable references are replaced by explicit Maybe or Option, you
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no longer have to worry about NullPointerExceptions, NullReference-
Exceptions, and the like. The type system enforces that required values
exist and that optional values are safely pattern-matched before they can
be dereferenced. [6]

The utility of sum types doesn’t end here. These wonderful constructs are a great
tool for implementing error handling which is concerned with the problem of how to

signal to the caller of your function that something went wrong. [10]

Various error handling schemes exist in programming languages, the most basic prob-
ably being “sentinel values”. In the case of “sentinel values”, some values in the range
of the function (as defined by its return type) are interpreted as having a special mean-
ing. This has the advantage of being very simple to implement (from the language’s
point of view). It is also very easy to forget to handle these values - the errors can go
unnoticed.

Values that are considered impossible as a calculation result are repur-
posed as error indicators. [...] Due to a lack of type safety or by faulty or
no type checking, we can accidentally use return values indicating errors
as if they were computation results.

[21]

Then there are exceptions, which are a mechanism based on automatically propagat-
ing some event up the call chain until it is handled explicitly or until it reaches the top
at which point the runtime handles it by issuing some kind of runtime error.

The exception mechanism has its weaknesses too. It makes error handling more im-
plicit (execution may continue at unexpected places), it can be overused to implement
branching logic and handling them is usually not enforced (checked and unchecked
exceptions in Java).

Some languages like Go, allow multiple values to be returned from functions where
one value indicates the error (if any) and the other value holds the result of the com-
putation (if all went fine). However, without sum types and explicit pattern matching
enforced by the type checker, these error values are easy to ignore and forget about
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handling the potential errors. Also, when a Go function returns for example a (string,
error) pair to signal that it may fail, nothing stops the programmer from setting both
values which is a logic error but can not be discovered by the compiler.

A more elegant and bulletproof way of error handling is to use sum types as return
values (sometimes called “Monadic error handling”):

enum Result<T, E> {
0k(T),
Err(E),

}

The above is the definition of Rust’s Result type which is also a parametric sum
type like Maybe in Elm but here two type parameters are used instead of one. The
OK(T) variant is for the case where the given computation succeeds and the result
is valid. The Err (E) variant is for the case where an error needs to be reported. [5]
Since the Err (E) variant of a Result may not be ignored, it is especially useful with
functions that may encounter errors but don’t otherwise return a useful value. Such
is the write_all method defined for I/O types in Rust:

fn write_all(&mut self, bytes: &[u8]) -> Result<(), io::Error>;

Notice how the first type parameter is the “unit type” () which doesn’t hold any value
and so no value will be extracted when pattern-matched but the second type parameter
is an io0::Error so that the cause of the error can still be extracted. [69]

In most imperative languages conditional expressions (if-else statements) can define
any number of branches that are not checked for consistency. Execution enters these
branches based solely on their predicates, boolean valued “functions”. This means
that by mistake, they can overlap or fail to handle all possible cases. In functional
languages, with the help of pattern matching, sum types facilitate a type safe imple-
mentation of conditional expressions. They let us define the branching logic in terms
of a composite type and allow the type system to check whether we covered all the
cases. [37]
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4.10 Ownership

The ownership system is one of the main innovations of the Rust programming lan-
guage, whereby it can statically determine when a memory object is no longer in use.
Through ownership, Rust provides memory safety guarantees at compilation time.

All programs have to manage the way they use a computer’s memory
while running. Some languages have garbage collection that constantly
looks for no longer used memory as the program runs; in other languages,
the programmer must explicitly allocate and free the memory. Rust uses
a third approach: memory is managed through a system of ownership
with a set of rules that the compiler checks at compile time. [64]

Memory safety means that the software never accesses invalid memory. Such invalid
memory accesses could be use-after-free, null pointer dereferencing, using uninitial-
ized memory, double free or buffer overflows [23], all of which are common causes
of severe bugs and vulnerabilities. Automatic memory management is available for
most high level languages in the form of garbage collection (GC), but it might not be a
feasible solution under every circumstance: programs written for embedded systems
with very constrained resources can’t afford to keep allocating memory and wait for a
garbage collector to kick in. Similarly, systems with real-time requirements can’t be
stopped while the garbage collector does its work. In these scenarios the programmer
is often left with the only choice of doing manual memory management and hope for
the best.

The problem with manual memory management is that it puts the burden on the pro-
grammer and deallocating memory at the right time is a difficult problem. Too con-
servative memory management might result in use-after-free types of errors while
being too generous with memory is the source of memory leaks. Garbage collection
solves the problem of safety but it makes the program unpredictable which might
not be affordable in scenarios like real-time systems. [34] Providing memory safety
without sacrificing performance is considered to be one of the next big challenges of
programming language design and rust might have an answer to this problem with its

ownership system.
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Rust’s ownership system is based on a technique called region inference. Region
inference is a memory management discipline. It is a technique for determining when
objects become dead by a static analysis of the program [70]. The ML Kit compiler
(a compiler from Standard ML to assembly) features a so called “region inference
algorithm” which is a static analysis technique to examine the lifetime of dynamically
allocated values in a program that makes it possible to replace garbage collection with
stack-based memory management. [34]

In region inference’s runtime model the store (memory) consists of a stack of re-
gions. At runtime, all values are put into regions. All decisions about where to
allocate and deallocate regions are made statically, by region inference. For every
value-producing expression, region inference decides into which region the value is
to be put. [49] [34]

In some cases, the compiler can prove the absence of memory leaks or
warn about the possibility of memory leaks [34:725]

Aliasing is the situation when a location in memory can be accessed through different
symbolic names in a program. Modifying the data through one name implicitly mod-
ifies the values associated with all aliased names which may not be expected by the
programmer. Such implicit changes during the execution of a program make it very
difficult to understand and reason about. [11] [62] Controlling and statically check-
ing aliasing is the main theme of the ownership system and the so-called “borrow
checker” in Rust. The borrow checker is the component in the Rust compiler that is
responsible for enforcing the rules of the ownership system. The ownership system
is based on the following 3 rules [71]:

* cach value in Rust has a variable that’s called its owner
* there can only be one owner at a time
» when the owner goes out of scope, the value will be dropped

In contrast to C for example, there are no explicit free ()-s and malloc ()-s in Rust
code. Memory is automatically returned once its owner goes out of scope. The lan-
guage handles variable assignments in different ways depending on the types of the
values being assigned. If the size of the value is known statically at compile time,
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then it is stored on the stack of the process’s virtual memory but if it is not known at
compile time, it is stored on the heap. To demonstrate the rules of ownership, let’s
take a look at two simple, very similar examples. Values of String type in Rust
are mutable and have dynamic lengths (in contrast with string literals) so they are
stored on the heap. They are a simple example of structures that have an unknown
size at compile time. Such values are relatively expensive to copy because of heap
management operations so when a String value is assigned to a variable, it is said to
be “moved” instead of copied:

let s1 = String::from("hello");
let s2 = s1;

println! ("{}, world!", s1);

Rust calls it a move because the variable that was previously the owner of this String
value is invalidated as soon as the assignment let s2 = s1; happens and from that

point on accessing s1 is a compile time error:

let s1 = String::from("hello");
-- move occurs because “sl1° has type “String’,
which does not implement the “Copy~ trait

let s2 = s1;

—-- value moved here

println! ("{}, world!", sl1);

~ value borrowed here after move

When a variable that includes data on the heap goes out of scope, the
value will be cleaned up by drop unless the data has been moved to be
owned by another variable [72]

On the other hand, values stored on the stack are relatively cheap to copy so Rust

creates copies of such values when they are assigned to a new variable:

let x 5;
let y

I
"
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println! ("x = {}, y = {}", x, y);

The above code is valid, because x and y are two distinct owners with two distinct
values. The same rules apply for passing a value to a function. It will either move or
copy the value just as assignment does. In case of a move, the ownership of the value
is transferred to the function’s local variable that was declared as its input parameter.
This means that if we don’t also return it from the function (even if it doesn’t modify
it) then we lose the value in the outer scope where we called the function. This is

where references and the concept of “borrowing” come in.

Borrowing is the action of creating a reference. References allow us to refer to a value
without taking ownership of it:

fn calculate_length(s: &String) -> usize {
s.len()
+

Here, the argument is of type &String which is a reference to a String. s inside the
function doesn’t have ownership of what it refers to so even though it goes out of
scope when the function returns, the data it references is not dropped. References are
immutable by default meaning the calculate_length function is not allowed to
modify the value s refers to. To make a reference mutable, we prefix it with the mut
keyword but there can only ever be a single mutable reference to a particular piece of
data at a time. We can have any number of immutable references to data but as soon

as we have mutable reference, having immutable references is not allowed. [72]

These restrictions make it possible for Rust to eliminate data races which are similar

situations to race conditions:

* two or more pointers access the same data at the same time
* at least one of the pointers is being used to write to the data
* there’s no mechanism being used to synchronize access to the data

Data races cause undefined behavior and can be difficult to diagnose and
fix when you’re trying to track them down at runtime; Rust prevents this
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problem from happening because it won’t even compile code with data
races! [72]

The concept of a dangling pointer must be very familiar to C/C++ developers. A
pointer becomes dangling when the object it points to is deallocated but the pointer
itself is not updated. This situation is impossible in Rust thanks to its compile-time
borrowing rules.

Rust’s standard library (a large set of functions that provide interfaces to the OS ker-
nel) is optional, which means it is suitable for writing programs that will run on plat-
forms without operating systems: embedded systems with minimal resources. Just
like C or C++, Rust also gives the programmer fine-grained control on when and how
memory is allocated which helps create programs with predictable performances. [32]

70% of security vulnerabilities that Microsoft fixes and assigns a CVE
(Common Vulnerabilities and Exposures) are due to memory safety is-
sues. This is despite mitigations including intense code review, training,
static analysis, and more. [33]

Development teams at Microsoft started adopting Rust for systems programming
tasks as an alternative to C/C++ to mitigate the huge cost that memory-safety bugs can
bring [33]. Dropbox rewrote their sync engine in Rust [24]. Cloudflare wrote Boring-
Tun, an open source WireGuard VPN implementation in Rust so that it is based on a
solid memory model that matches the needs of a modern cryptography and security-
oriented project [27]. The Oxide Computer Company on their mission to reinvent the
physical server is also betting big on Rust: their software systems (firmware, embed-
ded systems) are almost exclusively written in Rust and they are very pleased with
their results [7].

5 Suggestions for further research

The following topics are closely related to the theme of this work and could be inter-
esting continuations.
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5.1 Dependent types

Dependent types are based on the idea of using scalars or values to more precisely
describe the type of some other value. [53] Dependent types can express for example
that an append function that takes two lists of length m and n should return a list of

length m+n. Similarly, the rules of matrix multiplication can be expressed:

I'F A:matriz(l,m), I' = B : matriz(m, n)
' A X B:matriz(l,n)

Which we read as “if A is an [ x m matrix and B is a m X n matrix, then their product

is an ! X n matrix”.

With dependent types, a large set of logic errors can be ruled out statically. Depen-
dently typed languages are rare and are mostly academic in nature. The most well
known languages that feature dependent typing are Coq, Agda and Idris.

5.2 Linear types

Linear types are the manifestation of Jean-Yves Girard’s “linear logic” in program-
ming languages. It is about modeling resource usage and inferring statically how
many times resources are used; “linearity” in this case means “used exactly once”
which is a useful concept when talking about memory allocation and deallocation.
Walker and Watkins’ paper [51] explores the connection between regions, effects
and linear types. There is ongoing work to extend Haskell with linear types. [73]

5.3 Effect systems

Effect systems aim to model the side effects of computation. Resorting to the defini-
tions of functional programming languages, a “pure function” is a unit of code whose
output depends only on its inputs and doesn’t cause any observable effect besides re-
turning a value. In contrast, an “effectful” or “impure” function is one that can cause
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some observable effect besides its return value: perform I/O or - and this might sound
odd - fail. Failure here means that some runtime mechanism is triggered to handle
some unexpected condition, this is usually implemented as exceptions. A function
that doesn’t terminate (infinite loop or recursion) is also considered effectful. De-
termining such properties of functions and checking their consistent use could help
produce more bug-free software and this is the goal of effect systems. Such features
are not yet found in mainstream languages but Microsoft Research’s Koka language
is an example of a research project in this direction. [14] [74]
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6 Summary

In the first half of my thesis, I looked at type theory to lay down the fundamentals
of type systems. Then I talked about what it means for a language to be type safe or
“sound” and then examined the two main types of type checking languages perform to
achieve it: static and dynamic checking. In the second half, I examined a list of type
systems concepts from simpler to more advanced, illustrated them with examples of
common programming languages and talked about their importance and potential to
increase the quality of software produced by the industry.

From the various type systems features I discussed above, the ones that I find the most
important are:

+ gradual typing
¢ sum types

* Rust’s ownership system

Gradual typing for its potential to help existing large codebases slowly transition to
static type checking, sum types for their ability to elegantly express and model un-
certainty, their excellent fit for implementing robust error handling and their role in
eliminating runtime errors and finally Rust’s ownership system for its potential to
bring static memory safety closer to the mainstream and provide an alternative to

low-level but unsafe systems programming languages.

Part of my goal was to gather evidence that shows that static typing is superior to
dynamic typing for large scale software development. I am still convinced that a
statically typed language is a better tool for writing correct, high quality software
but I am surprised by the lack of evidence that can support this claim. In fact, all the
studies I could find conclude that there is no objective, measurable difference between
the quality of software produced with dynamically or statically typed languages [40].
This suggests that it is a matter of personal taste if someone feels more productive
or confident with one or the other. However, many dynamic languages seem to be
adding support for some form of gradual typing, this suggests a dissatisfaction with
dynamic typing.
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In my view - which might change in the future - dynamic languages do have their
place which is small-scale sofware development, typically small utilities, automation
scripts or proof-of-concept software that are not expected to grow much (if only we
could know...). The small size usually means a smaller “input space”, less execution
paths and less things in which a static type system would show its real value and
on the other hand, being free from type constraints means we can get usable results
more quickly. Dynamic languages also offer a low barrier to entry for people new to

programming which is also a crucial role to fill.
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7 Osszefoglalo

Szakdolgozatom els6 felében attekintettem a tipuselméletet, hogy lefektessem a ti-
pusrendszerek alapjait. Ezt kdvetden bemutattam, mit jelent a tipusbiztossag illetve a
tipusellendrzés két £0 fajtajat, a statikus és dinamikus tipusellenérzést. A dolgozat ma-
sodik felében megvizsgéaltam szamos tipusrendszer fogalmat az egyszeriibbtdl a kifi-
nomultabbig, ismert nyelvek kodrészletein keresztiil bemutattam ezeket és kitértem
a fontossagukra és szerepiikre a szoftvermindség tekintetében.

A kiilonb6z0 tipusrendszer koncepciok koziil a kovetkezoket tartom legfontosabbak:

+ gradualis tipusossag
* algebrai tipusok
* a Rust nyelv ownership rendszere

A gradudlis tipusossagot, mert kivald eszkoze lehet a nagy, dinamikus nyelven
irodott kodbazisok fokozatos statikus ellendrzésre valod atvezetésének, az algebrai
tipusokat, mert elegansan kifejezhetdé és modellezhetd veliik a bizonytalansag, jol
alkalmazhatéak robusztus hibakezelés megvaldsitasara illetve komoly szerepet tol-
tenek be a futdsidejii hibak elimindldsédban és végezetiil a Rust ownership rendszerét
a statikus memoriakezelésében rejlé potencialért és mert remek alternativat kinal az

alacsony szintii de nem biztonsagos rendszerprogramozo nyelvekre.

Dolgozatom egyik célja az volt, hogy alatdmasszam, a statikus nyelvek alka-
Imasabbak nagy szoftverek fejlesztésére, mint a dinamikus nyelvek. Tovabbra is
meggy6zodésem, hogy a statikus nyelvek jobb eszk6zok helyes, magas mindségii
szoftverek készitésére, am meglep, hogy ezt kutatasok nem tamasztjak ala. Az
altalam vizsgalt kutatasok koziil egy sem talalt objektiv, mérhetd kiilonbséget a
dinamikus és a statikus nyelveken irt szoftverek kdzott a mindség vagy a fejlesztés
sebessége tekintetében [40]. Ez arra enged kovetkeztetni, hogy pusztan személyes
preferencia kérdése, hogy ki mely irdnyzatot kovetve érzi produktivabbnak magat.
Ugyanakkor szdmos dinamikus nyelvhez késziilnek gradualis tipusokat felvonultato
variansok és statikus tipusellendrzok, ezek elszaporodasa a dinamikus nyelvek

hianyossagaira utalnak.
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Sajat véleményem - ami kdnnyen valtozhat a jovében -, hogy a dinamikus nyelveknek
is megvan a helytik, leginkabb a kis tamogato szoftverek, automatizal6 scriptek vagy
kisérleti jellegli szoftverek fejlesztésében, amelyek varhatéan nem nének nagyobbra
egy bizonyos szintnél (bar tudnank ezt eldre...). A kis méret altalaban kis “input
teret” is jelent, ez kevesebb lehetséges végrehajtasi utat, vagyis kisebb a statikus ti-
pusellendrzés hozzaadott értéke, viszont a laza tipuskezelés altal hamarabb juthatunk
hasznélhat6 eredményhez. Ezen kiviil a dinamikus nyelvek egy alacsony belépési
korlatot adnak azoknak, akik még csak ismerkednek a programozassal, ez pedig egy

rendkiviil fontos szerep.
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