MEB 2025 - 23" |INTERNATIONAL CONFERENCE ON
MANAGEMENT,ENTERPRISE AND BENCHMARKING

4 April 2025 at OBUDA UNIVERSITY, BUDAPEST, HUNGARY

Honorary Chair
Levente Kovacs

General Chair
Andrés Keszthelyi
Péter Szikora

Honorary Committee
Anna Francsovics

Gyorgy Kadocsa

Antal Szab6

Ménika Garai-Fodor

Agnes Csiszarik-Kocsir

Janos Varga

Orsolya Szigeti

Scientific Committee
Sanela Arsic¢

Daniela Becks

Kreshnik Bello

Aurela Braholli

Zsuzsanna Deak

Kornélia Lazanyi

Katarina Haviernikova

Esmeralda Kadéna

Péter Karacsony @

Jozsef Fogarasi
Edmund Lorencowicz
Jana Masarova

Ani Mbrica

Pal Michelberger
Ivan Mihajlovi¢
Marija Pani¢

Pascal Ricordel

Elona Shehu

Istvan Takacs

Katalin Takacs-Gyorgy
Andrea Tick

Danijela Voza
Organising Committee
P&l Fehér-Polgar
Gabor Gyarmati
Ferenc Katona

Viktor Nagy

Csilla Mizser

Noémi Piricz

Réka Saary

Gy6z8 Szilagyi

Conference Secretary
Timea Ed6cs

: —
ailnes umBa@kglcuni-obudahi Organized and sponsored by In cooperation with

Keleti Karoly Faculty of ERENET network
K<)>| Business and Management A
Obuda Univsersity, Hungary lerenet J

OBUDA UNIVERSITY  YEAR OF JUBILEES

TRADITION AND INNOVATION



MEB & 23 International Conference on Management, Enterprise,
Benchmarking. Proceedingsl. (MEB 2025) (pdf)

ISBN 978963449-384-6
editedbySzi kora P®ter, Keszthelyi Andr §s

Cbuda University

Keleti K§ r oFacylty of Business and Management

Budapest, MMXXV

éE KON OBUDA UNIVERSITY
KELETI KAROLY FACULTY OF BUSINESS
AND MANAGEMENT



Table of Contents

The position of European countries regarding opportunities for Industrial
Symbiosis: A comparative analysis  employing multcriteria
decisionmaking t00IS..........oooi i ieeer e 5

Anlel ka Stojanovil ,Ilsidora Milogevil, Kat
Al mudena MufYfoz Puche

Case Studies of Cybersecurity Implementation in Leading Digital Payment
PIAtTOIMS <. eeenb bbb e e et e e e e e e e eeer e e e ee e 17

Zheng Shuyu, Andrea Tick

Technical risks and social trust in the adoption of selflriving vehicles: an
analysis of safety challenges and cyber threats.............cccoeeeiiiiicceciieeennnn. 37

P®t er Szi kor a

Globalization of European Union countries in the context of global turbulence
and geopolitical shift in the 2020S.........ccooviiiiiiiiii e 50

lwona Pawlas

Literature Review on Access toFinance and Support Networks in the
Devel opment of Womendés Ent.r.epr.enédlrship in Kosc

Fatos Turkaj, Ermira Qosja

Developing a Model for an Integrated Tourism Product: A Critical Analysis of
Approaches and Territorial Perspectives........cccoveveevviiiievieeee e, 13

Nevila ¢inaj, Ermira Qosj a

Cybersecurity Policy for a Sustainable Circular Bioeconomy:
AN OVEIVIEW ...ttt oottt e e e bbb bbb e b e e e e e enaannnes 86

Maria Lourdes Ordofez OIlivo, Lourdes Ruiz Sal

From Desire to Loyalty: Building Destination Loyalty through the Example of
TR T S VAR S AP P PTUPPRPPPPPPP 101

Langern® Varga Zs-fia

Physiological and Neurological Factors in Virtual Reality: A SurveyBased
ANBIYSIS. ..ttt e et e e e e e e e e e e e e nna e e e e e as 123

D8ni el Frankl

Rethinking Cybersecurity: How Serverless Architecture Redefines Risk
MaANAGEMENL ...ttt e e e e e e e eeaeee s 141

Azar Mamiyev






The position of European countries regarding
opportunities for Industrial Symbiosis: A
comparative analysis employing multicriteria
decisionmaking tools

AnlLel ka Stojanovi l

University of Belgrade TechnicalFacultyin Bor, Serbia,
anstojanovic@tfbor.bg.ac.rs

-

|l sidora Milogevil

University of Belgrade,TechnicalFacultyin Bor, Serbia,
imilosevic@tfbor.bg.ac.rs

Katerina ShapkovaKocevska

Ss. Cyril and Methodius University in Skopje, lustinianus Primus Faculty of Law,
North Macedoniak.shapkova@pf.ukim.edu.mk

AlmudenaMu 9 dPuche

Technological Centre of Furniture and Wood of the Region of Murcia, Spain,
a.munoz@cetem.es

Abstract: The Circular Economyis recognizedas a significant model of sustainable
developmenthat enableswastereduction, more efficient use of resourcesand climate
neutrality. Consideringthat the estimatesindicate that the planet Earth's resourcesand

biodiversityare expiring,the EuropeanUnioninvestsconstaneffortsto fosterthetransition

towardsregenerativebusinessnodelsand createopportunitiesfor consumptiorwithin the

planetary boundaries. Production industries are identified as particularly significant
resourceconsumersT herefore specialattentionis directedto thefeasibilityof collaborative
businessmodelsand the application of digital technologiesto addressresourcedepletion
and negativeenvironmentalimpacts. The conceptof the Circular Economyhas become
crucial in global effortsto reducetheecologicalfootprintandtransitionto a greeneconomy,
especially through the conceptof Industrial Symbiosis.Through Industrial Symbiosis,



companiedrom differentsectorscombinetheir wasteand by-products,consideringthemas
raw materials, thus optimizing energy consumption, decreasing primary resource
consumptiorandreducingharmfulgasemissionsAlthoughthe EU's effortsare evidentand
clear targets have beenestablishedthrough the EuropeanGreenDeal, it is essentialto
monitor and analyzeregional resultsfor Europeancountriesto effectivelydeveloptheir
potential, definestrategiesand implementplansthat transformmaterial consumptiorand
environmentaimpact modalities. Therefore,understandinghe material and value chains
andprocessess crucial to reachingthe potentialand establishingadequatdrameworksto
facilitate theimplementatiorof Industrial Symbiosisln this sensethis studyaimsto analyze
the potential of Industrial Symbiosisn EU countries.Multi-criteria decisionmakingtools
have beenusedfor this purpose.The data usedin the analysiswere obtainedfrom the
EurostatdatabaseTheresultshighlight a significantdivide betweerEU memberstatesin
termsof opportunitiesand eagerness implementndustrial SymbiosisT heresultsindicate
the needto focusattentionon targetedpoliciesto strengtherinstitutionsand companiego
analyzetheapplicability of collaborativebusinessnodelsandintegratelndustrial Symbiosis
atlocal, regional,andglobal levels.

Keywords Industrial Symbiosis; European countries; comparative analysis; +oritéria
decisionmaking

1 Introduction

Fifteenyearsafterthe EuropeanCommissiorreleasedhe First Circular Economy
Action Plan,EU countrieshavebeenintegratingenvironmentatoncernsnto their
policiesandplanning[1]. Specialattentionis paid to wastemanagementhrough
EU documentandrecommendationgiowever,manycountrieshaveonly recently
integratedindustrial Symbiosis (1S) into their wastemanagemenplans. IS is a
businessnodelin whichtraditionallyseparaténdustriescollaborateto optimisethe
use of materialsand energy. Thus, the networksof crosssectorindustriesand
companieshave beencreatedin orderto achievejoint economic,ecologicaland
technicabenefits.This Circular Economybusinessnodelprimarily aimsto reduce
wasteby extendingvalue chainsfor wasteand by-products.The driving force is
undoubtedlythe economicbenefit derived from extendingthe material cycle by
sendingwaste to anotherindustry and reducing waste disposal costs with an
economicgain. Networksbuilt throughlS go beyondtraditional supply chainsin
the senseof chainswithin oneindustry,sectoror countryand along thosehains.
Companiesindustriesandsectorsarereassessinthe quantities typesandstreams
of wasteandby-productsto assess whether there are opportunities for appbying
new businesslS model. The application of IS can significantly contribute to
reducing the consumptionof raw materials, increasingenergy utilisation and
minimising wastedisposal2].

The promotion of IS in the EU aligns with broader sustainability objectives such as
climate change mitigation, improved resource efficiency,and the transition towards



a lowcarbon economy. As countries seek innovative approaches to address
environmental challenges, IS provides a practical and effective way to achieve
multiple sustainability goals simultaneously. By establishing stronger connections
between industries, SI fosters collaboration that can unlock new business
opportunities, reduce reliance on virgin materials and improve waste valorisation.
Moreover, IS is increasingly recognised as a key enabler for achieving the
objectives set out in the European Green Pg@moting circular value chains and
decoupling economic growth from resource consumption.

Two literature gaps related to IS have been identified. First, it is generally accepted
that IS business models must be highly adapted to the specific needs of the
environment, therefore, a vast amount of literature deals with case studies related to
specfic products or companies (micro level), guarks (meso level) or regions,
counties (macro level) {3]. However, comparative studies would help evaluate the
potential of specific countries to implement IS within and across borders.

Second, a set of comparable indicators must be established to measure and monitor
the potential and progress in IS implementation. Considering the scope and diversity
of IS systems, a unique set of indicators, especially those related to entire countries,
has not yet been found in the literatubeveloping these indicators is essential for
policymakers, industry stakeholders, and researchers to track IS progress, assess
environmental and economic outcomes, and identify best practices that can be
replicated across different regions. By creating consistent evaluation criteria,
countries can better measure their progress in achieving IS goals and identify areas
requiring further support or innovation.

The paper aims to analyze the potential of Industrial Symbiosis in EU countries. For
this type of research, the need for uniformly collected and mutually comparable
indicators is additionally expressed. Databases managed by certain international
organizatbns can be a fruitful source for such research. In this sense, the data in this
research were obtained from the Eurostat database and used to compare EU member
states.

The methodology used in the paper is a hybrid CRIT@PSIS, where CRITIC
(CRiteria Importance Through Interiteria Correlation) was used to determine the
objective weights of the criteria, while TOPSIS (Technique for Order of Preference
by Similarity toldeal Solution) was used to determine the order of EU countries
based on their IS potential.

The importanceof sucha study is reflectedin the analysisof the potential of
neighbouringcountriesthat have diversified productionto establishlS networks,
especiallydueto thefactthatthe EU marketis viewedasa singleone.Theresults
of this study can be crucial for discoveringthe factorsthat can contributeto or
hinderthe successfuimplementatiorof IS in certaincountries.The analysisof the
results looks back at the comprehensivechallengesthat may arise, such as
geographicabnd logistical challengesspecific industriesand materialneeds,as
well aslevelsof industrydevelopment.



2 Literature review

2.1 Identifying the methodsfor analyzing IS potentials

In the literature, one cannot find a large number of works that deal with Industrial
Symbiosis (IS) using methods for comparison in an international context. Works
connecting IS and MCDNMulti-Criteria DecisiorMaking) deal with the assessment
and selection of the optimal scenario in specific industries [6}jrehgstrial parks

[7], facilitating frameworks for specific countries [8,9].

Sonel et al. (2022) use MCDM to analyze and compare the factors that affect
adopting IS using ANPAnalytic NetworkProces$ by creating a network of groups

of factors and sufactors to evaluate environmental, economic, institutional and
legal factors. The results indicate the greatest importance of the environmental
factor, and the most significant stdctor within it is evironmental awareness [10].
Chrysikopoulos et al. (2024) analyzed critical factors for the success of IS
implementation and, using the DEMATEDé€cisionMaking andTrial Evaluation
Laboratory method, determined that leadership and technology most saymtiy
influence IS and are the driving forces behind all other factors [11].

In one of the more recent works, which is close to IS due to waste management,
Sharma et al. (2025) assessed the potential for improving the sustainability of waste
management practices. The authors used #IOPSIS approach to deal with the
issue of wate collection and segregation strategies as a way to foster a circular
economy and achieve material savings [12].

A bit more research in terms of comparative research is found in works dealing with
the Circular Economy [13]. ¥zkaya (2024) perfor
countries focusing on the Circular Economy, considering Sustainable Development
Goals. He emloyed several hybrid methods, the CRITBased MAUT (Multi
Attribute Utility Theory) and COPRAS (COmplex PRoportionals&Ssment14].

Kaya et al. (2023) analyzed the circular economy in terms of social factors in EU
countries. The conclusions of thisgea indicate the clustering of EU countries and
propose aeliable decision support system for the evaluation of EU countries. This
complex analysis was performed using the integrated CRITIC and MEREC
(MEthod basedon the Removal Effects of Criteridd methods to determine the
weights of the criteria, while the MARCOS®/¢éasuremenbf Alternativesand
Rankingaccordingto the CompromiseSolutior) method was used for clustering
[15]. Candan et al. (2024) assessed the social circular economy performance of EU
countries using the perspective of sustainable developmerdvaluating the
positions with the fuzzy VIKOR method [16].



2.2 Identifying the evaluation criteria for IS potentials

This research uses quantitative indicators, which allow comparisons of EU
countries. Quantitative indicators that can illuminate the potential of IS can be found
in the Eurostat databas@neindicatorof IS potentialis theresourcébase thatis,

the amount of waste of individual materialsthat could be available for IS.
Quantitative measures can also express the amount of waste that is already recycled
or used as raw material in other industrial processes, thus assessing the level reached
by individual countries in this segment. Effective use of resources implies
quantitative monitoring of the need for raw materials in order to see the
consumption of primary and increase the use of secondary raw materials. Therefore,
the material footprint is related the pressure that the final consumption of the state
causes on the environment [17].

It is also possible to estimate the economic value of recycled materials that can be
used in new processes. In this way, it is possible to identify economically profitable
opportunities for IS. Trade in materials that can be recycled and whose lifexycle i
extended in this way fosters economic growth while at the same time affecting the
reduction of the environmental burden.

The quantification of greenhouse gas emissions indicators is crucial for the
assessment of emission reduction and the evaluation of the effectiveness of policies
and goals aimed at emission reduction.

Planetary boundaries represent limits that must not be crossed in order to preserve
the stability of the Earth's ecosystem [18]. Their measurement is linked to the
consumption footprint and measures the environmental impact of EU members. For
each categoryplanetary boundaries represent the ratio of the absolute value divided
by the planetary boundary per capita [18¢cordingto this, the setof indicators

usedto assesghe potentialof IS is presentedn Tablel.



Label | Indicator Measure
C1 | Circular material use rate Percentage
C2 | Trade in recyclable raw materialenports intraEU27 | Thousand euro
c3 Eﬁ;e in recyclable raw materialenports extra Thousand euro
ca Erljig?e in recyclable raw materialExports extra Thousand euro
C5 | Waste generation per capita Kilograms per capita
C6 | Material footprint Tonnes per capita
Greenhouse gases emissions from production . .
Cc7 o Kilograms per capita
activities
C8 | Consumption footprintAcidification Planetary Boundary
C9 | Consumption footprirtClimate change Planetary Boundary
C10 | Consumption footprirtResource use, fossil Planetary Boundary
ci1 gcértzlémptlon footprint Resource use, minerals and Planetary Boundary
C12 | Consumption footpririWater use Planetary Boundary

Table 1
IS indicators (Eurostat)

3 Methodology

Given the large number of IS indicators and the fact that some of them have
opposing effects, a simple assessment of IS potential is not possiblsel€ébed
indicators are used to monitor IS potential in different segments, and at the same
time, a unique ranking list that provides insight into the positions of individual EU
states must be obtained.

In order to effectively assess the potential of each country, a hybrid evaluation
method combining CRITIC and TOPSIS was developed. In deemiaking
problems that contain many criteria and possible solutions, managers often struggle
to determine the refiwe importance of specific criteria, and even if they can, the
results are biased by their subjectivity and can lead to distorted results. However,
there are ways to address the limitations of the subjective assessment of weighting
coefficients. The CRITC methodology was proposed by Diakoulaki et al. (1995)
for the objective determination of the criteria weight, which is based on the study
of the decision matrix and the expression of the conflict and the intensity of the
contrast contained in it [20].

For the selection and ranking of alternatives, Hwang and Yoon developed TOPSIS
[21]. This method is intensively used in research and has experienced many
extensions and hybrid models. Mainly because it also includes criteria weights, it
represents a basfer combining various objective and subjective methods for

determining the importance of criteria in decision models [22,23]. In research on
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the Circular Economy and waste management, TOPSIS was used to assess barriers
to implementing waste management strategies [12] and analyze barriers in the
Circular Economy [24].

The hybrid CRITIGTOPSIS methodology can also be found in the literature in
various segments. It was used, among other things, in the research of material
selection [22], stakeholder assessment [25], financial performance assessment [26],
and software redibility [27]. A methods flow chart was created to present the
process of obtaining results and clarifying the methodology, presented in Figure 1.
Detailed methodology with mathematical procedures used for the calculation can
be found in the works of [20,1228,29].

Identification of Industrial Symbiosis
indicators

A J

Creating a Decision Matrix

CRITIC method TOPSIS method
-for determining criteria weights- -for ranking the EU countries-
[ Decision matrix normalization =t > Decision matrix normalization |
v [ A
. . e Weighting of the normalized
[ Calculating the standard deviation | b = -
matrix
v . Y
Calculating the correlation /' Determining the positive and
coefficients negative ideal solution /
: : ] Y -
( Calculating the conflict of Calculating the distances between
indicators | alternatives and the best |
A J and worst solutions.
Calculating the information \ . ¥
_cmucnl Determining thy

\J coeffic

Objective weights | — Y

Ranking of EU countries

Figure 1
Metodsflow chart[29]

4 Results

The initial decision matrix comprised12 criteria outlined in Table 1 and 27
alternativesconsisting of EU member states. Utilising the CRITIC method,
indicator weights were determinedusing an objective approachbasedon the
informationcontainedn the collecteddata.The datawasgatheredy employinga
representativeyear in which the data setis complete,as some indicators are
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collectedannuallywhile othersaregatherediennially. Theresultsindicatethatthe
biggestcontributionto therankingis theindicatorof Circularmaterialuserate.The
TOPSISapproactwasusedto rankEU countrieshasedbn 12 proposectriteria,and
theobtainedresultsarepresentedn Table2.

Rank | Country Rank | Country Rank | Country
1 Germany 10 Greece 19 Lithuania
2 Belgium 11 Denmark | 20 Slovenia
3 Netherlands 12 Slovakia | 21 Austria
4 Italy 13 Croatia 22 Sweden
5 Spain 14 Czechia | 23 Estonia
6 France 15 Latvia 24 Romania
7 Malta 16 Hungary | 25 Luxembourg
8 Poland 17 Ireland 26 Bulgaria
9 Portugal 18 Cyprus 27 Finland
Table 2

Rank of EU countries (own research)

Basedon their distancefrom the ideal solution, the resultsindicatethat Germany
hasbeenassessedshavingthe highestlS potential,followed by Belgiumandthe
Netherlands.

Discussion and conclusion

Industrial Symbiosis (IS) is a business model focused on retaining the added value
of products as long as possible and eliminating waste simultaneously. This is
achieved by monitoring and analyzing business processes within but also beyond
production procsses. Many institutions and policies support IS through support for
the Circular Economy. The IS business model is entirely in line with the Sustainable
Development Goals (SDGs), especially SDG 12. SDG 12 aims to improve resource
management by reducing wasincreasing recycling and promoting sustainable
production practices. Planning operations following IS needs enables the
identification of key areas in which it is possible to minimize waste generation,
improve resource efficiency and implement sustaslimdusiness practices, which
leads to numerous positive effects.

Nevertheless, the transformation of companies towards IS is complex and faces
numerous challenges [24]. This work is based on the assumption that some EU
countries are better prepared and have greater potential for IS implementation. The
results indicate hiat the German economy has the greatest potential for IS
implementation based on the analyzed criteria. Namely, when evaluating the current
level of IS implementation, Denmark, as the cradle of this type of company
integration, is still ahead of its counparts. The Danish government, seeing the
benefits that come from IS, has strongly supported initiativesthie circular
economy [30]. Also, the Netherlands is stated as one of the leading countries in this

12



segment, particularly highlighting geographical positions and importance in global
logistics as an advantage in IS implementation [31].

However, when it comes to potential, Germany has the greatest potential due to the
fact that it has a developed industrial base and is one of the leading industries of the
EU. Large industrial systems produce large amounts of waste godhycts that
canbe used in other industrie&lso, developednfrastructureallowsfor easytrade

and transportof thesematerials.The Netherlands is also at the top of the list,
primarily because of its good geographical position and developed transport
infrastructurewhich contributes to the efficient distribution of resources [31,32].

The position of the last ranked country in this research,Finland, can not be

overlooked.Although Finland is recognisedas a leaderin many environmental
aspectsseveralshortcomingscan be identified in the specific contextindicators
relatedto its contributionto IS. First of all, the Finnish industry has developed
specificbranchessuchaspaperandforestry,andtechnologiethatdo not createa

wide rangeof by-productsthathavenot alreadybeenrecycled,so their capacities
for synergyarelimited. Secondly,in rankingresults,countrieswith a favourable
geographicadppeabccupyahighrank,andfor Finland,geographicaandlogistical

challengesanbe consideredsa big drawbackfor IS.

Overall,the study'sresultsindicatethattherearedifferencesbetweerEU countries

in termsof their potentialfor IS implementationWhen looking at the results, one
cannot see the traditional divisions of east and west or north and south, but rather
the connection with the strength and extent of the industrial development of a
country, as well as with the estimated institutional suppbherefore, further
progress in IS implementation is closely tied to the economic level and the level of
development of industrial sectors, as well as infrastructure. Incentives toward IS can
additionally help improve economic conditions, create new mtd improve the
general environmental and social situation. The institutional and European support
for waste reduction and resource efficiency that helps companies in IS endeavours
should not be left out. In future research, it is necessary to exaneimenkitions

in which IS is most fruitfully developed and to adapt the IS model for
implementation in the lagging areas.

The most significant limitation of this research lies in the lack of consistent data for
European countries that are not EU members. This gap is particularly important,
given that certain conclusions suggest that in more advanced countries, particularly
in industries, greater attention is devoted to IS. However, this does not imply that
less is produced in less developed countries, as their potential for IS may be more
pronounced.
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Abstract This studyexploresthe impactof cybersecurityon digital paymentsspecifically
examining how cyberattacksaffect these systems. Using a case study approach and
analyzingexistingcybersecurityeportsandacademiaesearchthe studyrevealsthat while
platformslike Alibaba and Revolutemployrobust security measuredike encryptionand
accessontrol, theystill struggleto effectivelycountercyberthreats.Theresearchhighlights
thecrucial role of bothtechnologicakolutionsandongoingusereducationin strengthening
digital paymensecurity.Thesdindingsofferinsightsinto digital paymenplatformsseeking
to improvetheir cybersecuritystrategiesanduserengagemerto ensuretransactionsecurity
andreliability. However therelianceon publicly availabledataandliterature maylimit the
study'sscope asit maynot capturethe full rangeof unpublishedcybersecuritychallenges
facedby theseplatforms.

Keywords Alibaba, Cyberattacks,CybersecurityStrategies,Digital Payment, Revolut,
NetworkSecurity, UserBehavior

1 Introduction

Digital paymentshave becomea crucial componentof internationaleconomic
activity in the currentera of fast digitalization, considerablyimproving people's
daily lives. Thetrendtowarddigitalizationandtheusageof theinternethasresulted
in significantchanges$o howtheglobaleconomyruns.Theintroductionof adiverse
setof financial technology(FinTech)applicationsallows usersto go beyondthe
traditional cashbased payment method [1]. Digital paymentsare becoming
increasinglycommonin people'sdaily lives. Theserapid advancementin the
financial sectorresultedin the invention of numerousdigital paymentsystems,
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whichenablegpayersandpayeedo sendandreceivemoneyusingdigital apps.Thus,
thepaymensystemis rapidly transitioningfrom coin-basedandpaperbasednoney
to digital forms of paymentghatareconvenientgquick, andcosteffective[2].

However,worriesaboutthis paymentmethod'ssecurityaregrowing alongwith its
popularity. Cyber attackersconstantly searchfor ways to breachthe security
defensesf digital paymentystemsn orderto obtain,alter,or evendestroycrucial
data,posingaserioughreatto personaprivacyandpropertysecurity.Thesetactics
include malware ransomwarephishingattacks,and more sophisticategersistent
threatq3] Thesesecurityriskscanjeopardizehe stability of theworld economyin
additionto underminingusersconfidencein digital paymentsystems.

The majority of cyberattacksare automatedand aim to exploit commonfaults
ratherthan specific websitesor enterpriseslt is a fallacy to assumethat cyber
attackersdo not careaboutyou. Every personwho usesthe internetneedscyber
security.Ensuringsecurepaymentis a crucial part of cybersecurityfor any firm

thatacceptslectronicpaymentsor transaction$4].

Digital paymentsutilize a network of interconnectedsystemsthat ensurethat

transactionsrreexecutedswiftly. Cybersecuritys thecoremagnetholdingall these
systemgogetherand ensuringthat all thesesystemsperformtheir dutieswithout

harm or malfunction.Figure 1 depictshow cyber securityactsasthe centerpiece
connectingall thetechniquesisedin the protectionof digital payments.

APPLICATION
DISASTER
DISASTER INFORMATION
CYBER SECURITY
END USER IN DIGITAL NETWORK
EDUCATION PAYMENTS
OPERATIONAL
ACCESS CONTROL
ENCRYPTION
Figurel.

A schematic diagram of the techniquaployedby cyber security as protective tools to curb the surge

of internal and external cybercrimigg
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Cybersecurityis usedto completeone or more successfutransfersand prohibit
undesiredattacksthat may or canhappen A few key figuresin digital payments
their platforms,andthe waysin which they havealteredthe overall landscapef
retail will be focused o1j6].

Thepurposeof this studyis to exploretheimpactof cybersecurityincidentson the

securityof digital paymentystemsusertrustandwillingnessto use,aswell asthe

effectof differentcybersecuritymeasuresn enhancingisertrustandthe stability

of paymentplatforms. In order to determinethe most effective cybersecurity
strategies and measuresin the current, constantly evolving cyber threat
environmentthe studyfocuseson analyzingwhich typesof cybersecurityncidents
have the greatestimpact on digital paymentsand how different cybersecurity
strategieshapeuserstrustin digital paymentplatforms.

The coreresearchguestionposedin this study includesaimsto understandvhat

cybersecuritystrategiesand measurefiavebeenimplementedby digital payment
platforms.It looks at how effectivethesemeasuregrein mitigating cyberthreats
and also understanithg how cybersecurityincidents affected digital payment
transactionvolumesanduserbehavior.This studyproposeghefollowing research
probe:

RP: Userswith a high level of cybersecurityawarenessre morelikely to adopt
digital paymentmethods howeverthey are still mostlikely to be the susceptible
oneto cyberattackd7].

Someof the mostprevalentdigital paymentshat are susceptibleo cyberattacks
include,butarenotlimited to:

BankTransfer

E-Wallet: Apple Pay
ContactlespaymentsNFC

Mobile POS

QRcodes
BiometricauthenticationFingerprint,
Wire Transfer

P2P

Direct CarrierBilling (DCB)
CryptocurrencyPaymentsBitcoin

=4 =4 =4 844484519

This study adoptsa quantitative researchmethodologythat relies heavily on
secondanydatasourcessuchas publicly releasedcybersecuritynews,reportsand
academicarticlesfor systematicanalysis.This approachnot only helpsto gaina
deeperunderstandingof the multidimensionalcharacteristicsof the impact of
cybersecurityncidentsondigital paymentdutalsoprovidesa solid theoreticabnd
practicalfoundationfor makingtargetedsecurityenhancementecommendations.
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In summary this researctintendsto improveusertrust, protectthe stability of the
payment system, and support the robust growth of the digital economy by
thoroughlyexaminingcybersecurityeventsand their effectson digital payments.
To conclude|t will offer actionablesecuritystrategyrecommendationfor digital
paymentwhich focuson Alibabaplatforms.

This paperexplorescybersecuritychallengesn digital paymentsfocusingon the
securitymeasure®f Alibaba and Revolut. First, the introductionsectionoutlines
thesecuritythreatdacingdigital paymentsandtheresearclobjectivestheliterature
review reviewsthe main typesof cyberattack@ndthe strategiego counterthem;
themethodologydescribeshequantitativeresearchmethodologyusedandthedata
sourcestheresultssectiondemonstratethe specificsecuritymeasuresf Alibaba
and Revolutin termsof encryption,accessontrol, and so on, and compareghe
securityof thetwo; andthediscussioranalyseshesemeasuregandtheirimpacton
usertrust; finally, theconclusiorsummarizeshefindings,pointsoutthelimitations
of the studyandsuggestslirectionsfor futureresearch.

2 Literature Review

Previousresearcthasrevealeda broadunderstandingf cybersecuritychallenges
in the digital age,highlightingthe escalatiorof sophisticateadyberthreatssuchas
malware ransomwarephishingattacksandadvancegersistenthreatg APTs)[8],
[9]. The integrationof Al and ML technologiesis considereda revolutionary
approachto combating these threats, enhancing anomaly detection, threat
intelligence predictiveanalytics,andbehavioralanalysig10], [11].

Verma[12] highlightsthe acceleratingaceof digital transformationemphasizing
that it brings with it both unparalleledefficienciesand extensivecybersecurity
challengesThe digital age bringswith it complexissuessuchas databreaches,
ransomwarend loT vulnerabilitiesthat needto be examinedwith vigilance [4].

Maurer & Nelson[13] noted that financial institutions play a key role in the

economy, providing loans, savings, deposits,and ensuringthat paymentsand
settlementsireconductecefficiently. Becauseof their critical role in theeconomy,
these institutions face a significant risk from cyberattacksthat could have a
profoundimpacton theglobaleconomy.

While the convenienceof digital paymentsystemsis attractingmore and more
users,the correspondindack of digital regulationand the absenceof effective
complaintsand remedieshave becomea major pain point. This situation has
emboldenedayberattackersleadingto morefrequentsecuritythreatsandfinancial
lossedor userg12].
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The literaturereview highlightsthe dynamicand complexnatureof cyberthreats
andthe needfor advancedndflexible defensemechanismsSeveralstudieshave
emphasizedthe critical role of artificial intelligence and machinelearning in
enhancingcybersecuritymeasuresand provided innovative strategiesfor threat
detectionprediction,andincidentresponsg8], [11], [12], [14], [15], [16]

The economyis moving towarddigital transformatiordueto digital and business
activities,and astechnologyadvancesso do cyberthreatsandfraud. To achieve
long-term revenueand cost optimization,somedepartmentsre able to optimize
busines®perationsndependentlyhanksto big data,cloudcomputing 3D printing,
and cyber security [17]. Cyber threats escalatedin the wake of COVID-19,
highlightingthe growing complexityandfrequencyof cybersecurityoy discussing
variousattackchannelsuchassocialengineeringandransomwareattackg18] [19]
alludedin theresearchandelaborate®n the securityconcernsof digital payment
systemdyy highlightingconsumeprivacy andcybersecurityisks.

Gitau[20] hypothesized significantrelationshipbetweercybersecurityawareness
and e-market adoption, arguing that the higher the awarenessthe higher the
adoptionrate.Trustin cybersecuritymechanismss alsoexpectedo haveapositive
impacton adoptionrates,astrust alleviatesthe fear of financial or dataloss. The
rapid growth in the field of digital paymentscan be tracedback to a variety of
factors,including the lack of userawarenessf digital paymenttechnologiesand
theinadequacyf digital paymentinfrastructurg12].

This viewpoint raises an important hypothesis that by gaining a deeper
understandingf the specificcauseof cyberattacksduring digital paymentsthe

threatsfaced, and the possible strategiesto addressthem, we can effectively

improveour ability to preventsuchcyberattacks. Theincreasen cyberthreatsto

financial institutionsis beingtargetedby hackersboth becauseof their increased
digitizationandtheirimportanceto the economy.The studyargueghatdistributed
ledgertechnology(DLT) caneffectivelydefendagainstyberattacksbecausef its

security.Maintaining global financial securityrequiresgovernmentstechnology,
and the financial sectorto work togetherto developa comprehensivestrategy
focusedondevelopingeffectivemeasure$o preventrespondo, andmitigatecyber
attackq18]. While the consensusf thesestudieshighlightsthe benefitsof Al and
machine learning in cybersecurity,they also note the challengesand ethical
consideration®sf algorithmicbias,dataprivacy,andthe adaptabilityof Al models
to evolving threats.A limitation that recursin thesestudiesis that the rapid

evolution of cyberthreatoutpacesurrentdefensesThe ethicalimplicationsand
potential biases in Al-driven cybersecurity solutions also pose significant
challengeshatrequireacarefulandethicalapproacho technologyimplementation
[11], [21]
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3 ResearchDesignand ResearchMethodology

This study aims to explorein depththe connectivity of cyberattacksand their
impacton digital paymentsystemswith a particularfocuson how theseattacks
evolveinto differenttypesof threats By analyzingemergingthreatstechnological
advancesand user behaviorin the digital attack environment,this study will
identify potential vulnerabilitiesin digital systemsand explore how financial
institutions can enhance their resilience and security against attacks by
implementingeffectivemitigation strategies.

ThestudyemploysanOkoli andSchabraninspired8-stepguidelinefor conducting
a schematicreview of information from secondaryresearchinto interpretable
reviewthatresearchersoulduse(Figure?2).

Explicit
Planning E> Step 1: Purpose L Step 2: Protocol Comprehensive
Research Topic & Question Exclusion & Inclusion Criteria Reproducible
Selecti Step 3: " Step 4: Practical Explicit
election ¢ Literature Searching £ Screening Comprehensive
. Step 5: Step 6: »
Extraction I:> <P = <P Explicit
Quality Appralsal = Data Extraction
E " ¢ Step 7: Data Synthesis () Step 8: Execution Explicit
xecution Analysis of Findings Writing the Review Reproducible
Figure2.

Schematic 8Step Review Procedsr analyzing secondary dai22], [23]

Figure 2 presents a schematist®p review process for analyzing secondary data.
The process is divided into four major phases: Planning, Selection, Extraction, and
Execution.The processis explicit, comprehensiveand reproducible ensuringa
transparent and systematic approach to secondary data analysis.

Step 1:Purposei The goal of this study was to combine available empirical
knowledge about the rise of cyber security in digital payments with a zoom in on
Al i babads web platform.

Step 2:Protocoli Predefined eligibility criteria were established prior to the initial

'search procedure' (step 3). The protocol comprises of ‘inclusion and exclusion'
criteria. The articles that meet the delimitation criteria are to be included for the
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review (e.g., articles written in English, published journal articles and conference
proceedings), while articles written in languages other than English, research in
progress, or ‘articles in press' are to be excluded based on the criteria set.

The study solely contains empirical studies, thus conceptual papers like literature
reviews and book chapters will be eliminated. However, the insights gained from
these papers are included in the study's theoretical framework.

Step 3Literature Search This phase depicts the search method and first selection
of papers, including the keywords and databases utilized, the delimitation criteria
specified above, and the number of articles discovered throughout the search
process. The major database seatclwas 'Scopus' using the required keywords,
download bibliographic data and author data from Scopus to be able to run analytics
on Alibaba's critical cybersecurity issues. In the line diagram of the VOSviewer, the

main Alibabanetwr Kk saf ety is based around O6network sec:
O0security systems i nformati on management 06, 0\
commerced as the main i mpoerevicveed scholartyr ds t o anal y:

articles from journals and conferenceere considered, as specified in step 2
(protocol), with no date constraints. The search was not limited by date because,
while the field of study is expanding and digital payment systems are fast evolving
to meet new difficulties, there is a scarcityrefevant empirical studies on this
overall topic.

Step 4:Practical Screeri After the practical from Scopus download everything
together with bibliographic data and author data to be able to run an analysis by
country.

Step 5:Quality Screeri The suitable articles chosen in the previous step were then
vetted for quality by carefully reading the whole text of each item. Because only
empirical papers were included in this study to assure the quality of the review, the
quality screening focusedn the methodological validity and reliability of the
findings.

Step 6:Data Extractioni having completed the quality screening, data was
extracted to specifically address the first research question. This then allowed for
the second question to be answered.

Step 7:Data Synthesis In this section, the extracted data is arranged and analyzed
to compare Alibaba in an organized fashion to assist in defining the broad topic of
the effects of cyber security in digital payments.

Step 8:Writing the Review The last seven steps clearly document the review
technique for easy replication. The authors cooperatively refined the report,
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focusing on concise, clear descriptions to enhance readability and distribution
potential.

Moreover, the present study is designed to be replicable. The data and research
models are clearly presented so that other researchers can understand and replicate
these methods and results. This contributes to the ongoing dialogue and
development withintte cybersecurity community regarding digital payments in
VOSviewer.

4 Results

In the digital era, cybersecurityhas becomea key componentof technological
innovation. This researchexploresthe performanceof Alibaba and e-payment
applicationssuchasRevolutin somedifferentareaghrougha comparativeanalysis
in applicationsecurity; disasterrecovery;endusereducation;assesgontrol and
networkoperation.This comparisoraimsto revealthe differencesin strategyand
effectivenessf different platformsin handingsecurity challengesthat provide
insightsinto cybersecuritypractices.

4.1 Alibaba VOSviewer analysis

In order to comprehensivelyanalysethe progressof Alibaba's researchon
cybersecurityrelevantliteraturecanbe downloadedrom the Scopusdatabase.

o

Firstly, by filtering keywordssuchasdé Al | Walyd@&guodéctgdmputi ng
and6 d ptr @ t e wetlocatespécificresearclpapersandé d ptr @t eetd.,,i on o6,
to locatespecificresearctpapersThen,theresultsarefurtherrefinedby usingthe

two dimension®f authorsanddomainof theliterature. Throughthis method high-

quality literature related to Alibaba cybersecuritycan be obtained. Keyword
networkanalysisof the downloadediteraturecanbe performedusingVOSviewer
software.Thisanalysiscanhelprevealthe correlationsandresearchrendsbetween
differentresearchiopics.As shownin Figure 3 the networkconnectiondbetween
keywordsandthe size of the nodescanvisualisewhich areasare the hotspotsof
researctandhow differenttopicsarerelatedto eachother.For example,t canbe
seenthatkeywordssuchas6 c | sedv O d esfeé& ,uandétnyabc heaeni ng
occupya centralpositionin the network,indicatingthattheseareasarethe current
researchfocusesof cybersecurityIn this way, researchergan effectively grasp
Alibaba'sresearchdynamicsand core technologiesn the field of cybersecurity,
providing theoretical support and technical guidancefor further researchand
application.

o
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Figure3 showsthatetworks e c u is atthegenterof the knowledgegraphand

is closely linked to a number of technologiesand concepts,suchas6c | oud
computings e ¢ u andd byl6o kb & ideménstratingts position at the heartof
protectinginformation systems.Cloud servicessuchasé Go o gand+Ad i bab a
CloudP | at faredosed/ relatedto cybersecurityreflectingthe importanceof
infrastructureandplatformsupporin moderncybersecurityln addition,thelinkage

of 6 d & te & uwith dorycéptsuchasé d &t @ randg @ ® i wndecsgodethe
importanceof protectingdatain thecyberenvironmentyhichis notonly atechnical

issue, but is also closely related to regulatory compliance and user privacy
protection[24]. Table 1 lists the most frequent keywords and their link strength.

Basedontheanalysisof keywordfrequendes from Table ltheimportantconcerns
aboutAlibaba in the field of cybersecurity. Thesehigh-frequencyterms reflect
Alibaba'smulti-dimensionalayoutof securitytechnologiegndservicesespecially
its investmenin networkcybersecurityplockchain,cloud services cryptography,
digital storage, internet of things, alibaba, closdcurity, cloudcomputing,
electronic commerce, cloud platforms and virtual machine.
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Keyword Occurrences Total link strength
network security 29 172
blockchain 19 65
security 9 45
cloud service 8 67
cryptography 8 66
digital storage 8 41
Internet of things 8 60
alibaba 7 18
Cloud security 7 67
Cloud-computing 7 51
Electronic commerce 7 29
Cloud platforms 6 46
Virtual machine 6 49

Tablel.
Main keywords from VOSviewer
Firstly, 6net wor k security®o and 6securityéo st

importance to overall network security and is closely linked to cloud computing,

virtual machines and other related technologies, which lay the foundation for the
security of the @« o mmer ce pl atform . I n addition, 0bl ock
technology, plays an important role in Alibaba's ecosystem, and the decentralised

and tampeproof nature of blockchain effectively improves the security of data

transmission and storage, espég in the field of digital paymen25]. Secondly,

the keywords o6écloud serviceb, 6cloud security
Alibaba's security and protection strategy in cloud storage and procf8jngs

one of the world's leading cloud computing platforms, Alibaba continues to

strengthen its security protection mechanisms in the cloud environment. Combined

with O6virtual machineb6 technol ogy, Al i baba is
isolated compimg resources, reducing the risk of créesant attacksFinally, the

frequencyof 6 € 0 mmeanadeAd i bugdestddatAlibabahassparecdoeffort

in securinge-commerceplatformsfor transactiorsecurityanduserdataprotection,

especiallyin the applicationof emergingtechnologiessuchasthe6 1 nt efr ne't

Thi ragdé di g it © awhghhdvefurtherraisedsecuritystandardsvithin its

ecosysteni27], [28].

Encryption is an integral part of network security, and its connection to
Oper f oramladrdd et toarlilugtratés the dual role of encryptionin
performance optimization and security e n h a n ¢ e The ednnedion to
Oper f oramladrdd et toarlilugtratés the dual role of encryptionin
optimizing performance and increasing security. The mention of modern
technologiessuchas 6 S madrotmedd 6 F aR e c o g nshawis that With
technologicaladvancesthe securityof the homeandthe individual is becoming
moreandmoreimportantandraisesnewissuesof privacy anddataprotection.
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Major technologycompaniesuchas"Alibaba," "Microsoft," and"Google"occupy
prominentpositionsin the map,indicatingtheir leadershipolesin the globalfield
of networksecurity.Thesecompaniesiot only providetechnicalsolutionsbut also
play key roles in setting security standardsand policies [28], [29], [30], [31].
Additionally, the specialmarking of "China" reflectsthe country'simportancein
the developmentof network security technology, policymaking, and market
developmentas well as its significant impact on the global network security
ecosystem.

Termslike "phishing"and"domaintakeover"in the maprepresenspecificthreats

facedin network security, which require particular techniquesand strategiesto
counter.The constructionof 6 s e ¢ systémsapd the managemenof 6 secur i ty
r i swerliighlightedasimportantcomponentof cybersecuritythat needto be
maintainedhroughcontinuousevaluationandupdating.

The applicationof 6 d elega r maridd d énti an i tacgndlogiesin network
securityis mainly reflectedin the useof big dataanalysisto predictandidentify
potential threats. The use of deep learning technologynot only improvesthe
automationlevel of threatdetection,but also enhanceshe efficiency of security
incidentprocessingreflectingthe key role of artificial intelligencetechnologyin
modernnetworksecurity.

4.2 Comparison of applications

4.2.1 Application security

AlibabaGrouphastakencomprehensiveneasuret maintainingthesecurityof its

multi-platform applications,which include Linux, MacOS, iOS, Android and
AliOS. The companyhasnot only developedtechnologiedor codeobfuscation,
antireversaland anti-tampering, but has also successfullyimplementedthese
technologiesn critical businessctivities[26]. For exampleduringthe Double11

mega shopping festival, these technologiesprovided solid security for the
transactionchain. In addition, in order to deal with online scalping and other
unlawful behaviors Alibaba hasdevelopedspecialprotectionfeaturesfor 12306
APP (China Railway CustomerServicePlatform), which effectively stopsillegal

ticketsnatchingoehaviors.

In addition,the companyalsoexcelsin thefield of IoT security.Throughin-depth
researchon various types of sensorsand loT systems,including firmware and
software levels, Alibaba aims to uncover and patch potential security
vulnerabilitiesIn particular,in theresearclof 4G/5Gcommunicatiorprotocolsand
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basebandgecurity thecompanycombinedoT virtualizationtechnologyto enhance
the securityperformancef deviceq32].

For vulnerability mining technology,Alibaba adoptstwo main approachesfirst,
throughin-depth dynamic and static analysis,recordingand analyzingprogram
runningstateandbehaviorabata,assistingsecuritypersonneto quickly understand
the program's potential attack paths; and second, implementing largescale
vulnerability mining, which combinesexpert experiencewith scaledand data
driven analysisto improve the efficiency and vulnerability discoveryability of
securityexpertswhenfacedwith alargenumberof analyticalobjects.The ability
of the securityexpertgo find vulnerabilities.In the future directionof cooperation,
the companyis particularlylooking forwardto furtherresearcranddevelopin the
automatederification of vulnerabilitiesandthe applicationof machingearningin
vulnerabilitymining scenariosin orderto continueto enhancehe cutting-edgeand
effectivenes®f applicationsecuritytechnology{33].

4.2.2 Disasterrecovery

First, the appropriatedevice is selectedfor operationthrough a well-defined
workflow. Next, a new cloud provideris addedand the necessarstoragespace
information is obtained,a processthat requiresproper entry of authentication
information to ensureaccess.The configurationof storagepools details how to
selectthe appropriateRAID (Redundanfrray of IndependenDisks) level based
on the storagerequirementsand name and configure the pools to ensuredata
securityandaccesspeedAlso covereds howto optimizethedatawriting process
by selectingspecific storagepolicies, suchasthe choiceof write-backand write-
throughpolicies.Finally, a detaileddescriptionof how to setup andmanagedata
volumesin disastemrecovery,including restoringdatafrom a selectedBucket, is
presentedThesestepsexemplify the complexityandimportanceof implementing
disaster recovery in modern cloud computing environments, providing
organizationswith an effective way to protectcritical dataand ensurebusiness
continuity [34].

4.2.3 Accesscontrol

Alibaba'saccesgontrolsystememploysmulti-levelandmulti-dimensionakecurity
measurego protect data and resources.This includes physical accesscontrol,

network accesscontrol, and application and data level accesscontrol. Alibaba
utilizesthe latesttechnologiesandstrategiessuchasthe LeastPrivilegePrinciple,
Role-BasedAccessControl (RBAC), Multi-FactorAuthenticationand continuous
security auditing. Thesemeasureshelp ensurethat only authorizedusershave
accesdo sensitiveinformation and critical systemstherebyreducingthe risk of

dataleakageor unauthorizedicces$35].
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4.2.4  Encryption

Alipay'skeygenerationeliesonself-developedecuritytechnologywhichconsists
of two main parts: encryptionalgorithmsand signaturealgorithms.In terms of

encryption,Alipay utilizes advancedAES and RSA algorithmsto encryptusers'
paymenpasswordsensuringheconfidentialityandintegrity of passwordlata.For

signatureverification, SHA1 and SHA256 algorithms,which combinetimestamp
andhashvaluetechnologiesare usedto strengtherthe securityandreliability of

authenticationj36], [37].

Alipay's key managemerprocessncludesthreelinks: key generationstorageand
use.In the generationsessionkeys are generatedunder strict control througha
secure certification authority to meet high security standards.In the storage
segmentthe keysare securelystoredin a professionatlatacenterunderthe strict
supervisionof professionakecuritymanagerso preventany unauthorizedaccess
or leakage.In the use segmentAlipay closely verifies the paymentpasswords
enteredby usersto ensureghesecurityof eachpaymentehavior36], [38]

In addition, Alipay implementsmultiple security measuresincluding encrypted
processingof keys and double authenticatiortechnology,as well asbackupand
encryptedprocessingof data,to protectthe security of userdatain all aspects.
Throughthesecomprehensiveneasuresilipay hasdemonstratea high degreeof

responsibilityandtechnicalexpertisein protectinguserpaymentsecurity,ensuring
asafeandsecurepaymentenvironmen{39].

4.2.5 Privacy Information Protection

Alipay's Privacy Policy details how userinformation is handled,ensuringthat
collectionandusearebasedntheprinciplesof lawfulnessnecessityndpropriety.
The policy includesdetailedprovisionson the collection,use,storageandsharing
of information,andhighlightsuserstightsto accessndmanagénformation,such
as updating and managing privacy settings and account cancellation. It is
specificallymentionedhatif informationneedgo be sharedwith athird party,the
legality andsecuritymeasuresf thethird partywill bestrictly assessedin addition,
for minors'information, Alipay takesadditionalprotectionmeasuresand makesit
clear that userscan changethe scopeof authorizationor directly canceltheir
accountghroughspecificsettingsto ensurethatthey caneffectively managetheir
personainformation[40]

4.2.6 Network and Operational Issues

Alibaba's Chief Risk Officer [28] revealedthe extensivemeasuredlibaba has
takento secureits vastnetwork,which serves670 million domesticshoppersand
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130million internationakcustomersZhenghighlightedthatAlibaba'ssystemdend
off five billion cyberattacks day, help 40 per centof China'swebsitesandpatch
8.33 million vulnerabilities throughoutthe year. The company provides basic
securitydefensegor morethanonemillion businesseandhandlesmorethanhalf
of the country'slarge scaleDDoS attacks.

Basedonits 20 yearsof experienceAlibabahasdevelopeda comprehensivé e
to-endnetworksecurityp r o t esysteitlatcanwithstanderabytelevelattacks,
with thelargestattackbeing776.8GB. In addition,Alibabaensuregontentsecurity
throughan algorithmic recognitionsystemthat analysedext, images,videosand
live broadcastgo eliminate harmful online information. information online. The
0 T e ¢ h nBoaln toglintellectualPropertyP r o t e ltasaccanmuiated/earsof

experiencén developingrom combatingonlineinfringemento protectingoriginal

designd29].

5 Research Findings and Discussion

Fintech businessesre becomingmore and more crucial in today's globalized
economyby providingcreativeservicesandsolutionsto consumersariedfinancial
demandsAn overviewof someof the mostwell-knownfintech platformsandtheir
featuredserviceds providedbelow. Theseservicegangefrom online paymentgso
moneyexchangeinternationakemittancesandmore,demonstratindnow effective
technologyintegrationcan further optimize and transformthe financial services
experience.

Both Alibaba and Revolutprioritize strongsecurityto protecttheir users Alibaba
usesadvancedencryptionmethodsand a centralizedkey managemengystemto
securdransactionsicrosdts vastnetwork.On the otherhand,Revolutemphasizes
endto-end encryption, multi-factor authenticationand reattime fraud detection,
focusingon protectinguseraccountsandinternationakransactions.
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Aspect Alibaba Revolut

Online payments; Wealth Currency exchange; Online
Focus management; Credit; payment; International
Insurance. transfer,;

Endto-end encryption; single

Advanced encryption; use virtual card; real time

Key Security Features Centralized key managemen

fraud
Integration Shopping payments; public _ Mob_ile-fi_rst ap_proach;
service. innovative financial products
Incorporates advanced Utilizes GPS for transaction
Technology encryption methods; user verification; virtual cards;
centric financial ecosystem. reattime fraud detection.
Unique Offerings Focus on Chinese market; e Cryptocurrency transactions
commerce
To improve user experience| Consistent innovation with
Innovation fi_nancial s_ervices are new fingncial product_s and
continuously integrated into datadriven personalized
their environment. services

Sherlock antifraud system

focuses on transaction securi{  with realtime monitoring;
and encryption alerts based on location and

transaction behavior

Preventing Fraud

Table2.
ComparisorbetweerAlibabaandRevolut

Alibaba provides a comprehensivesuite of financial services,including online

paymentwealthmanagementreditservicesandinsurancg25], [41], [42]. It has
seamlesslyntegratedinto the daily lives of users,encompassing wide rangeof

activities from shopping paymentsto public service fee transactionsthereby
constructingan extensiveecosystem.This strategicincorporationof advanced
technological solutions not only reinforcesA | i p pogitios in the financial

servicessectorbut also contributesto the evolution of a more sophisticatecand

usercentricfinancialecosystenf27], [43]

Revolutdeliversan expansiverangeof financial servicesgncompassingurrency
exchange, international transfers, debit card provisions, cryptocurrency
transactionsandstocktrading.Throughongoinginnovationandtheintroductionof

novelfinancialproductstheplatformcaterdo thediversifieddemand®f its users.
Additionally, Revolut employs sophisticateddata analytics and personalized
servicego enhanceahe userexperiencaandfulfill individualizedrequirements.

Revolut'smobile appsoffer multiple authenticatiormethods,including password
protection and fingerprint recognition. These measureseffectively prevent
unauthorizedaccessand ensurethe security of user accounts,and Revolut's
0 S h e rantefraukl §ystemmonitorsand detectssuspiciousactivity in realtime,
enablingthe securityteamto respondquickly to potentialthreatsand protectuser
funds.To furtherenhancehe securityof online paymentsRevolutoffersasingle
usevirtual card.Userscandestroythe cardafter completingan online transaction,
avoidingthe risk of secondaryuseof the card number.The Revolutapp utilizes
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GPStechnologyto tracka user'sgjeographidocationin orderto preventsuspicious
transactionshatarenot madeat commonlyusediocations.For examplejf auser's
mobile phoneis locatedin the UK, but their Revolutcardis beingusedin Spain,
the systemmayrefuseto performthetransactiorf44], [45], [45], [46], [47].

Conclusion

This study systematically explores the dynamic and multifaceted impact of

cybersecurityon digital paymentsystems,revealing vulnerabilities and robust
defensemechanismsused to mitigate theserisks. Through detailed analyses,
primarily of the Alibaba platform, we identify key security measuressuch as
encryption,accessontrol, and disastemrecoveryas essentiato protectingdigital

transactions. However, despite these advances, the ongoing evolution of

cyberthreatscontinuesto pose significant challengesthat require continuous
adaptatiorandimprovemenbf securityframeworks.

The mainlimitation of this studyis its relianceon secondarydata,which may not
fully capturetherapidly changingcybersecurityhreatandinnovationlandscapeln
addition,the focuson specificdigital paymentplatformsmay not generalizeto the
widerfintechsector Futureresearclshouldaimto combineprimarydatacollection
and casestudiesto provide deeperinsightsinto specific cybersecuritychallenges
andsolutions.

Exploringthe potentialof emergingtechnologiesuchasartificial intelligenceand
machinelearningfor predictivethreatdetectionis a promisingdirection. Further
developmentmay involve the creation of reattime security systemsthat can
dynamicallyadaptto newthreatsasthey emerge Collaborationbetweenfinancial
institutions,technologyprovidersandregulatorsare essentiato createa resilient
digital economythatcanwithstandthe complexcyberthreatsof the future.
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Technical risks and social trust in the adoption
of seltdriving vehicles: an analysis of safety
challenges and cyber threats

P®t er Szi kor a

Obuda University, Kel et K8r oBydapésg cul ty of Busi
Hungary,szikora.peter@kgk.usmbuda.hu

Abstract: The technological development of-deifing vehicles opens up new horizons in
transport, but also reveals complex technical and societal risks. This study investigates the
relationship between accident risks, cyber threats and technologicastidased on
empirical research (n = 1840). The results show that high levels of technical ankiety
particular uncertainty around cyber security, system failure and autonomous decision
making - significantly reduce users' subjective sense of safetcial acceptance of
technology is thus determined not only by engineering performance but also by public
attitudes. The study highlights the importance of sadeégnted engineering, transparent
regulation and user education for the future successfagnation of autonomous vehicles
Keywords cybersecurity, selfiving vehicles, technical concerns, social trust, road safety,
road safety

1 Introduction

The proliferation of selfiriving vehicles is bringing about a major technological
and societal transformation, affecting not only the automotive industry but also
people's daily lives. The aim of this paper is to explore the opportunities and
challenges ssociated with selfiriving technologies, with a particular focus on
ethical, safety and technological issues. Although sartenomous vehicles are
becoming more widespread, social acceptance is still low, mainly due to fears about
safety, especially amgnvomen. Trust in seliriving systems is affected by factors
such as fear of hacking attacks or loss of control. In contrast, supporters stress the
reduction of traffic accidents and the environmental benefits. The findings of this
paper can provide imptant guidance to technology developers and policy makers
for the successful integration of selifiving vehicles into future transport systems

[4, 11, 14, 15, 18]

Technological progress, in particular the emergence ofdseiihg cars, has a
mixed reception in society. One of the reasons for resistance to technological
innovation is technostress, which can manifest itself as psychosocial strain resulting
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from the use of digital technologies, especially in the workplace. Although clear
data on the effects on mental health are not yet available, research suggests that
well-organised digital work can increase flexibility, worker control and autonomy,
and thugnay even have positive effects. Digital work can therefore have a double
effect: it can be both an opportunity and a risk. To understand the social acceptance
of these technologies, it is essential to analyse user attitudes and to clarify ethical
and leghissues so that these innovations can be safely integrated into everyday life
[13, 16, 19]

The technology for seliriving vehicles is already available, but there are still a
number of challenges that hinder their widespread uptake. Lack of confidence, high
prices, legal and ethical issues are slowing down uptakeéh®©gix levels of
autonomy, only the lower levels are widespread, while fultdelfing (level 5) is

still under development. In the US, progress is faster, while in the EU legal barriers
such as the Vienna Convention need to be modified. Fears abbubDlegy,
especially about the transfer of control, are putting many people off. Demographic
factors, such as age and education, also influence adoption. Most people are not in
favour of fully autonomous vehicles, but would prefer partial automation. Car
manufacturers and developers should therefore take user concerns into account and
increase social acceptance by developing transparent, safe siidiet® 24, 25]

Research shows that although a#if/ing car technology is now available, the
majority of people still have a lack of confidence in it. Key concerns include high
cost, reliability and fear of losing control. However, many people are positive about
the cowvenience and enjoyable driving experience, especially if they do not have to
pay more for it. The use of technology in public transport is more widely accepted,
as there is less emphasis on personal control. Research highlights that trust is a key
factor in the uptake of selfriving cars and its lack is a barrier to social acceptance.
The sense of vulnerability of users and the fear of losing control over technological
decisions also raises ethical and social questions. Developers must therefore take
humanfactors into account if they want to increase the acceptance of autonomous
vehicles[4, 14, 15, 18, 19]

The development of setfriving cars raises serious ethical and safety challenges.
One of the key dilemmas is how cars make decisions in inevitable accident
situations- for example, when the lives of passengers may be at stake versus those
of pedestriansResearch shows that people prefer to minimise casualties, but this
view often changes when they imagine themselves in the car. Ethical decision
making and continuous updating are essential when developing software. In
addition, cybersecurity is a key igsuseltdriving systems can be hacked, which
poses serious risks. Technology adoption depends largely on trust in security and
transparent communication. People tend to reject technology if they do not
understand how it works or feel threatened. Therefoemufacturers need to focus

not only on technical improvements, but also on educating users and increasing their
sense of securitf?, 3, 9, 10, 23, 26, 30]
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1.1 Sensors and central unit for seldriving vehicles

In the development of setfriving vehicles, sensors that enable accurate sensing of
the environment and autonomous decigioaking are a key element. One of the
most important sensors is LIDAR, which uses laser pulses to create a three
dimensional map othe vehicle's environment, providing highly accurate and
detailed information. Although extremely useful, LIDAR is sensitive to weather
conditions such as fog or rain and comes at a high cost. Radar measures the
reflection of radio waves, allowing distanaed speed to be determined even in
adverse weather conditions. However, it has a lower resolution and therefore
provides less detailed information on the shape of objects. The cameras capture
visual data, which are processed by image recognition algaritbranable object
recognition and banding, but their performance is highly dependent on lighting
conditions. Ultrasonic sensors measure distance over short ranges using sound
waves and are mainly used for parking assistance, but their accuracy cactee affe

by surfaces due to their short rarj@e5b, 6, 7]

The vehicle's central unit plays a key role in ensuring autonomous driving by
processing the data provided by sensors and building up a comprehensive picture of
the environment. The central unit fuses the incoming data and then interprets the
environmentjdentifies objects and determines their position, speed and direction
of movement. Based on this information, it makes decisions about the vehicle's
behaviour, such as turning, speed, lane change, acceleration or [ra&jrk]

The central unit converts the decisions into control signals that are sent to the
vehicle's various actuators, such as the steering, brake and accelerator, to perform
the desired manoeuvres. The system continuously monitors the environment and
can activatemergency protocols if necessary, for example in the event of sudden
obstacles to avoid acciderifs 5, 7, 28]

The central unit could also be responsible for veHigleehicle (V2V) and vehicle
to-infrastructure (V2I) communication, which can contribute to increasing the
safety and efficiency of transport. The central unit of a-celfing vehicle is
therefore reponsible not only for sensing but also for control and communication
functions, and the complexity of the system requires the cooperation of several
computing units, such as CPU, GPU and FPGA, to perform these tasks efficiently
[1, 6,7, 12,21, 31]
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Sensor | Operating principle Benefits Disadvantages Typical application
type
. . High accuracy, ngh_c_ost, Environmental
) 3D imaging of laser . sensitivity to ) .
LIiDAR detailed 3D o sensing, object
pulses h . weather conditions : .
information . detection, mapping
(e.g. fog, rain)
. Works well in bad . Distance
Measuring the " Lower resolution,
- . weather conditions, ; ) measurement, speec
Radar reflection of radio ) less detailed objec
waves distance and speed shape information measurement, obstacl
measurement P detection
Performance
depends on
Capturing and Rich information lighting Object recognition,
Camera processing visual content, cheaper conditions, lane keeping, traffic
information than other sensors| complex image sign recognition
processing
required
Measuring the Short range, Parking assistance
UH reflection of sound Cheap, simple accuracy may be ing '
. " proximity obstacle
sensor waves (short implementation affected by detection
distance) surfaces

Tablel
Comparison of Sensors Used in Autonomous Vehicles by Operating Principle, Advantages,
Disadvantages, and Typical Applications

1.2 Dangers of seldriving cars

The rise ofautonomous vehicles offers many opportunities to improve transport
safety, but also poses serious challenges, in particular with regard to accidents and
terrorism. The use of setfriving technology can significantly reduce the number

of accidents caused/thuman error, but it also brings new types of threats, such as
cyber security risks or the possibility of terrorist acts.

In terms of accidents, sedfriving vehicles offer a significant improvement through
advanced detection and response systems. The technology can reduce human error
caused by factors such as inattention, fatigue or diiiing. However, system
failures, weather conditions, data security and testing challenges can still be a
barrier. Research in recent years has shown that accidents involvityigek

cars are often caused by the limitations of the technology and unexpected traffic
situations [16, 22]Such incidents have a negative impact on public perception,
which is a key factor in the uptake of autonomous vehicles [22]. According to the
US Department of Transportation, continued development of safety protocols and
proper testing of autonomous systeis essential for widespread adoption of the
technology. In addition, a comprehensive analysis of accidents involving self
driving cars is key to determining the direction of future developments [5].

Self-driving vehicles could be a new threat for terrorism. Modern technology allows
autonomous systems to become tools for attacks that can be controlled remotely.
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The risk of cyberterrorism is also a prominent concern in the context afrsgtig
vehicles, as malicious hackers may be able to take control of some vehicles, causing
accidents or targeted attacks [20, 23, 29]. Former FBI Director Keith Lourdeau has
also pointed to the growing role of autonomous systems as a tool for cyberterrorism,
which could destabilise society. According to a 2021 NATO report, autonomous
technologies could pose security risks not only in transport but also in military and
strategicinfrastructures. Furthermore, an international report suggests that the
increase in cybersecurity threats suggests that autonomous vehicles could be
potential targets for future terrorist attacks [17, 23].

As technology evolves, it is crucial to develop appropriatgilation and security
measures. According to the principle of Manful Human Control (MHC), developers
and programmers must also take responsibility for the security of the autonomous
systems they create [2]. This includes continuous monitoring, antiapaditential
threats and adhering to ethical development practices. There is also a need to
strengthen international regulation to reduce the risk of cyberterrorism and
inappropriate use of setfriving cars [2, 10, 26, 23].

The European Union Agency for Cybersecurity also stresses that the protection of
autonomous systems should be a top priority in the coming years [29].
In conclusion, the risks of seffriving cars, both accidental and terrorisatated,
deserve attentioWhile the technology has the potential to improve road safety, it
can also pose serious risks in the absence of appropriate regulation and security
measures. The responsibility of programmers, strengthening cybersecurity
measures and public awareness ag $teps to ensure that autonomous vehicles
can be deployed safely and widely. Future research and technological developments
should focus on minimising the safety challenges of-ding vehicles and
contribute to a more stable and sustainable trahsgstem [3, 8, 27, 2, 17].

2 Data and methodology

Data was collected through an anonymous online questionnaire, which allowed
respondents to express their opinions honestly, thus increasing statistical reliability.
The online questionnaire format provided a quick and convenient way to collect and
analysethe data. While the voluntary nature of the respondents and the convenience
sampling method do not guarantee a fully representative sample, the large number
of respondents (1 840) already provides a strong basis for the reliability of the
survey results ah helps to ensure that the conclusions are valid for a wider
audience.
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Figurel
Age distribution of respondents (n=1840)

The aim of the research was to investigate the social acceptancedsf\dnlj cars

in particular. The results will contribute to a better understanding of the topic and
may provide useful guidance for future research. The age of the respondents ranges
from 9 to 75 years, with a mean age of 28.49 years and a median of 21 years, and a
standard deviation of 13.819. The mean age is higher than the median, suggesting
that more respondents were younger, but the wide age distribution shows that the
questionnaie addressed several age groups, allowing a detailed analysis of different
aspects of social acceptance.

The results of the survey, although not representative, can provide important
insights into the evolution of public opinion and contribute to a better understanding
of the social acceptance of future sativing vehicles.

The research explored attitudes towards-@elfing technologies along eight
targeted questions covering perceived challenges, risks and potential uses of
autonomous vehicles. The dimensions surveyed provide a comprehensive picture of
respondents' viewsnoboth civilian and military applications. The following
variables formed the basis of the analysis:

1 Bi ggest technol ogi cal chall enge: The questi

respondents consider to be the biggest

devel opment and-ddepl oaygymevrethi ¢fl esel fThe respon

help identify the omhobgi batradoptl omiting

1 Cybersecudriitwi mdg ccerld: This question explor e:
cybersecuri t-grirviisnkgs voefhi sélkft. The answer s
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4 Results and discussion

For the analysis, two composite indicators (indices) were first developed: the
technical concern index and the security perception index. The technical concern
index was composed of four variables representing different dimensions of
technological risk peeption: (1) fear of cybersecurity threats, (2) likelihood of
failure of selfdriving vehicles, (3) lack of possibility of human intervention, and

(4) concerns about the security of personal data. By averaging these variables, an
aggregate variable was ated that reflects the extent of an individual's lack of
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confidence in technologyThe perception of safety index was composed of
perceptions of safety for different levels of automation (from full human control to
full autonomy) of sekdriving vehicles, also averaged.

Levene's Test for Equality

of Wariances t-test for Equality of Means
95% Confidence Interval of
Sig. (2- Mean Std. Error the Difference
F Sig. i df tailzd) Difference Difference Lowsr Upper
biztonsag Equal variances 1,453 0230 0243 133 0,808 002544 0104 -0.18134 0,23222
index assumed 82
Equal 0,225 TTET 0,523 0,02544 0,11306 -0.19965 10,25052
varnsnces not ]
assumed
Figure4

Independent sampletést to examine differences between perceptions of safety and technical concern

The first step in the statistical analysis was an independent santpktswhich
examined differences in perceptions of safety between two groups (low and high
technical concern). Three categories were then created based on the level of
technical concer (low, medium, high), and a oiiactor analysis of variance
(ANOVA) was used to test whether there was a statistically significant difference
in mean safety perceptions between them.

ANOVA
security_index
Sum of Squares df Mean square F Sig.
Between Groups 9,423 2 4,712 8,784 0,000
Within Groups 985,317 1837 0,536
Total 994,740 1839
Table 2

Comparison of means of the safety perception index between different levels of technical concern
using oneway analysis of variand@NOVA)

Since the condition of homogeneity of variance was not met (Levene's test: p <
0.05), the Tamhane post hoc test was used to interpret the differences between pairs
of groups. The analyses aimed to determine the extent to which attitudes towards
technologial risks influence the social acceptance of-delfing technologies, in
particular the development of the perception of safety.
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Multiple Comparisons

Dependent variable:

Tamhane
Sig. 95%confidence interval
Mean ]

Difference (+ Lower Upper

(I) concern_group J) Std. Error Bound Bound
1,00 2,00 -0,04536 0,04242 0,635 -0,1468 0,0561
3,00 ,12224 0,04380 0,016 0,0175 0,2270
2,00 1,00 0,04536 0,04242 0,635 -0,0561 0,1468
3,00 ,16760 0,03928 0,000 0,0737 0,2615
3,00 1,00 -,12224 0,04380 0,016 -0,2270 -0,0175
2,00 -,16760 0,03928 0,000 -0,2615 -0,0737

*. The mean difference is significant at the 0.05 level.

Table 3
Pairwise comparison of the safety perception index using the Tamhane post hoc test Hétereen
levels of technical concern

The results of the statistical analyses supported the initial hypothesis that the level
of technical concerns affects the subjective perception of the safety-dfiséify
vehicles. The analysis first used an independent samyéess to compare two
groups of respondents with low and high technical concerns. Howevettetstedid

not show any significant difference in the perception of safety between the two
groups, and the hypothesis was not confirmed in this form. For a more detailed
analysis , aftecategorising the respondents into three groups based on their level
of technical anxiety, a orfactor analysis of variance (ANOVA) was performed.
The ANOVA results indicated a significant difference between the means of the
three groups in terms of safgberception. The inequality of variance revealed by
the Levene test necessitated the application of the Tamhane post hoc procedure,
which revealed that members of the high anxiety group reported significantly lower
feelings of safety than members of thedium or low anxiety groups. In contrast,
there was no significant difference between the low and medium groups. Overall,
the results show that perceptions of technological risks, in particular cyber security,
system failure and uncertainty related to astoous decisiommaking processes,
have a negative impact on subjective attitudes towards the safety -dfigielf)
vehicles. This finding highlights the role of technological confidence and technical
risk perception in the social acceptance of autonoragstems

45



Conclusions

The rise of seldriving vehicles is both a technological breakthrough and a new
type of risk to road safety. The aim of this study is to examine societal perceptions
of technical concerns and safety perceptions related tdiseifig technology, with

a particular focus on the challenges posed by accidents and cyberterrorism. The
guantitative research is based on an online questionnaire survey of 1840 respondents
covering a wide age range (average age: 28.5 years).

Among respondents, ambivalence about trust in technology was particularly high,
with a significant proportion of respondents sensitive to the idea of system failure,
cyber threats and lack of human control. Two composite indicatbestechnical
anxiety index and the security perception indexwere constructed and the
relationship between them was examined using statistical analysis. Although the
first t-test did not confirm a significant difference between the low and high concern
groups, ANOVA and Tanmdme's post hoc test showed that the high concern group
had significantly lower perceptions of security.

The results suggest that the subjective perception of technical risks has a direct
impact on the social acceptance of g&lf/ing vehicles. The perception of safety is

not only a technological issue, but also a social and psychological construct. The
study stresses that strengthening technical reliability, user education and a
transparent regulatory and safety framework are essential for the development of
autonomous transport in the future.
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Globalization of European Union countries
in the context of global turbulence
and geopolitical shift in the 2020s
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Abstract: Globalizationof EU countriesin the contextof global instability and shift was
studied.Analysiswith the useof KOF globalizationindex confirmedhypothesisassuming
that EU countriesrepresenta relatively high level of globalization,but thereare still large
differencedetweemewandold EU membersGlobalizationdoesnotsolveworld economy's
problemsand mayeveninducenewglobal challengesandthreats.Turbulencen the 2020s
raises questionsabout further developmenbf international relations and globalization.
Disruptedinternational cooperationand disturbedgeopolitical balance,may limit, inhibit
or changeglobalization.Exacerbationof tensionsbetweerglobal powersmaylead to the
division of the world into competingplatforms. Geopolitical shift becomesparticularly
important.Hypothesisassuminghatinstability in theglobal economyn the2020sinfluence
prospectf globalization,includingglobalizationof EU countrieswaspositivelyverified.

Keywords:Globalization,Geopolitics EuropanUnion

1 Introduction

Intensiveprocessesf internationalizationregionalintegration,and globalization
werecharacteristidor thelastdecadeof the 20" centuryandfor the beginnningof

the 215 century. However,the 215 centuryturnedout to be a periodof manyglobal

challengesandthreatsaswell asrelatedinstability, uncertaintyandturbulencefor

the globalizedworld economy resultingfrom both economicand non-economic
factors

The main objectiveof the conductedesearctwasto identify changesn thelevel
of globalizationof the EuropeanUnion countriesfrom 2010to 2024.The parallel
objectivewasto identify the prospectdor further developmenbf globalizationin
the contextof globalturbulenceandgeopoliticalshift in the 2020s.The following
hypothesesvereverified duringtheresearch:
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I H1: The EuropeariJnion countriesarecharacterizedy arelatively high level of
globalization, but there are still large differences between the degree of
globalizationof thenewandold EU countries;

T H2: Instability anduncertaintyin theworld economyin the2020saffectprospects
of globalization,includingglobalizationof EuropeariJnion countries.

Theresearctwasconductedwith the useof thefollowing researcimethodscritical

literaturestudy, analysisandlogical constructiondescriptiveanalysis,descriptive
statisticsand synthesis.KOF globalizationindex (KOF GI) was used for the
comparativeanalysisof the level of globalizationof the EU countries The study
concernedhe 27 countriesthatoperatingin the EU structuresn 2025.

Possiblescenariogor further developmenof globalizationwere examinedtaking
into accountthe phenomenand processeshat havebecomevisible in the world

economyby theendof April 2025 includingthe COVID-19 pandemicafull-scale
warin Ukraing thearmedcoriflict in the Middle East,US foreign policy changéan

2025

2 Globalization of European Union countriesin the
light of KOF Globalization Index

KOF Globalizationindex (KOF GI) 2010-2024for EU27 countriesis presentedn
tablel1. In 2010KOF Gl rangedfrom 71.51in Romaniato 92.95in Belgium. It
shouldbe notedherethat Belgiumwasthe mostglobalizedcountryin theworld in
2010, while Romaniatook the 39" position in the KOF globalization ranking.
Globalizationof Austriaandthe Netherlandsvasalsoextremelyhighin 2010(they
formedthetop threemostglobalizedcountriestogethemwith Belgium). Havingin
mind thefactthatthe averagevalueof KOF Gl for EU27 amountedo 83.19,while
it wasonly 56.8for theworld, onehasto perceiveall EU27 countriesasrelatively
highly globalized countriesin 2010. The following years brought only slight
changesfor some EU27 countries,while othersdid experiencemore dynamic
situation:

1 Germanyimprovedits positionin the KOF rankingby 13 placesthanks
to increasdén KOF Gl by 3.53 (it wasthe 5" mostglobalizedcountryin
2024,while in 2010it took the 18" positionin 2010);

! For example, Croatia was included, even though it only joined the European Union in 2013,

whereas the study did not cover the United Kingdom of Great Britain and Northern Ireland,

which joined the European Communi titytonaln 1973 and ope
structures until the end of January 2020.
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1 Greece'positionin the KOF rankingimprovedby asmuchas17 places
(it was31%tin 2010and14" in 2024),andits globalizationindexincreased
by asmuchas8.04;

1 Romaniamprovedits positionin the KOF rankingby 6 placeg(from the
39" positionin 2010to the 339 onein 2024)andits KOF Gl increased
by 7.27;

1 Cyprushasdroppedby 13 positionsin the KOF ranking from 2010to
2024(215 positionin 2010and34" onein 2024);

1 KOF Gl for Hungarywasreducedy 3.82in theanalyzedoeriodof time,
which resultedin a drop of 8 placesin the KOF ranking (10" positionin
2010and18"in 2024);

1 KOF Gl for Portugalwasreduceddy 3.99in theanalyzederiodof time,
which resultedin a drop of 8 placesin the KOF ranking (8" and 16"
placesrespectively);

1 Cz e c Ipasiiodis the KOF rankingworsenedy 8 placeg(it took the
19" positionin 2024, while in 2010it wasclassifiedon the 12" place),
dueto thedropin the KOF Gl by 3.79;

1 Poland'ositiondeterioratedy 7 places(23¢ positionin 2010and30"
placein 2024, which wasrelatedto thedropin theindexby 1.73.

It shouldbe pointedout that despitethe persistingdifferencesamongthe EU27
countriesin regardto globalization the disparitiesof the level of globalizationin
thestudiedgroupof 27 EU countriesdecreasedignificantlyin theanalyzedperiod
of time. This is evidencedby the reductionof the KOF GI rangeby over 8.2
percentag@ointsfrom 2010to 2024.

Economy KOF GlobalizationIndexoverall KgIF Position Eﬁ::lgoen
change
2010 | 2012 | 2014 | 2016 | 2018 | 2020 | 2022 | 2024 /2200120 " 2010 | 2024 /22%123
Austria 92,51 | 90,55 | 90,48 | 89,83 | 87,91 | 88,56 | 88,36 | 87,6 | -4,91 2 7 -5
Belgium 92,95 | 92,76 | 91,61 | 90,51 | 90,47 | 90,46 | 90,09 | 88,9 | -4,05 1 3 -2
Bulgaria 75,41 | 72,9 | 71,38 | 77,16 | 79,52 | 79,77 | 79,04 | 77,52 2,11 32 36 -4
Cyprus 82,45 | 86,59 | 85,27 | 84,07 | 75,0 | 83,06 | 79,54 | 78,4 | -4,05 | 21 34 -13
Czechia | 86,87 | 85,76 | 83,97 | 86,80 | 83,41 | 84,88 | 84,85 | 83,08 | -3,79 | 12 19 -7
Germany | 84,16 | 81,53 | 79,47 | 78,24 | 86,89 | 88,83 | 88,44 | 87,69 | 3,53 18 5 13

Denmark | 89,68 | 88,11 | 87,43 | 86,44 | 87,85 | 87,96 | 87,86 | 86,48 | -3,2 6 9 3
Spain 85,71 | 84,36 | 84,66 | 83,73 | 83,31 | 83,81 | 85,18 | 84,52 | -1,19 | 16 12 4
Estonia 79,49 | 79,34 | 79,38 | 78,46 | 81,97 | 82,91 | 82,21 | 81,81 | 2,32 26 23 3
1

5

Finland 87,31 | 84,34 | 85,87 | 8547 | 8598 | 87,7 | 87,22 | 86,16 | -1,15 9 10
France 86,18 | 84,12 | 82,76 | 82,61 | 87,34 | 87,69 | 86,94 | 86,72 | 0,54 13 8
Greece 75,83 | 81,30 | 80,29 | 80,4 | 80,31 | 82,89 | 83,25 | 83,87 | 8,04 31 14 17
Croatia 76,85 | 75,88 | 74,92 | 75,59 | 79,04 | 81,19 | 81,04 | 80,63 | 3,78 29 25 4




Hungary 87,00 | 87,38 | 8591 | 85,78 | 84,0 | 83,83 | 83,84 | 83,18 | -3,82 | 10 18 -8

lreland | 86,92 | 91,95 | 92,17 | 91,64 | 83,53 | 8554 | 85,82 | 84,36 | 256 | 11 | 13 2
Italy 82,26 | 81,02 | 80,37 | 79,50 | 82,15 | 82,82 | 82,56 | 83,04 | 0,78 | 22 | 20 2
Lithuania | 74,73 | 66,56 | 73,27 | 77,26 | 78,78 | 81,15 | 81,28 | 79,77 | 504 | 33 | 28 5
Luxembourg| 85,84 | 86,02 | 84,57 | 8355 | 8200 | 82,82 | 85,37 | 84,65 | -1,10 | 14 | 11 3
Latvia | 71,61 66,27 | 70,17 | 70,97 | 75,42 | 79,77 | 76,79 | 76,54 | 493 | 37 | 38 1
Malta | 76,42 | 76,39 | 75,95 | 75,04 | 77,51 | 77,28 | 80,76 | 79,47 | 3,05 | 30 | 31 1
Netherlands| 91,9 | 90,94 | 91,33 | 91,7 | 90,24 | 90,68 | 90,48 | 89,72 218 | 3 | 1 2
Poland | 81,26 | 80,81 | 79,52 | 79,9 | 78,72 | 79,67 | 80,83 | 79,53 | -1,73 | 23 | 20 7
Portugal | 87,54 | 86,73 | 87,01 | 85,08 | 82,21 | 84,88 | 84,79 | 8355 | 399 | 8 | 16 -8
Romania | 71,51 | 74,94 | 72,24 | 75,00 | 77,88 | 79,29 | 79,4 | 78,78 | 7,27 | 39 | 33 6
Slovakia | 85,07 | 83,83 | 83,55 | 83,62 | 80,74 | 82,66 | 832 | 81,96 | 311 | 16 | 22 I
Slovenia | 78,78 | 77,67 | 76,86 | 76,24 | 79,76 | 81,21 | 79,7 | 80,36 | 1,58 | 28 | 26 2
Sweden | 89,95 | 88,23 | 87,39 | 85,92 88,05 | 89,44 | 89,2 | 8763 232 | 5 | 6 1
KOF GI
Arithmetic | g4 19 | 82 44 | 82,14 | 82,24 | 82,62 | 84,10 | 84,00 | 83,18 | -0.01 | 7 i i
meanfor
EU27
KOF Gl
Arithmetic | gq o | 573 | 58,17 | 58,03 | 59,32 | 60,24 | 59,93 | 6042 | 362 | T | ¥ i
meanfor the
world
KOF GI

Maximum | 92,95 | 92,76 | 92,17 | 92,3 | 90,47 | 90,68 | 90,48 | 89,72 | -3.23 i i i
for EU27
KOF GI
Minimum 71,51 | 66,27 | 70,17 | 69,00 | 75,42 | 77,28 | 76,79 | 76,54 | 5.03 T T T
for EU27
KOF Gl
rangefor 21,44| 26,49| 22,00| 23,30 | 15,05| 13,0 | 13,69| 13,18| -8.26 i i i
EU27
KOF Gl
Standard
Devidion
for EU27
Rawdata
for year

6,30 7,03 6,39 | 555| 430| 372| 3,75| 3,66 | -2.64 T T T

2007 [ 2009 | 2011 | 2013| 2015| 2018 | 2020 | 2022 T T T T

Table 1.
KOF Globalization Index 2022024 for EU27 countries

Source(KOF, 2010,2012,2014,2016,2018,2020,2022,2024)andown calculations.

The analysisof the KOF ranking 2022 (createdwith the useof raw datafor the
pandemic2020year) confirmeda negativeimpactof the outbreakof COVID-19
pandemic and lockdowns which were introduced practically worldwide on
globalizationfor boththe EU27 andin globalterms.The sameconclusioncanbe
drawnfrom the analysisof the KOF ranking2024 (reflectingthe situationin 2022
i.e.theyearof the outbreakof a full-scalewarin Ukrainei raw datafor 2022were
usedin this case) Here, too, the globalizationindex for the EU27 has slightly
decreased
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3 Globalization at Crossroads

In the first decadeof the 215 centurythe emergencef terrorismasa new global
problem and the outbreakof the global financial crisis initiated the debateon
globalization.Many expertsbeganto emphasizehat globalizationdoesnot solve
the mostimportantproblemsof the contemporaryworld economy,and may even
induce new global challengesand threats.The processof reshuffling the main
economicpolitical andmilitary powers aswell asthe growingincomeandwealth
inequalitesshouldbe mentionedhere (Kleer, 2008) The third decadeof the 215
century has brought a seriesof accumulatingglobal problems,challengesand
threats.Geopolitical,economicand demographicshocks(Thompson,2022) have
beensuperimposedn global problemsthathadbeenidentified muchearlier,such
as international debt, the ongoing degradationof the natural environmentand
climate change,demographicproblems, the problem of hunger, international
terrorism, and which had not been solved or even mitigated. The increasing
instability and uncertaintyin the world economyof the third decadeof the 215
centuryasaresultof the COVID-19 pandemicthewarin Ukraine,thenewedition
of the conflict betweenlsraeland Hamas aswell asa changeof the US foreign
policy in 2025raisequestionsaboutfurther developmenof internationakelations,
includingthefutureof globalization. Tensiondbetweerglobalsuperpowes, aswell
asfragility of internationalgeopoliticsdestabilizedhe globalenvironmentlready
before the COVID-19 pandemic (Altman, 2020; Yip, 2021) Ru s s aradl
aggressiomagainstUkraine in February2022, which initiated a full-scalewar,
overlappedwith the ongoingCOVID-19 pandemic.The consequencesf the still
ongoing war betweenRussiaand Ukraine have beenshakingnot only the two
countries,their societiesand economiesbut also the whole Europeand, more
broadly, the global economy.They clearly showedthe importanceof the global
security network (Kammer et al., 2022) The fragile internationalgeopolitical
balance was disturbed. The awarenessof strategic external dependencief
regioral andglobal natureincreased Gutmann,Pitlik & Fronaschutz2023) The
consequencesf the war in Ukraine for globalizaion were also pointed out by
Erasmug2022),Jenkins(2023),UN experts(United Nations,2023). The attitude
to globalizationchangedctonsiderablyalsoin the US (despitethe very manygains
from globalizationfor the US) (Wen, 2024). Tradeand foreign policy of the US
underD. T r u mgredidencyin 2025becameaunpredictableit hasalreadycreated
numeroughreatdor internationabusinessdgisruptednternationatradeandruined
globalgeopoliticalarchitecturgFields,2025;Islam,2025).Fields(2025)indicated
thatthe US decisionto escalatdradewar in 2025fis designechot just to reshape
America, and trade, but the way the world itself has beenr u nirternational

MonetaryFundpointedto damageso the globaleconomyresultingfromTr u mp 6 s

tariff policy (Stewart,2025).

It seemsthat due to such a high level of advancemenbf globalization,it is
impossible to completely reverse the process of globalization. However,
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unfavorablephenomenandprocessethattakeplacein theworld economyin the
third decadeof the 21% century disruptinginternation&cooperatioranddisturbing
the so far internationalgeopoliticalbalance may limit or inhibit globalization,as
well as changeits shape.The political divisions betweenthe major powersare
deepeningThis could leadto the division of the global economyinto competing
platformsandashift from thelogic of costoptimizationto thelogic of risk reduction
( Pg - c i2022) Mankpointsto the endof globalizationin its currentform, not
the endof globalizationassuch( S o 2023).Undoubtedly globalization1.0 has
ended(Atkinson& Ezell,2025).Geopoliticalshift becomegparticularlyimportant.
Theworld facesfour fundamentahndexistentialchallengesincreasingnequality,
climate change,demographicchange,and the weakeningof democracy.Far

reachinginternationalcooperatiorwill be neededo solvethem.However for this
to be possible,it is necessaryto rebuild global institutions and regain their
credibility. Structuralreformsare necessaryfor the creationof a more resilient
economic financial, and geopoliticalsystem.Solving the basicthreatsfacing the
global economyin the 215 centuryis a necessargonditionfor moving towardsa
sder andmoresustainablevorld (Acemogluetal., 2022) It canthereforebestated
that the hypothesisassumingthat instability in the global economyin the 2020s
influence prospectf globalization,including globalizationof EU countrieshas
beenpositively verified.

Conclusions

The EU27 economiesare characterizedy relatively high level of globalization.
Comparativeanalysiswith the the useof KOF Globalizationindex indicatedthe
existenceof significantdifferencesn the studiedgroupof countriesfrom 2010to
2024.

In 2024 the highestlevel of globalizationwas characteristidor the Netherlands,
Belgium, Germany,Sweden Austria, France,Denmarkand Rnlandi they were

positionedin the top ten of the KOF GlobalizationRanking(with KOF Gl overall

rangingfrom 86.16in Finlandto 89.72in the Netherland$ the numberonemost

globalizedcountryin theworld). Thelowestlevel of globalizationwasnotedin the

following EU27 countries:Latvia, Bulgaria, Cyprus and Romania They were

classifiedin the 4" ten of the the KOF GlobalizationRanking2024 (andthe value

of KOF Gl in their casewas less than 80). Even theseEU countriesmust be

consideredighly globalizedentitiesif we look globally andanalyzethemagainst
the backgroundf all the countriesof theworld.

The third decadeof the 215 century brought an end to the hitherto shapeof
globalization We havepassedheturningpoint of globalization.We do experience
dynamiccreationof a new shapeof the world economysystem.Thereis no come
back to the prepandemic shape of globalization. International conflicts,
geopoliticaltensionseconomiccompetition technologicainnovation,andclimate
changewill determinethe future of theworld economy Instability anduncertainty
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in the world economyand in the global politics do affect the directions and
prospect®f furtherdevelopmentf globalization jncludingglobalizationof the EU
countriesRulesbasednultilateralagreementareshifting away.Reorganizatiomf
theglobaleconomyin orderto reduceglobalrisks(catastrophiclimatechangethe
dangerof furtherpandemicsbioterrorism rising inequalitiesthe growing problem
of exclusion,regionaland world military conflicts) is of vital importance.This
requiresa sort of historical change/leapOn the one hand, it seemsextremely
difficult, evenimpossible pbutonthe otherhand,it is preciselythe majorcrisesthat
createpolitical spacefor radicalreforms.The questionsare: Is therea chancefor
international/ global actionresultingin a better/ fairer modelof globalization?s
de-globalizationmorelikely?
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Abstract Wo me merérepreneurshigplays a crucial role in economicdevelopmenand
social empowermenthowever,femaleentrepreneursften face significant challengesin
securingfinancialresourcesandbuilding supportnetworks Thispaperprovidesa literature
review on the impact of accessto finance and support networkson the developmenbf
w o0 me entrepreneurshipn Kosovo.Throughan analysisof studiesfrom countrieswith
varying levelsof economiadevelopmenand K o s o gpedifiscontext,keychallengesand
bestpracticesare identifiedto help femaleentrepreneur®vercomeinancial barriers and
establisheffectivesupportstructuresThestudyhighlightsthat dedicatedinancingschemes
for womenentrepreneursmentoringprograms,and professionahetworkingplatformsare
keyfactorsfor their successHowever,the literature suggestghat thesemechanismsire
often fragmentedand limited by the absenceof comprehensivepproachesaddressing
gender and structural challenges. Additionally, the lack of data on the longterm
effectivenessfthesdnitiativesposesa barrier to thedevelopmentf well-structuredpolicies
in Kosovo.Thispaper contributesto the existing literature by analyzingthe key factors
influencing accessto finance and the establishmentof support networks for female
entrepreneursn Kosovo.Furthermore,it offersrecommendationfor improving financial
accessand strengtheningupportnetworks therebyfosteringa moreenablingenvironment
for thedevelopmenofw o m e entiepreneurshiin Kosovo.

Keywords: Wo me rrdrepreneurshipaccessto finance, support networks, mentoring,
economialevelopmengenderequality.

1 Introduction

In recentyears, womenled enterpriseshave gained significant importancein
economicdevelopmentand social empowermentcontributingto innovation, job
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creation,andeconomicsustainability. The numberof womenownedbusinessem
Kosovohasincreasedonsiderablyhowever theyremainunderrepresented the
entrepreneuridandscap€GAP Institute,2023).

This indicatesthat despiteprogress,women entrepreneurstill face substantial
challengeghathinderthegrowthandsucces®f their businesses.

Oneof the primarybarriersis limited accesdo finance Recentstudiessuggesthat
womenentrepreneursften encountestructuralconstraintsandgenderbiaseshat
negativelyaffect their ability to securestartup capital and funding for business
expansior(Brushetal.,2019;Carteretal., 2020).Womenhavesignificantly lower
accesdo bankloansdueto alack of collateralandhigherinterestrates,which, in
turn, restrictstheir capacityto grow their businessef/Norld Bank,2021).

Furtherresearchconfirmsthat womenface greaterdifficulties in obtainingcredit
andinvestmentomparedo men(Coleman& Robb,2020).In additionto financial
constraintsthedevelopmenbf supportnetworksplaysa crucialrole in thesuccess
of womenled enterprisesProfessionahetworksand mentorshigprogrammesan
help female entrepreneur®overcomechallengesby providing opportunitiesfor
experiencesharing, information exchange, and the formation of strategic
partnershipgGoyal & Yadav, 2019). However, literature suggestghat many of
thesenetworksare fragmentedand fail to comprehensivelyaddresshe specific
needsof women entrepreneurgVerheul et al., 2020). Women entrepreneursn
developingcountries,including Kosovo, havelimited accesgo supportnetworks
andmentorshipwhich hindersthe growth of their businesse@OECD, 2022).

Severalinternationaland local organizationshavelaunchedinitiatives to support
female entrepreneursn Kosovo. For instance,the Kosovo Wo me rNétwork
(2021)hasprovidedgrantsto variousorganizationghroughthe KosovoWwo me n 6 s
Fund aiming to promoteeconomicempowermenand genderequality. Similarly,
theUnited

Nationsin Kosovo(2021)hasorganizeccampaigngndactivitiesto raiseawareness
andsupportwomenin business.

Theseinitiatives arecrucialin creatinga moreenablingenvironmenforwo me n 6 s
entrepreneurshiphowever, further efforts are neededto addressthe existing
challengesindensuresustainablendinclusivesupport.

ResearchAim: This studyaimsto analysethe impactof accesgo financeandthe
significanceof supportnetworksin the developmenbf womenled enterprises.

Drawingon existingliterature theresearchwill examinethekey challengesvomen
entrepreneurfacein securingfunding and building supportnetworks.According
to Nogueraetal. (2020),thesechallengesncludegenderdiscriminationandalack
of institutionalsupport.Furthermorethe literaturesuggestshatbestpracticesand
strategicapproachesasidentified by Goyal and Yadav(2019),canhelp improve
accesso financeandstrengthemrofessionahetworks.



ResearclQuestionWhatarethe mainchallengeshatwomenentrepreneuracein
securingfinancingfor theirbusinessesandhow canthesechallengedeovercome?

SupportingQuestions:

How doesthedevelopmenbf supporinetworksinfluencethegrowthof womenled
enterprises?

What arethe mosteffective strategiedor improving accesdo financefor women
entrepreneurs?

This study contributesto the existing literature by examining the key factors
influencing the success of wo me n éngepreneurship and offering
recommendation$or improving accesso financial resourcesand strengthening
supportnetworks.In doing so, it aimsto fostera morefavourableenvironmenfor
womenentrepreneurandthe growth of their businesses.

2 Literature Review

2.1 Accessto Financefor Women Entrepreneurs

Oneof themostsignificantchallenge$acedby womenentrepreneuri the United
Statesand Europeis the lack of equalaccesdo finance.Studiesindicatethat the
gendemrgapin lendingandinvestmenis not merelya matterof funding availability
but also a result of risk perceptionby financial institutions (OECD, 2022; EIB,
2020).

Accordingto the World Bank (2021),the global financinggap for womenowned
businesseamountsto $1.7 trillion, with womenfrequentlyreceivingloansunder
less favourable conditions,including higher interestratesand stricter collateral
requirementgIFC, 2023).A studyby the EuropearinvestmentBank (EIB, 2020)
highlights that women are significantly underrepresenteth the venture capital
sector,with only 2% of venturecapitalfundingin Europeallocatedto womenled
companiesThe OECD (2022)suggestshat the creationof stateguaranteedunds
for female entrepreneurdias proven effective in increasingaccessto startup
capital.

In the United Statesthe NationalWo me mBdsmessCouncil (2022) reportsthat
womenare50%lesslikely thanmento securdinancingfrom traditionalbanksand
often rely on alternativefunding sourcessuch as grantsand microfinance.The
World Economic Forum (2023) notesthat the expansionof targetedfinancing
schemesfor women has led to increasedparticipation in entrepreneurship,
particularlyin thetechnologyandinnovationsectors.
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A key obstaclefor womenentrepreneurin Kosovois limited accesgo finance
which hasbeenidentified asone of the critical factorsaffecting businesggrowth
andsustainability(Brushetal., 2020).Accordingto areportby the EuropearBank
for Reconstructionand Development(EBRD, 2023) women entrepreneursn
Kosovohavefewer opportunitiesto securefinancingcomparedo men, primarily
dueto alack of collateralandgenderbiaseswithin the bankingsystem

To addresshisissue the EBRD (2023)hasallocatedd 4million in fundingfor the
microfinanceinstitution KEP Trust with G 1million specifically dedicatedto
womenled businessesThis programmeaims to improve financial accessand
increasav 0 me paétisipationin the businessector.Inadditionto the EBRD, the
International Finance Corporation (IFC) has undertakeninitiatives to support
femaleentrepreneuri Kosovo.

A recentlFC (2023)reportemphasisethatlimited fundingandrestrictedaccesgo
creditremainamongtheprimarychallengegacedby womenin business.It©October
2023 the IFC provideda U Smillion loan to RaiffeisenLeasingKosovoLLC to
expandaccesdo financefor micro, small, and mediumsizedenterpriseswith a
particularfocuson womenownedbusinesseflFC, 2023).Theseinitiativesaim to
foster competition and create new employment opportunities for female
entrepreneurby facilitating easieraccesgo capital.

2.2 Support Networks and the Importance of Mentorship

Professionahetworksand mentorshipprogrammeshave a direct impact on the
succes®f femaleentrepreneursA study by Eddlestonet al. (2021) revealsthat
womenwho participatan mentorshimetworkshaveahigherlikelihood of securing
fundingandexpandingheir businesses.

An analysis by the Cherie Blair Foundation (2020) shows that mentorship
programmesfor women entrepreneursiave contributedto a 45% increasein
business revenues within two years However, w 0 me npéricipation in
professionalnetworks remains low, particularly in maledominated industries
(GEM, 2021).

In Europe the OECD and the EuropeanCommission(2021) suggestthat the
establishmendf nationalnetworksfor womenentrepreneurbasbeensuccessfuin

countries such as Germany, the Netherlands,and Sweden where mentoring
platformsarefundedby bothgovernmentndthe privatesector The RoseReview
(UK, 2021)highlightsthatwomenwho receivementorshipare20% morelikely to

secureexternalinvestmenthanthosewho arenot partof supportnetworks.

In the United Statesthe National Associationof WomenBusinesfOwners(2022)
stateghatwomeninvolved in businessietworkshavea highercapacityto secure
governmentand private contracts underlining the importance of strategic
partnershipsBeyondfinancial challengesthe developmenbf supportnetworks
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remainsa crucialfactorin thesucces®f womenled enterprisesResearclsuggests
that women entrepreneursvho engagein professionalnetworksand mentorship
programmeshave a significantly higher probability of securing funding and
expandingheirbusinessegEddlestoretal.,2021).Areportby the Organisatiorfor
Economic Co-operationand Development(OECD, 2022) indicatesthat women
entrepreneursvho are part of mentorshipand collaborationnetworkshavebetter
accesgo information,financialresourcesandnewbusines®pportunities

In Kosova the lack of supportnetworksposesa significantchallengefor female
entrepreneurgKosovarFoundatiorfor OpenSociety[KFOS], 2023).Accordingto
areportby KFOS (2023) thereis anurgentneedfor mentorshipprogrammesnd
professionahetworksto assistwomenin establishingconnectionswith investors
and expanding their businesses.Anothestudy highlights that many women
entrepreneurkack sufficientinformationon availablefinancingopportunitiesand
the absencef training and professionatonnectiongimits their ability to develop
their businessesffectively (Minniti, 2021).

In this context, the experiencef other countriescould serve as a model for

Kosovo.In Albania, for instance the AlbanianWo me r€Cbhasmberof Commerce
(2022) hasorganisednitiatives aimedat increasingw 0 me acéesgo financing
and strengtheningheir professionalnetworks A similar programmein Kosovo
could supportwomen entrepreneursn establishingstrongerties with financial

institutionsandexpandingheir marketreach.

2.3 Policiesand Institutional Support for Women
Entrepreneurs

Public policiesplay a crucial role in eliminating structuralbarriersand creatinga
more enablingenvironmentfor womenentrepreneursThe OECD (2022) andthe
European Commission (2021) suggestthat countries with specific policies
supportingwomen in businesshave a higher level of female representatiorin
economicsectors.Inthe United States the Small BusinessAdministration(SBA,
2022) has implementedvarious initiatives, including the WomenOwned Small
BusinessFederal Contracting Programme which facilitatesw 0 me @adtessto
governmenttenders. The EU Gender Equality Report (2022) highlights that
countrieswith integratedpolicies for female entrepreneurshimave witnesseda
significantincreasén w 0 m e padéicipationin businessectors

A study by the Europeaninstitute for GenderEquality (EIGE, 2021) notesthat
governmentshat haveestablishediedicatedundsfor womenentrepreneursuch
as France Denmark,andFinland haveachieveda 30%increasdn femaleowned
businessesveradecade

In theUnited StatestheWo me BusisesEnterpriseNationalCouncil(WBENC,
2022 stresseghat supportive policies for women in businessinclude greater
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transparency in lending practices and the elimination of genderbased
discrimination in the financial sector The OECD (2022) suggeststhat the

establishmenbf monitoring mechanismsand impact assessments essentialto

ensurethe sustainabilityof supportfor womenentrepreneur§&overnmenpolicies
andinstitutionalsupportarekey factorsin creatinga moreconduciveenvironment
for femaleentrepreneurshifRamadanetal., 2020).

Severalinitiatives havebeenundertakerto supportwomenin businessincluding
tradefairs, trainingprogrammesandgrantallocationg Agencyfor GenderEquality
in Kosovo[AGEK], 2023).

However,reportsindicatethat the lack of accuratedataon allocatedbudgetsfor
womenentrepreneurandtheimpactof thesemeasuresnakesit difficult to assess
their effectivenesgAGEK, 2023).

To overcomethesechallenges someresearcherarguethat more targetedand
sustainablepolicies should be implementedto supportfemale entrepreneursn
Kosovo (Nogueraet al., 2021). This includesthe creationof dedicatedundsfor
womenledbusinessesnandatorymentorshiprogrammesor grantrecipientsand
strongergovernmentnvolvementin building supportetworks

3 Findings and Discussions

3.1 Findings

This studyhighlightsthatwomenentrepreneurs Kosovofacemultiple barriersin

accessindinanceandestablishingsupportnetworks While variousinitiativesexist
to supporthem,theseeffortsareoftenfragmentedandfail to addresshelong-term
needsof women in business.Internationdbest practicesindicate that targeted
policies, dedicated funding, and structured mentorship programmes can
significantlyimprovethebusinesgnvironmenfor femaleentrepreneuris Kosovo.
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Challengeén Access| Lack of Collateral, High Interest Rates, Gender
to Finance Discrimination,Lack of Dedicated~unds

The Role of | The Impact of Mentorship, Limited Professional
Support Networks | Networks,Supportfrom InternationalOrganisations

Best International | Dedicated Financing Schemes,Mentorship Platforms,
Practices SupportiveGovernmen®olicies

The Need for | Enhancing Transparency in Lending, Establishing
IntegratedPolicies | Dedicated Funds, Developing National Mentorship
Networks,Involving the PrivateSector

Tablel.
ChallengesSupportNetworks,andPoliciesfor Wo me fEr@trepreneurshifinancing
Source:Compiledby theauthorspasedn datafrom OECD (2022), World Bank (2021),GEM (2021).

In this section,a critical analysisof the datapresentedn Table 1 is conducted,
comparingt with previousstudieson accesgo financefor womenentrepreneurs
Kosovo.

Challenges$n Accesdo Finance Theliteratureindicategshatwomenentrepreneurs
in Kosovo face significant barriersin securingfinancing. According to a GAP
Institutereport womenoften struggleto providecollateralandfacehigherinterest
rates which limits their financingopportunities.

The Role of SupportNetworks While mentorshipand professionahetworksare
crucialfor entrepreneuriadevelopmentstudiesshowthatwomenin Kosovohave
limited accessto such networks.A study by the GAP Institute highlights that
businesseswnedby womenandethnicminoritieshaverestrictedopportunitiesto
engagen professionahetworks primarily dueto highmembershigostsandalack
of awarenessegardingpotentialbenefits.

BestInternationalPractices The implementatiornof dedicatediinancingschemes
and mentorship platforms has shown positive outcomesin other countries.
However, adapting these practicesto the Kosovan context requiresa careful

analysisof culturalandeconomicfactors

The Needfor IntegratedPolicies To addressxistingchallengesit is essentiato
developcomprehensiveoliciesthatpromotetransparencin lendingprocesseand
establishdedicatedfunds for women entrepreneursActive involvementof the
private sector and the developmentof national mentorship networks could
contributesignificantlyto theempowermendf womenin business.

Graph:Key Challengesn Accessto Financefor WomenEntrepreneurgl Kosovo
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This graphpresentsherelativepercentagesf variousfactorsthathinderaccesgo
financefor womenentrepreneurs Kosovo.

Key Challenges in Finance for Women Entrepreneurs in Kosovo
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Figurel
Key Challengesn Accessto Financefor WomenEntrepreneurs Kosovo
Source:Compiledby theauthorspasedn datafrom OECD (2022); World Bank (2021);EBRD
(2023);IFC (2023).

The graphpresentsan analysisof the mostsignificantchallengegacedby women
entrepreneurg Kosovoin accessindinance.

The key identified factorsinclude lack of collateral, high interestrates,gender
discrimination, and the absenceof dedicatedfunds Thesechallengesreflect a

complexenvironmenthataffectsw o m e abditg to securdinancialresourcegor

thedevelopmenandgrowthof their businesses.

Lack of Collateral(80%) This percentagendicatesthat the majority of women
entrepreneurareunableto providethe requiredcollateralto obtainbankloans.In

Kosovo, land and assetownershipis predominantlyheld by men which restricts
w 0 me abditg to userealestateasloanguaranteesrlhisis a significantstructural
barrier that requires policy-level interventionsto improve w 0 me Rdtessto

propertyownershipandfinancing.

High Interest Rates (70%). Another major challengeis lending under less
favourableconditionsfor women entrepreneursBanks and financial institutions
often offer loans with higher interestrates making it more difficult to obtain
affordablefinancing.Accordingto internationaktudies(e.g.,OECD, 2022) thisis
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linkedto theperceptiorof higherrisk for womenownedbusinessesnattitudethat
is not necessarilysupportedby dataon their financialperformance

GenderDiscrimination (65%) Discriminationin the financial sectoris another
factorthatnegativelyimpactsw o m e opfaostunitiedo securdinancing Selective
accesgo financialinstitutions,genderstereotypesanda lack of trustinwo me n 6 s
ability to managea successfubusinessreateadditionalbarriers.Theseobstacles

are also associatedwith the underrepresentationf womenin the finance and
investmentsectors highlighting the needfor programmeghatenhanceawareness
andfinancialeducatiorfor womenentrepreneurs

Lack of Dedicated~unds(75%): Womenentrepreneursftendo nothaveaccesso
specific financing programmes which could facilitate obtaining loans or
investmentsWhile someinternationalfunds and grantsare designedto support
womenin businesstheseinitiatives are often fragmentedand unsustainableThe
lack of supportivegovernmentpolicies and sustainablefinancing mechanisms
emphasiseshe needfor the creationof a dedicatedguarantegfund for women
entrepreneutrsaswell asthedevelopmenof preferentialendingschemes

The datain the graph show that women entrepreneurén Kosovo face multiple
challengesn accessindinance

Graph on the Impact of Support Networks on the Successof WomenLed
Enterprises

This graphillustratesthe percentageémpact of various elementswithin support
networkson the succes®f womerntled enterprisesn Kosovo.
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Thelmpactof SupportNetworkson the Succes®f WomenLed Enterprises
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Blair Foundation(2020),GEM (2021).



The graph illustrates the impact of mentorship, professional networks, and
internationakupporton the succes®f womenled enterprises$n Kosovo.

The datasuggesthat socialandinstitutionalfactorsplay a crucial role in creating
opportunitiesfor womenentrepreneursvhile also highlighting certainbarriersto
participationandthe effectivenes®f thesesupportnetworks.

Mentorship (70%): Oneof the mostinfluential factorsin the succes®f women
led enterprisesis mentorship. The data indicate that women participating in
mentorshipprogrammesievelopbettermanagerial strategic,andfinancial skills,
making their businessesnore competitive. Mentorshipalso helpsincreaseself-
confidence and improve accessto financial resourcesand new partnerships.
However, the main challenge remains accessto structured and continuous
mentorship.Many mentorshipprogrammesare temporaryand linked to specific
projects, failing to provide long-term support for women entrepreneursThis
highlights the needfor the creationof continuousmentorshipplatforms, which
could be connectedo universities,chambersof commerceand entrepreneurship
organisations.

ProfessionalNetworks (50%): Wo me paitisipationin professionahetworksis

relatively low, despitetheir considerabléenefits.Professionahetworksfacilitate

experiencesharing partnershigbuilding, andaccesdo newmarkets makingthem
animportanttool for the succes®f womentled enterprises.Asignificantchallenge
remainsthe lack of structurednetworksfor womenentrepreneurst the national
level. Many of the existing networksare either fragmentedor limited to a small

groupof entrepreneurdvioreover culturalchallengesndalack of self-confidence
oftenpreventwomenfrom actively engagingn thesenetworks.

International Support (60%): Supportfrom internationalorganisationsuchas
theEBRD, IFC, andtheEU hasplayedanimportantrolein providingfinancingand
trainingfor womenentrepreneurs Kosovo.Theseorganisation®ftenimplement
grants, mentorship programmes, and technical assistancefor women in

business.Howeverg major issueis the lack of a nationalstrategyto absorband
utilise thesefundsin thelong term.Many programmegocuson shorttermperiods
and do not provide a sustainablemechanismto continue assistanceonce
internationafundingends.

3.2 Discussions

This studyhasexaminedhe challengesandopportunitiesof womenentrepreneurs
in Kosovo, focusing on accessto finance and the impact of support
networksThrougha comparativeanalysiswith internationalstudies,it hasbeen
identifiedthatwomenentrepreneuris Kosovofacesimilarbarriersto thosein other
countries but to a greaterextentdue to institutionaland socioeconomicfactors
Accessto finance remainsone of the main challengesLack of collateral, high
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interestrates, and genderdiscriminationin lending processesare the primary
obstacledgor womenentrepreneurs.

This alignswith the findings of the World Bank (2021)and OECD (2022) which
indicatethatwomenworldwide facerestrictedaccesgo financial resourcesWhile
EU countrieshaveestablisheareditguaranteeschemedor womenentrepreneurs
Kosovolackssimilar governmentackedsupportmeasured heimpactof support
networksand mentorshipis limited. While internationalliterature suggestghat
mentorshipcontributesto managerialskill developmentand improvesaccesso
financing (Eddlestonet al., 2021),in Kosovo,thesenetworksremainfragmented
andhavelow participationrates

Internationalprogrammessuchasthoseinitiated by the OECD andthe EU, have
establishedplatforms for mentoringwomen entrepreneurswhereasin Kosovo,
thereis no nationalstrategyfor developingsupportnetworkslnstitutionalpolicies
for womenentrepreneurarefragmentedand havelimited impact In the EU and
the US, clearpoliciesexistfor w o me acdnomicempowermentincluding their
inclusionin public contractsanddedicatedundingscheme¢SBA, 2022;WBENC,

2022).In Kosovo, althoughsomeinitiatives exist suchasthe KosovoWo me n 6 s

Fund (KWF, 2021) thereis no integratedapproachthat supportswomen at all
stageof their businesslevelopment

Conclusions

Women entrepreneur$n Kosovo face significant barriersin accessinginance.
Banksandfinancial institutionsimposestricterrequirement®n women,affecting
the growth of their businessesComparedto the EU and the US, Kosovo lacks
guaranteedundsanddedicatedinancial supportschemegor women.

The developmentof supportnetworks and mentorshipprogrammesremainsa
challengein Kosovo.While in developedcountries womenentrepreneurbenefit
from mentorshipand strong businessnetworks in Kosovo, theseinitiatives are
fragmented and lack sustainable impactSupportive policies for women
entrepreneurs Kosovoarelimited anddispersed

The absenceof integrated strategiesfor w o me reéosomic empowerment
highlightsthe needfor coordinatednterventionsbetweengovernmeninstitutions
andthe private sector Bestinternationalpracticesindicatethat targetedmeasures
for womenentrepreneurareeffective

Studiesfrom the EU andthe US suggesthatspecificpoliciesfor women including
dedicatedundsandwell-structuredsupportnetworks haveasignificantimpacton
w o me endpswermentn businessKosovo could learn from thesemodelsand
implementsimilar strategies
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The Needfor Continuous Researchand Monitoring

Given the lack of detaileddataon the long-term impact of policies for women
entrepreneurin Kosovq it is essentiako conductfurther studiesto evaluatethe
effectivenes®f the measuregmplementedsofar andto proposenewstrategies

Recommendations

Basedon the findings and conclusionsof this study, severalconcretestepsare
suggestedb improveaccesso financeandstrengthersupportinetworksfor women
entrepreneurs Kosovo:

Establishinggovernmenguaranteedfunds to supportwomen entrepreneursn
obtainingloansundermorefavourableconditions.

Developing structured mentorship programmesto assist women in building
manageriabndstrategicskills.

Strengtheningprofessionalnetworks and support organisations including the
creationof dedicatedblatformsfor womenentrepreneurs

Enhancingransparencyn lendingprocessesliminatinggenderdiscriminationin
thefinancial sector.

Monitoring and evaluating existing policies to ensuretheir effectivenessand
relevancen improvingthebusinesenvironmenfor womenentrepreneurs.
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AbstractThisstudyrepresentainattempto analyzethescientificapproachesisedn tourism
sciencesconcerning the integrated tourism product. Both international and domestic
scientificstudieson the concepif theintegratedtourismproductto datedemonstrate gap
in research.Current works focus primarily on discussionsabout the evolution of the
terminology of the tourism product and its structure, which are addressedsimilarly by
variousdisciplinesandin thetheoreticalframework . Thisraisesthe questionof whetherthe
integratedtourism productis a pure expressionof the diversification of mixed forms of
tourism or representsthe developmentof the tourism product of the territory as a
comprehensiveffer. For this reason,the objectiveof this paperis to continuewith the
analysis and proposal of an integrated tourism product model that combinesthe
diversificationof formsof tourist mobility with a territorial approach aimingat sustainable
developmenénd increaseddestinationattractivenessThe methodologysedin this paper
involvescritical literature analysis,logical operations,and heuristics.The outcomeof the
studyis the creationof a structuredmodelfor an integratedtourismproduct. Althoughthe
work is theoreticalin nature,theissuesliscussedre of a practical nature.

Keywords: Integrated tourism product, territorial tourism product, integrated tourism
productmodel.

1 Introduction

The conceptof the tourism producthaslong beenthe subjectof theoreticaland
methodological debate in international literature, owing to its complex,
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multidisciplinary,andconstantlyevolvingnature(Panasiuk2017;Smith,1994).In

particular,the developmenbf the integratedtourism producthasbeenchallenged
by the lack of a unified theoreticalframework, even as industry practice has
advancedin offering increasingly sophisticatedsolutions to the needsof the
contemporaryourist(Steven& Dimitriadis, 2004).While productdevelopmenin

industrialsectorgyenerallyfollows clearparadigm®f innovationanddesign,n the
servicesectod especiallyin tourismd this processemaindragmentedndis often
drivenby intuition andindividual experiencgMenoretal., 2002).

Accordingto the United NationsWorld Tourism Organization(UNWTO, 2022),
tourismproductsaredefinedascombination®f tangibleandintangibleelementd
such as natural and cultural resources,hospitality infrastructure,and related
activitie® that togethercreatea coherentoffer centeredarounda specific travel
purposeHowever,in manycasesthe designanddelivery of theseproductsoccur
in afragmentecanduncoordinateanannerparticularlyattheregionallevel, where
multiple publicandprivateactorsoperatandependentlyBenur& Bramwell,2015;
Grigorova & Shopova, 2013). This presentsa significant challengefor the
integration of various componentsof the tourism offer and the creationof a
consistenandcoherenexperiencdor thevisitor.

Theabsencef astructuredheoreticaframeworkfor theintegratedourismproduct
hasbeenemphasizedy severalscholarswho havecalledfor the developmenbf
newmodelgthatgobeyondhetraditionalsupply-sidecomponent¢Panasiuk?2017;
Grigorova& Shopova2013).0Ontheotherhand,theconcepbf integratedtourism
hasbeenusedto describeeffortsto link tourismdevelopmentvith broadersocic
economicand environmentalcontexts,with the aim of fostering sustainableand
inclusivedevelopmen{Benur& Bramwell,2015;Boussetktal., 2010).

This paperaimsto analyzeandsynthesizecontemporaryiteratureconcerningthe
conceptualizationstructure anddesignof the integratedourismproduct.Through
a critical review of scholarlycontributionsfrom the pastfive years the paperwill
examinecurrentgapsin the literature, the challengesassociatedwvith practical
implementationandthe role of institutionaland commercialactorsin creatinga
competitive and integratedtourism offering. In this context, the study seeksto
addres&ey questionssuchashowtheintegratedourismproductis conceptualized
in academidiscoursewhatits coreandinteractivecomponentare,andwhatbest
practicesexistfor its successfuimplementatiorat the destinatiorievel.

To achievetheseobjectivesthe paperwill bestructurednto severaimainsections:
first, it will exploretheoreticabpproache® thenatureanddefinition of thetourism
product;secondjt will examinethe conceptof integrationin the tourismcontext;
andthird, it will reviewmodelsandcomponent®f theintegratedourismproduct.
Finally, thestudywill preseninternationakasestudiesandbestpracticeghatmay
serveasreferencepointsfor the sustainablendeffectivedevelopmenbf thistype
of productacrosdifferentdestinations.
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2 Literature Review

The conceptof the tourism productremainsa subjectof considerabledebatein
internationaliterature,dueto its interdisciplinarynatureandcontinuousevolution
in both theoretical and practical dimensions(Panasiuk,2017). This semantic
ambiguity arises from the broad usageof the term acrossvarious academic
disciplines,including economicsmarketing,managementand geographg each
offering distinctperspectivesn the structureandsubstancef atourismproduct.

While productdevelopmentn the manufacturingndustryis well-establishedand

extensivelyresearchedthe servicessector,including tourism, lags significantly

behind.StevenandDimitriadis (2005)arguethatthis researclgapis unjustifiable,
particularly given the growing importanceof the service sectorin advanced
economies.One of the core challengeslies in the conceptualizationand

developmenbf new services.According to Menor et al. (2002), unlike tangible
goods, servicesare often perceivedas spontaneousreation emergingfrom

intuition, talent, or sheerluckd ratherthan outcomesof structureddevelopment
processesThis approachleadsto a lack of standardizationweak preparatory
phasesandlimited customeilinvolvementin the productdevelopmentifecycle.

In thetourismsector productdevelopmenis frequentlyinfluencedby independent,
marketbaseddecisionanadeby variousactors ratherthanby coordinatecpolicies
or destinationlevel strategiegBenur, 2015). This fragmentationoften resultsin
disjointedofferingsthatmaynotalignwitht o u rekpedtaiodgherebyhindering
innovationin designingnewtourismproducts Earlierstudieshaveshownthatmost
existingtourism productdevelopmentnodelsdatebackto the 1980sandtendto
complementachotherratherthanintroducenovelapproaches.

To addresshis gap,Debadyutiandcolleaguegproposea modelthatintegrategwo
strategic analytical frameworks: the Analytic Hierarchy Process(AHP) and
Quality Function Deployment (QFD). The aim is to establisha standardized,
objectiveframeworkfor thedevelopmentf intangibletourismproductsy actively
involving industry expertsin the identification and prioritization of tourist needs.
AHP facilitatesthe hierarchicalcomparisorof factorsusingboth quantitativedata
andexpertjudgmentswhile QFD translatesheseneedsdnto actionableoperational
strategies.

The integration of thesetools offers significant advantagesy improving the
alignmentbetweendevelopmentstrategiesand tourist needs,enablingdecision
makingthatis basedn structuredanalysigatherthansolelyonintuition or isolated
experience.Furthermore,this model helps identify synergistic or conflicting
relationshipamongstrategiestherebybuilding alogical decisionmakingstructure
for integratedtourismplanning.In conclusion the literaturepointsto a clearneed
for a shift from fragmentedandintuition-basedapproachesoward systematiand
scientificallygroundedmodelsin tourismproductdevelopmentThe applicationof
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AHP and QFD provides an innovative and integrated approach capable of
addressinghe complexityanddynamismof the moderntourismsector.

3 Methodology

To ensurea rigorous and comprehensivditerature review, a structuredsearch
protocol was adopted using reputable academicdatabasesnamely Lens.org,
EmeraldInsight, and Google Scholar. The review focusedexclusively on peer
reviewedppenaccesgournalarticlespublishedn Englishbetweer2020and2024,
therebycapturingthe mostcurrentacademialiscourseandempiricaldevelopments
in the field. Eligibility criteria were definedto guaranteescientific quality and
relevance Only scholarlyarticleswith recognizedcitation potential,publishedin
peerreviewedjournals,wereconsideredThe studieswererequiredto explorekey
dimensionsof the integratedtourism product (ITP), including its definition,
structuralconfiguration,and designmethodologiesas well asthe perceptionsof
touristsandkey stakeholdegroups A meticuloussearctstrategywasimplemented
usinga combinationof Booleanoperatorge.g.,AND, OR) andtargeteckeywords
suchas:fi d e f i ofintegratediourismp r o d,fi ¢ (B® r u ¢it due sgiadein
for tourismp r o d yandfissot a k edmngagethenin t o u r.iTlsesedearch
termswere iteratively refined to maximize both sensitivity and specificity of the
resultsretrieved.To ensureconsistencyandanalyticaldepth,eachretrievedarticle
was subjectedto a two-stagescreeningprocessfirst, throughtitle and abstract
review, followed by full -text analysis.Articles that metall inclusioncriteriawere
thencodedthematically,enablingstructureddatasynthesisandcomparisoracross
studies.The findings were analyzedusing a narrativesynthesisapproachwhich
allowedfor theintegrationof qualitativeinsightsandtheoreticakontributionsThis
approachnot only highlightedthematicconvergenceand divergencescrossthe
literature but also identified researchgaps, methodological limitations, and
opportunitiesfor future inquiry in the domain of integratedtourism product
development.

4 Assessmenbf the Structure of the Tourism
Product and Destination Offer from the Perspective
of UNWTO and Contemporary Literature

The World Tourism Organization(UNWTO) definesthe tourism productas "a
combinatiorof tangibleandintangibleelementssuchasnatural,cultural,andman
made resourcesattractions,facilities, servicesand activities around a specific
centerof interest"(UNWTO, 2024).Froma narrowerperspectivethetourismoffer
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refersto the rangeof goodsand servicesmadeavailableto tourists( Go § e mb s ki ,
2002),which canbe examineckitherat the destinatiorlevel (macroperspectivepr

from the standpointof individual tourism enterprisegmicro perspectivelKurek,
2007).Touristsupplyis typically concentrateéh areaswith distincttouristicvalue,

andit is demandthat drivesmovementowardtheselocations.Unlike mostother

forms of economicactivity, the tourismproductnecessitatethe physicalpresence

of theconsumeamt the placeof consumption.

In market terms, the tourism offer of a destinationdoes not function as a

conventional offer with civil law implications. Rather, it is conceptualized

territorially, viewedthroughtwo interpretivelensesthe subjective asconstructed

by thedestinatioritself, andthe psychologicalshapedyt o u rekpedtaiodsnd
perceptionsThisdualframeworkdelineateshespecificelementofad e st i nati ond s
tourismoffer, which includethe intrinsic touristic values,attractionsandservices

provided.

The corecomponent®f the destinatioroffer comprise:

1. Accommodation systemsand supplementary services including pre-
tourist serviceswhich vary dependingon the type and patternof tourist
flows andpreferencesf differentvisitor segments.

2. Events which serveastemporalextension®f tourismactivity acrosshe
year. While generallyconsideredsupplementaryin caseswhere events
constitute the main reasonfor visitation, they are treated as primary
tourismattractions.

3. Tourism information , which facilitatesthe integrationandinterpretation
of disparataourismelementsenhancinghe coherencandattractiveness
of the overall offer.

4. Public services which are essentialfor ensuringa secure,clean, and
healthconsciousenvironment,thereby supporting tourist comfort and
satisfactiorthroughoutheir stay.

5 Conceptualizing, Structuring, and the Role of
Stakeholdersin the Developmentof the Integrated
Tourism Product

A reviewof theacademiditeraturerevealsafrequentyet oftenunelaboratediseof
thetermintegratedtourismproduct In numerousstudies the conceptis takenas
self-evident, with minimal attention paid to its formal definition or theoretical
underpinningsFewworks attemptto delineatea comprehensivstructurefor what
constitutessuch a product. In some cases,the term is applied pragmatically
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dependingon the regional contextunder study, while other scholarstreatit asa
subcategoryof regional tourism productsor within the broaderframework of
integratedourismdevelopment.

Amongthelimited definitionsavailable the mostexplicit is offeredby Aleksander
Panasiukwho states:

fi A mtegratedtourismproductshouldbe understoodasan offer of a touristarea
developed by entities providing services in the tourism market, including
commercialactors(hotels, restaurantstransportproviders,vendors,operatorsof
cultural, entertainmentyrecreationaland sportsfacilities, etc.) and public actors
(tourist destinations,i.e., local governmentauthorities), as well as tourism
organizationsthat provide direct regional services, tourism bodies, regional
authorities, direct collaborations,organizations,and possiblytourismc | ust er s .
(Panasiuk2017)

This definition, however,lacks further theoreticaldevelopmentparticularly with
regardto its internalstructure A noteworthyattemptto conceptualize structural
frameworkfor the integratedtourism productis presentedy Bulgarianscholars
Zlatka GrigorovaandlvankaShopovaijn the contextof the Smolyanregion.Their
proposedmodeloutlinesa multi-stepprocesdor the developmenof competitive
integratedtourism products,involving: the identification of tourism resources;
evaluationof regional uniquenesssegmentationand market targeting; quality
assuranceauthenticity and innovation; and ultimately, integratedmanagement
involving multiple stakeholder¢Grigorova& Shopova2013).

While thereis broad consensusn the literature that commercialentities play a

crucialrole in the developmenainddelivery of tourismproducts thereremainsan

openquestiomasto thetiming andscopeof stakeholdecollaborationls cooperation
moreproductiveduringthe creationphasepr afterthetourismproducthasalready
beendevelopedwhenstakeholderéocuson marketinganddelivery?

Grigorovaand S h o p omodebisdicatesthat integrationis more prominently
reflectedin the managemenphaseof tourism products ratherthanin their initial
conceptualdesign. Stakeholderinvolvement, in their view, is instrumentalfor
facilitating the implementationand delivery of an alreadydefined product. In
contrast,Panasiuk(2017) proposesa closeridentification betweenthe integrated
andterritorial tourismproduct,emphasizinghe needfor institutionalengagement
to effectively satisfytouristdemand.

Giventhatresponsibilityfor productdevelopmenties with both public andprivate
stakeholdergheir respectiverolesbecomecritical. Publicauthoritiesareexpected
to contribute through infrastructure development,destinationbranding, policy

frameworks,and tourist information services.Meanwhile, private entities hold

primaryresponsibilityfor serviceprovisionandcommercialoperations.
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While publictourismservicesareofferedby national regional,or localinstitutions,
the attractivenes®f a destinationis often generatecby private-sectorofferings
(Panasiuk2017).

Panasiuk(2016) also draws attention to the issue of information asymmetry
betweenservice providers and tourists. A substantialportion of the structural
componentsof the tourism product remains unknown to individual tourists.
Converselytherearespecificelementf aterritorial tourismproductthatareonly
evidentfrom the perspectiveof the visitor, and often go unnoticedby product
manager8 namely, the implicit motivations that draw tourists to a specific
destination.

Thus,thedevelopmenof anintegratedourismproductrequiresnorethanthemere
coexistenceof supplyside actorsor isolatedtourism serviceswithin a defined
territory. Rather, it necessitatesthe intentional creation of conditions for

coordinatedaction among tourism enterprises,local authorities, and regional
tourism organizationsTheseactorsmustactively supportterritorial cohesionand
foster collaborative mechanismsthat ensure the integrated development,
managemengnddelivery of a tourismproductalignedwith regionalcompetitive
advantages.

6 Integrated Diversification of the Regional Tourism
Product

The diversification of tourism productsrepresent@ complexprocessof sectoral
restructuringwithin thetourismsystemgdriven by the emergencanddevelopment
of newtypesof tourismandrecreationakhctivitiesin a givenregion(Korn & Kol,
2018).Benur(2015)identifiesvariousforms of diversification,including parallel
andintegrateddiversification.He characterizegtegrateddiversificationasaform
of tourism product assemblythat may involve combining existing products,
developingentirelynewones modifying currentofferings,or variouscombinations
thereof.This strategycantargetboth the retentionof existingtourismmarketsand
theattractionof newones.

Integrationis oftenencouragedhroughcollaborationamongprovidersof different
tourism products, enabling them to create coherent packages,themes, and
destinationimagery. Such collaboration may also extend to joint marketing
initiatives and sharedinformation technology platforms (Buhalis, 2000; Go &

Govers,1999). Cooperativepromotion efforts are more likely to succeedwhen
compatible sites and attractionsare located in close spatial proximity, near
establishedtourist routes, or integratedinto newly designedtravel itineraries
(JansefVerbeke& Lievois, 1999;Nordin,2003).
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The importanceof integratedtourism productdiversificationlies not only in its

potentialto add valuefor tourist® by broadeninghe rangeof travel motivations
and expandingtourism movementformsd but also in its capacityto stimulate
regionalgrowth and developmenthrougha wider portfolio of tourism products.
This, in turn,addressekey challengesn optimizingregionaltourism(Korn & Kol,

2018), while also contributing to the long-term developmentof regional space
through the emergenceof new mechanismsfor unlocking its tourism and
recreationapotential(Korn & Kol, 2018).

The creationof an integratedtourism productensemblecan generatecumulative
effects by connectingthe perceptionsand emotional experiencesof tourist$
offering morethanthe sumof individual productelementsin doing so, integrated
productsenhancedestinationimage, increasetourist satisfaction,and strengthen
regionalor destinatiorcompetitiveness.

On the other hand, the integrateddiversification of regional tourism products
implies the need for the formulation of a strategic framework for both the
developmenbf recreationabreasandfor theregionitself asatourismdestination.
The realizationof suchstrategiegequiresthe active involvementof all relevant
stakeholderin theregionaltourismdevelopmenprocess.

For integrateddiversificationto avoid merely extendingholiday packagesvithout
real complementarityamongthe componentproducts,it is essentialto engage
tourismactorsin the productdesignandproposabhasesFailureto do somaylead
to poorly constructedintegratedproducts, resulting in inconsistentdestination
brandingandunsatisfactoryouristexperiences.

Furthermore,the tourism industry is spatially fragmented,with development
concentrateth afew high-growthpoles.lts currentdistributionis highly uneved
both betweenand within countries, regions, and localitiesd raising additional
concernsregarding equitable regional developmentand the need for spatially
balancedliversificationstrategies.

7 The Integrated Tourism Product Model: The Role
of Stakeholdersand Negotiationsin Co-Creating
the Product

The developmenbf anintegratedourismproductrepresents complexprocessof
interactionsamongmultiple stakeholder®peratingat variouslocal, regional,and
nationallevels.Within this framework,the conceptof integratedourismhasbeen
proposedasa way to betterunderstandhe role of tourismin the developmenbf
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rural areas,taking into accountits complexity and crosssectoralnature. This
approachs notlimited to theeconomiadimensiorof tourismbutalsoencompasses
social,cultural,environmentalandinstitutionalaspectsgreatingawide networkof
relationshipsamongactorsoperatingin diverseyet interdependentontextsthat
influencethe contentandfunctioningof the tourismproduct(Benur& Bramwell,
2015).

Accordingto Boussetet al. (2010), integratedtourismrequiresa clear structuring
of relationshipsaamongstakeholdersgncompassinthelocal economynaturaland
cultural resourcesand public and private institutions. For suchintegrationto be
successfulhegotiationsamong stakeholderssmergeas a crucial factor, as they
enable consensuduilding, interest alignment, and the managemenof power
asymmetriebetweerparties.

To better conceptualizethese complex interactions, this paper proposesa
conceptualmodel built upon four foundationalpillars that do not function as
separatdinear steps,but rather as interwovenand co-active processeslinitially,
attentionis givento identifying andcategorizinghe actorsinvolvedin thecreation
of thetourismproduct.Thesencludethelocal community representinghehuman
andculturalresource®f theterritory; public authoritieswhich hold competencies
in institutionalgovernancandstrategiglanning;andtheprivatesectorandtourism
organizations,which possessthe technical expertiseand market capacitiesto
structureandpromotethetourismoffer.

Followingthisidentification,theprocesgontinueswvith definingthescopeof action
and common objectives. Stakeholdersengagein a dialogue phasewhere they
articulatetheir interestsgoals,andcapacitieghey bring to the collaborativetable.
This processallows the constructionof a sharedvision while simultaneously
identifying pointsof convergencanddivergencelt is preciselyatthisjuncturethat
the fundamentaimportanceof negotiationsis highlighted as a mechanismnfor
managingdivergencesbuilding consensusand ensuringthat decisionmakingis
the outcomeof a fair and inclusive process Negotiationscontributenot only to
harmonizinginterestsbut also to fosteringa culture of cooperationin which all
partiesfeel representedndcommitted.

The outcomeof this collaborative processis the formalization of cooperation
through strategicand operationaldocumentsthat define the componentsof the

integrated tourism product, the governancemechanisms,and implementation
strategies.Such a productis not merely a packageof offerings, but a complex
constructthat reflects deliberateagreementsamong stakeholdergegardingthe
contentfunction,andvaluesto be transmittedo the visitor. It is alsotheresultof

a social processn which trustbuilding and the resolutionof challengeghrough
negotiationplay a vital role.
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To visually illustrate this theoreticalapproachthe following conceptuabdiagram
synthesizeshe way in which stakeholderinteractandhow the integratedtourism

productis built througha structuredprocesf negotiation.The diagrampresents
the local community, public authorities, and tourism organizations as

interconnectetinks throughamechanisnof interactionin which negotiatiorforms

the functional core of product creation. This interaction, through dialogue,
partnership andinstitutional coordination leadsto the developmenbf a tourism

productthat is contextually appropriate,economicallysustainableand socially

inclusive.

STAKEHOLDER ENGAGEMENT PROCESS

For addressing diverse issues

[ Identification J
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L 1 1
o®e =
aamw 1NN @
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Figurel
StakeholdeEngagemeniProcess
Source: Authors

In conclusionthe proposednodeldoesnot offer a universalsolutionbut provides
a suitable framework for applicationin different contexts,particularly in rural
territories with diverse resourcesand underdevelopedcollaboration among
stakeholderdntegration pothasaconceptandpracticeyemainghecorechallenge,
andnegotiationis the key elementthat connectsstakeholderso transformtourism
potentialinto a sustainablelevelopmentateality.
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Conclusions

text This study providesa comprehensiveonceptuabndtheoreticalcontribution
tothediscoursesurroundinghedevelopmentf integratedourismproductyITPs),

highlighting the pressingneedto transition from fragmentedand intuition-led

approachesto a strategically structured and stakeholdedriven model. The

integratedourismproductis herereconceptualizedsadynamic,multidimensional
constructthatemergedrom the deliberatealignmentof institutional, commercial,
andcommunityinterestghroughnegotiateccooperation.

The literature analysis and conceptualsynthesisdemonstratethat stakeholder
engagemenis notanancillary elementto tourismproductdevelopmentbut rather
afoundationakonditionfor its successln contrasto prevailingmodelsthatsituate
integration predominantlywithin the implementationor marketing stages,the
modeladvancedn this study positionsnegotiation asa core mechanismwithin
the creation phase of the ITP. This repositioningelevatesnegotiationsfrom a
technicaprocedureo astrategidunctioncapableof fosteringconsensusnanaging
asymmetriesn resourcesand power, and ensuringproceduralequity amongall
actorsinvolved.

Furthermorethestudyemphasizethatintegrationshouldnotbeinterpretednerely
as structuralassemblagef tourism componentsbut asa strategic,participatory,
andterritorially contextualizegrocessThe proposedmodelreinforcestherole of

institutional frameworks,governancecoherenceand local identity in shapinga
product that is economically viable, socially inclusive, and environmentally
responsive.

By embeddingnegotiationat the heart of stakeholderinteraction, the model
contributesa novel paradigmto the fieldd one that advancesbeyondlinear or

unidirectionalplanningapproachesThe integratedtourismproduct,in this sense,
becomesnot only a tool for tourism competitivenessut also a catalyst for

sustainable territorial development fostering regional cohesion, identity
consolidationandvalueco-creation.

This researchencourageguture empirical validation of the model acrossdiverse
geographicatontexts particularlyin rural or underdevelopedreasvheretourism
potential remainsunderutilized.In doing so, it invites further inquiry into the
mechanismhroughwhich stakeholdenegotiationsanbeinstitutionalizedaspart
of destinatiormanagemenrgystemstherebyreinforcingthepracticalrelevanceand
transformativepotentialof theintegratedourismproductconcept.
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Abstract A sustainablecircular bioeconomyncludesinterconnecte@omplexsupplychains

in which data is sharedwith various stakeholderssuch as manufacturersfarmers, and

researcherslt also relies on sensitivedata acquisition via 10T sensors,posing unique

cybersecurityisks. This studyoffersan overviewof the cybersecuritythreatlandscapen a

sustainablecircular bioeconomylt assessesybersecuritypolicies addressinghe risks of

interconnectednesslata sensitivity,operationaltechnologyvulnerabilities,and emergent
technologieslt analyzeritical elementsuchasdatagovernancepperationaltechnology
security,endto-endsupplychaindataprotection,incidentresponsetrecovery training, and

awarenessFurthermore,it proposesa holistic approach comprising the integration of

sustainabilityinitiativesinto cybersecurityoperations.

Keywords:circular, bioeconomysustainability cybersecurity,

1 Introduction

ThecircularbioeconomyCBE) hashadvariousdefinitionsduringthelastdecade,
with a commonframework for sustainablebioeconomyand the achievemenbf

SDGs.FortheEuropearCommissionin their"Circular EconomyAction Plan”,the

CE is the economicspacewherethe valueof productsmaterials,andresourcess

maintainedn the economyfor aslong aspossiblewith a minimal wastegeneration
[1]. To supplementthis vision, the Ellen MacArthur Foundationdescribesthe

circular economy as keeping goods, components,and materialsat their peak
usability and worth at all times, distinguishingbetweentechnicaland biological

cycles[2].
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Thetwo conceptshareafocusonthesustainabl@ndefficientuseof resourceshat
producethe leastamountof waste.Theseideasare entirely consistentwith the
Sustainabl®evelopmenGoals,which aimto balancecountriessocial,economic,
andenvironmentaprogressand ensurethat by 2030, all peoplelive in peaceand
prosperity[3].

According to [4], bioeconomy businessescan considerably boost their

competitivenesdy incorporatinginnovative technologiesand digitalization into

their operations.The implementationof more efficient digital systemsand other
innovativetechnologyshortenperationatime, enhancegproductquality, attracts
morecustomersandexpandsnto newmarketsfaster.

Digitalization is closely related to the notions of industrial economicsectors,
particularly the new industrial modelsknown as Industry 4.0 and 5.0 becausat
reflectsa considerablehangein manufacturingand productionprocessesaused
by the integration of digital technologiefs]. In that regard, digitalization,
globalization,and sustainabilityare three critical growth avenuedor businesses
today. Digitization can speedup data managementknowledgegeneration,and
innovation processesallowing for a more efficient and sustainabldransitionto
production[6].

CBE representatransformativesectorthatreliesits efficiencyandproductivityon
digitalizationandinterconnectednesklowever it introducessignificantcyberrisks
and vulnerabilities to critical infrastructure, including bio-refineries, smart
agriculture,and supply chain managingsystems.Also, cybersecurityinvolving
CBE is a pressingissuethat lacks specific frameworks.The interconnectedness
within CBE systemstimulatesnnovationandsustainabilityput expandgheattack
surfacefor maliciousactors,potentiallyleadingto disruptionsin production,data
breachesandeconomidosses

This review article delvesinto the relationshipbetweencybersecuritypolicy and
sustainable CBE, focusing on the evolving threat landscape,international
cybersecurityframeworkstailoredto CBE, andbestpractices This paperwill add
to the discussion of secure digital transformation in sustainabilitydriven
economiesassistingresearcherin creatingstrongcybersecuritymeasuredor a
resilientcircularbioeconomy

2 Overview

2.1 Circular Bioeconomyand Its Digital Transformation

According to [7], the circular economyis basedon five guiding principles: a)
regeneratiorof ecosystemsh) minimization of wasteand avoiding non-essential
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products;c) prioritizing biomassflows for basic human needs;d) using and
recycling ecosystemby-products;and finally, e) using renewableenergieswhile
minimizing total energyuse.

The circular bioeconomy requires an integrative perspective,as biomassis
producedandusedby manyeconomicsectorssuchasagriculture,manufacturing
industriesenergy,andpharmaceuticals.

Digital transformationin industrial sectorsis an essentialenablerof the circular
economybecauset allowsfor the collectionandanalysisof datarelatedto assets
and processeswhich improves decisioamaking and optimizes processeshy
generatingnoresignificantflows of dataanddigital information[8]. Furthermore,
it allowsfor the analysisof vastamountsof dataon resourceconsumptionproduct
performance and waste generationmaking it easierfor businesseso identify
possibilitiesto cutandreuseresource$9].

McKinseyandHBR conductedesearcho assessligital maturityin 22 industries,
focusingon criteriasuchasdigital spendingbusinesgprocessesyork digitization,

digital assetstock, transactionsetc. As a result, information technologytops all

industries,followed by media,bankingandinsurance and professionakervices.
Thesedour industrieshavecreatedhdigital enablementulturethatencourageend

useracceptancand usage broadengheir offers, enablesself-service,and more.
Accordingto thesurvey thepublicandgovernmenthealthcarehotel,construction,
and agriculture sectorsare the top five laggardsin terms of digital adoption
initiativesandprogramsThegapin digitizationin healthcarendagricultureis due
to the highly regulatednature of both sectors[10]. Agriculture and hunting,
accordingto the same survey, have the lowest digitization scoresacrossall

categoriesand criteria (Figure 1). Over the last two decadesautomaticguidance
hasbeenusedon morethanhalf of thelandplantedoy maize cotton,rice, sorghum,
soybeanandwinterwheat.By 2024,85%of US farmerswill haveusedatleastone
precisionfarmingtechnique suchasGPSor remotesensing(Olmstea@024).

88



Figurel.
Digital Transformatiorof the US Agriculture Sectof10]

Accordingto the sameresearchdigital transformatiorrefersto how technologyis

altering the way manufacturing organizations function by automating
administrativeoperations providing better customerexperiencesand increasing
overall productivity. Manufacturingdigitization encompasseRPA, 3D printing,

knowledgework automation predictiveanalyticsfor forecastingmobile appsfor

frontline staffmanagemen&RPs RFID tracking,andmore.Figure2 illustratesthe

averagedigital adoptionrate, calculatedbasedon a digitization score of 3.75.

According to Foundry's Digital Business Study, 89% of all manufacturing
organizationhhaveembracea digital-first businessnodelor planto pursuedigital

transformatioractivitiesin the nearfuture[10].

@ manufacturing B sverage

£

Figure2.
Digital Transformatiorof the US ManufacturingSectof10]
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For example,in the agri-food sector,digitization canimprove operationswithout
requiring additional infrastructure,thanks to automatedproduction and smart
manufacturingechnologieshatenhanceroductionefficiencyandreduceresource
consumption.One such current digital technologythat permits remote device
connectivityin agriculturehasresultedin smartagricultureandprecisionfarming,
which arereplacingconventionapracticesandpromotingsustainableevelopment
[11]. Thefindingsof thestudyof [12] in industrialorganizationsevealedhatlarger
companiesandthosewith a higherlevel of productinnovationare morelikely to
achievehigherdegreesf digital transformationThe researchshowedthat digital
transformatiorpresentshallengedor smallandmediumsizedbusinesses

2.2 Digitalization in the Bioeconomy

Digitalization asa processs closelyrelatedto the notionsof Industry4.0 and5.0

sinceit signifiesadramaticshiftin manufacturingandproductionprocessebrought
about by the integration of digital technologies.According to various studies,
advancedligital technologiessuchasdigital applicationsgeospatiatechnologies,
immersiveenvironmentsppenandcrowd-basedplatforms,proximity, blockchain,

Al, Internetof Things(loT), informatics,robotics,and3D printing, amongothers,

support the sustainableoptimization processknown as "sustainablebusiness
practices'in certainindustrieg13]. Forinstancedigital technologiesnakeit easier
to monitor environmentalfootprints, offering measurabladata for sustainability
indicatorsand encouragingnnovationin productdevelopment@and supply chain

managementL4].

Thestudyby [15] determinesvhichtechnologiesaremostextensivelyemployedn
industrial systemsto fulfill particular SDGs.Al and geospatiatechnologiesfor
example,can be easily adaptedto different businessfunctions and processeso
improve sustainabledevelopment;geospatialtechnology,in particular, collects
critical environmentadatafor decisiormakingon energyresourcemanagement,
climate change,and air and water quality. In addition, GPS can assistdecision
makersin making better traffic managementlecisionsand improving precision
agriculture.

Regardingblockchain, although it is a relatively new (2008) technology, its

implementationis spreadingin productionsystemg13]The blockchaincan help
with transparencytraceability, and efficient resourcemanagemenby improving
corporatesocial responsibilityand ensuringtransparencyand fairnessin contract
andpayroll managementaswell astracing productlife cycles,improving supply
chaintransparencyandencouragingesponsibleeonsumptionlt canalsomonitor
greenhousgasemissionsencouraginghetransitionto alow-carboneconomy16].
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2.3 Cybersecurity Risksin the Circular Bioeconomy

Digitally connectedylobal enterprisedenefitfrom numerousnew opportunities,
but businessexecutivesmust not overlook the associatedisks. According to [5]
researchrisksin the bioeconomyindustry canbe divided into five categoriesa)
securityrisks, b) technologyrisks, ¢) socialrisks suchasprofessionabbstaclegor
entrepreneursand employeesusing digital tools, d) client capabilitiesin using
digital tools,ande) additionalhazards.

2.3.1 Risksrelatedto IoT devicessmart agriculture, and bioinformatics.

For example cybersecurityrisksinfluencethe rapid evolution of Informationand

CommunicationTechnologies(ICT) in modernagriculture.Potentialattackson

variousintelligent agricultural systemscan lead to serioussecurityissuesin the

dynamic and distributed cyberphysical environment. Thesethreatsare mainly

relatedto cybersecuritydataintegrity, dataloss,andonlinedisconnectiorof heavy
machineryconnectednline,amongothers[17]. A cyberattackon anagricultural
or food companyis more feasible,as digitalization and the use of many devices
connectedo the Internetprovidemoreopportunitiefor potential(cyber)criminals
in areasthat were previouslytoo difficult to attackor too far awayto approach
physically[18].

Otherexamplesrebioinformaticsinitiatives,which frequentlyrequirecomplicated
and interdisciplinary tasks such as data gathering, processing, analysis,
interpretation,and visualization. Thesetaskscan presenta variety of risks and
uncertainties, including data quality, dependability, validity, reproducibility,
scalability,security,andethicalconcerns.

In 2023,the agrifood businessawaround160 cyberattacksmakingit the ninth
most attacked globally, creating supply chain disruptions. This businessis
susceptiblebecauseit is just startingto digital, and many producersstill use
antiquatedT technologiego runtheir operationfl9].

Someexamplef recentcyberattacksreportedby [20] were:

T | 20 2080, lweatshtea rogbesto p h i srtaincsaoteesds a @ | t
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3 Cybersecurity Threat Landscapein the Circular
Bioeconomy

Thedigitalizationof biologicalprocesseandtheinterconnectegdystemswithin the
circular bioeconomy network increasesthe attack surface and creates new
vulnerabilities.Hence,integrating cybersecurityand biosecurityis primordial to
protect sensitive data, strengthensustainability efforts, and develop effective
cybersecuritymeasurg1]. The following sectiongdescribesomeof the principal
threatvectorsin CBE

3.1 Industrial Vulnerabilities

Industrieswithin CBE, such as biomanufacturingand bioprocessingdependon
automation]oT, Al, andcloudcomputingfor productionprocessesyhichincrease
the numberof cyberthreats.Inadequatesegmentatiobetween T andoperational
technology(OT) networkscanallow attackerdo infiltrate OT critical systems.

Moreover,the OT environmentasisolatedfrom IT networks,butusingreattime
datasensordo increaseefficiency andconnectivitygivescybercriminalsaccesgo
OT environmentghat are not appropriatelysecured As a result,loT sensorsand
devices bring vulnerabilities to smart biomanufacturing. They possessweak
encryptionanddefaultpasswordswhich give hackerseasyaccesso exploit these
connectiongR?2], [23].

Additionally, Al -driven bioprocessearevulnerableto Al training datapoisoning
which can contaminateand affect productiorf24]. OT systemssuchasIndustrial
Control SystemgICS) and SupervisoryControl and Data Acquisition (SCADA)
systems,are widely usedin bioprocessingplants. Using legacy software and
hardwarewith knownsecurityflaws, remotel CS accesslCS-targetednalware and
zeraday vulnerabilities constitutemajor threatsto the systemp25], [26]. Also,
deniatof-serviceattacksandroguefirmware updateson bioreactorscontrolledby
PLCs can disrupt the systems,causing product contaminationand financial
lossef27].

3.2 Supply Chain Vulnerabilities

CBE dependson global supply chains comprisedof different stakeholdersn
processesuchasraw materialsourcing,manufacturingdistribution,logistics and
wastemanagementyhich addsentry pointsfor cyberattacksMaliciousactorscan
infiltrate at any stage of the supply chain disrupting the operationf28].
Additionally, the dependencef third-party vendorson software,hardware data
storage and processing, logistics, and transportation constitute critical
vulnerabilitiesthat createbackdoordor cybercriminal429].
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Blockchain and EnterpriseResourcePlanning (ERP) are usedfor raw material
traceabilityandlogistics managementBlockchainrecordsand datamanipulation
attacks can introduce contaminatedor counterfeit materials into production
processesThus,it cancompromisethe supply chain'straceabilityand reliability,
affectingthe quality of the productsandcustomertrus{30].

3.3 Data Vulnerabilities

Bioeconomyindustriescollect, processmanage and storehighly sensitivedata
suchas biological, proprietarybioprocessesprotocols,intellectual property (IP)

relatedto clinical trials, pharmaceuticatlevelopmentand bioengineeringwhich

arehighvaluetargetsfor attackerg31], [32]. IP theft andmisuseof bioinformatics
data can lead to bioweaponproductionand manipulationof critical biological
systemswhich posesignificant security threats.Moreover,databreacheswithin

circular systemsarea rising issueinvolving privacy, ethicalusage andregulatory
non-compliancewhich canleadto legalconsequenceandfinancial penalties.

34 Ransomwareand Cyber Espionage

Ransomwarés anevolvingthreatacrossCBE. Foodandagriculturalsectorsarethe
mostvulnerabldgo theseattackswhichleadso acascadingffectthatimpactsime-

sensitive operationssuch as planting and harvesting which can cause food

shortages and economic losses [33]. Bio-based manufacturing, primarily

pharmaceuticalds a critical targetaffecting healthcarendustries.Theseattacks
alter control systemsin biorefineries,wastemanagementand renewableenergy
infrastructurescompromisingenvironmentakafety[34], [35].

Thedevelopmenandinnovationof sustainabléechnologiesarethe basisof CBE.
Hence, IP theft and marketing intelligence regarding novel biomanufacturing
processegenewableenergytechniquessustainablegriculture andstrategigplans
constitute valuable assetsfor technological and economic advantage.Cyber
espionageanvolves different actorssuch as competitorcompanies nationswith
strategidnterestsn bio economiesandindustrialespionaggroupslt significantly
impactsinnovativeinitiatives within organizationsgiving an unfair advantageo
competitorsandhinderinggrowthandsustainablgractice§36].
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4 RecommendedCountermeasuresand Best

Practices

Risksandthreatsare constantlyemergingwithin CBE. Thereforea multi-layered
securityapproachs the mostsuitableoptionfor safeguardingnnovation,research

andsustainabilityactions.In addition,variousstrategiesrepresentedbelow:

1. Cyberbiosecurityis an emergingfield that lacks specific cybersecurity
policy frameworks.n this context,currentcybersecuritypoliciesmustbe
adaptedo thisfield. ICS andSCADA networksusedin biomanufacturing
processesequireadoptingtheseguidelinesto strengthersecuritylevels.
Table 1 lists internationalframeworksand their relevanceto circular

bioeconomy.
Framework Description Relevance Reference
National Institute of Comprehensive guidelines for It applies to bio-industrial [ 37]
Standards and cybersecurity risk management for facilities such as
Technology (NIST) protecting critical infrastructure. It biomanufacturing and
Cybersecurity focusesn five aspectsidentify, Protect, biorefineries.
Framework(CSF) Detect,RespondandRecover.
1ISO 27001 International standardsfor information It protects bio-based data, [ 38]
securitymanagemergystems including genomic,
biorepositories, and
biotechnologyresearch.
General Data EuropeanUnion's personaldataprivacy It protects genomic data [ 39]
Protection andsecurityregulations privacy and ensures
Regulation(GDPR) compliance  of biotech
industries.
Cybersecurity & Offers directions to protect ICS It securesautomategrocesses [ 40]
Infrastructure environments in differentindustries,suchas
Security Agency's biomanufacturing and
(CISA) ICS security precisionagriculture.
guidelines
SANS Institute'sOT It comprisesfive critical ICS controls: It providesspecificguidelines [ 41]
Cybersecurity Incident Response, Defensive regardingOT, which is widely
Critical Control Architecture, Network visibility  usedin circularbioeconomy.

monitoring, SecureRemoteAccess,and
Risk-BasedVulnerability Management.

Tabl el.

I nt er cathiea retetcaumeaatmgdi k du loerc oed my anc e

2. Generalcybersecuritypracticesare fundamentalfor enhancinga secure
posture. These practices include strong password implementation,
multifactor authentication(MFA), updating software and firmware,

network segmentationsecuredatabackupsand storage,comprehensive

cybersecuritytraining to staff, developingand implementingincident
response plans, regular security audits, penetration testing and

vulnerabilityassessments.
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3. Specific cybersecuritypracticesaddressingthe challengesin circular
bioeconomyincludg42], [43], [44]:

1 Cybersecurity policies for Al include Al-driven bioengineering
operationsethical Al governanceandAl accountabilitypolicies.

1 Zerotrust architectureimplementationin digital biomanufacturing
platformsto protectlP andgeneticdatabases

1 Intrusion DetectionSystemgIDS) implementatiorfor cyberthreats
monitoringin smartbiomanufacturindgacilities.

1 Blockchain and ERP systems protection via quantumresistant
cryptographyandMFA.

T Supply chain cybersecurity: Blockchainbased traceability for
resourcesourcingand loT security including device authentication
andendto-endencryptionfor dataflow.

Dataprotectionvia encryption,anonymizatiortechniques

Cyber Threat Intelligence including Al-basedanalysisfor threat
detection

Conclusions

This documentdiscusseshe cybersecuritythreatlandscapevithin the sustainable
circular bioeconomy (CBE). It highlights that CBE involves complex,
interconnectedsupply chainsand relies on sensitivedata acquiredthrough loT
sensorswhich createsunique cybersecurityrisks. This study emphasizeshe
importanceof addressingheserisks through robust cybersecuritypolicies and
practices. It also proposesa holistic approachthat integratessustainability
initiatives into cybersecurityoperations Additionally, internationalcybersecurity
standardsand regulations provide a solid baseline to addressrisks and
vulnerabilitiesin circular bioeconomy.However, it is encouragedhat a tailored

security guideline be developed, considering its unique characteristics.

Cybersecurity awarenessis key betweenthe main actors in each circular
bioeconomysector Policymakers,busineses, and researchersare required to
develop and implement cybersecurity nationatlevel strategiesaddressingthe
principlesof the CBE.
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From Desireto Loyalty: Building Destination
Loyalty through the Exampleof S8 r v 8 r
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Abstract Tourism marketing's key componentis enhancing the competitivenessof
destinationswhich can be achievedthrough effectivecommunicatiortools. As consumer
decisionsin the tourism industry are often based on emotional factors, building a

d e st i nimagdarad debetopingan appropriatemarketingstrategyarecrucia. S 8 r v 8 r

as a prominenthealth tourism destination,heavily relies on experiencebasedmarketing,
highlighting the therapeutic effects of thermal water and the available relaxation
opportunities.What factors contributeto S § r v t®urisinssuccessMWhat strategiesand
methodsanbeappliedto turn potentialvisitorsinto returningtourists?Whatopportunities
doonlinemarketingtoolsandmobileapplicationsofferin tourism,andhowdotheyinfluence

consumerbehavior?In this publication, | answerthesequestionsby examiningS 8§ r v 8 r 6 s

marketingcommunicatiortools throughthe AISDALSLovenodel,which is a morerecent
version of the widely known AIDA model. The AISDALSLovemodel is a marketing
communicatiorframeworkthat analyzesonsumebehaviorand decisionmakingprocesses
in seversteps.Thesestepsare closelyinterconnectedind aim to gradually build consumer
commitmenéandloyalty. | hopethatmyanalysiswill contributeto S § r v f8turédmarketing
communicatioractivitiesand serveasa goodexampleor othercities.

1 Introduction

Transformingproductsinto brandsthrough marketing activities has becomea
common practice. This process involves enhancing products with unique
characteristicsthat distinguish them from competitors, making them easily
recognizable,allowing for innovative advertising appearancesand ultimately
generatingadditionalprofit for their owners.

In recentyears,competitionhasintensifiedto suchanextentin fields like tourism,
investment promotion, and many others that municipalities and cities have
increasinglyadoptedorandingstrategiesBut whatexactlydoesthis activity entail?

Cities do not merelyfocuson selectinglogosand slogansthey consciouslybuild
their identity and image. Their goal is to createa more attractive perceptionof
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themselves positioning them more favourably againstnearby or even distant
competitorsThis brandingactivity targetsmultiple audiencesegments:

1. Residents Theinhabitantsf a city canactively participatein shapingits
image,identity, andreputationtherebyfosteringcommunitypride.

2. Tourists: Strengthenindourismnot only booststhe local hospitalityand
serviceindustriesbut alsoenhancesommercialactivities.

3. Investors: Attracting both local and external investors can lead to
infrastructuredevelopmentjob creation,andthe long-term growth of the
settlement.

As aresult,city brandingbecomes complexandstrategictool that contributeso
economicsocial,andculturalbenefits [1]

2 The Specificitiesof Tourism Marketing in the
Tourism Sector

Sinceboththe AIDA and AISDALSLove modelsprimarily focuson traditionally
defined products,it is essentialto clarify the specific characteristicof tourism
products.Tourism productsor servicesexhibit distinct attributesfrom multiple
perspectives.

Tourismmarketingcanbe definedasa specializedranchof servicemarketing [2]
Understandingits characteristicsstems from the unique aspectsof service
marketing. According to Veres (2021)3], the key characteristicsof tourism
marketingare:

1 Itinvolvesmovementaswell asstayingandengagingn activitiesat the
destination.
The travel destinationand stay differ from the permanentplace of
residence.
Both the movementindstayaretemporary.
The purposeof travelis predetermined.
Theserviceproviderplaysa crucialrole.
Seasonalitys a significantfactor.
It consistf interconnectegrocesses.
Intermediarieplay akeyrolein the salesprocess.
Theserviceconsumptiorprocesss associateavith high perceivedisk.
The substitutabilityof serviceds high.
Marketingcommunicatioris of paramountmportance.

=

E R ]

Due to the nature of tourism marketing, marketing communicationplays an
especiallysignificantrole. Whenanalysingits importanceijt is crucialto consider
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thetransformatiorof travelhabits,demographishiftswithin thetravelingaudience
(particularly the growing proportion of young, GenerationZ tourists), and the
factorsinfluencingtraveldecisionsandpre-planningphases.

Traditional marketing communication tools are increasingly ineffectived or
entirelyinadequaté for reachingyoungpeople(Generatior?) andthoseunder35.
Thisd e mo g r anpdiatoosdirsptiorhabitsaredrasticallydifferentfrom older
generationsmaking them accessiblalmostexclusivelythroughdigital channels.

[4]

Over the pastyears,or eventhe last decade,one of the biggestchallengesin
corporatemarketingcommunicatiorplanninghasbeenthe dramaticdeclinein the
effectivenes®f traditionalcommunicatiortools suchastelevision,radio, outdoor
advertisementsand print media. Concurrently,online solutions,such as blogs,
social media platforms, Google Ads, YouTube advertisementsand mobile
applicationshavegainedprominence[5]

The adoptionof thesenew tools requiresa new marketingapproachemphasizing
the precise identification of target groups. This is essentialfor accurately
understandingndcharacterizingonsumebehavior[6]

The emergenceand growing influence of new communication tools also
significantly impact tourism marketing. When planning offline and online
marketing strategies, the following tourismspecific characteristicsmust be
considered:

1 Theuniqueattributesof the "tourismproduct.”

I The evolving media consumptionhabits of tourism consumers,both

domesticandinternational.
1 Changesn theagestructureof targetgroups.
I Theincreasingole andsignificanceof digitalizationin communication.

David Ogilvy (1985) dedicatedan entire chapterof his book to the topic of
international travel. However, since the digital revolution, organizing and
conductingtravel hasbecomesignificantly more streamlinedAs aresult,the goal
of tourismmarketingis to introduceservicesas early as possiblein the planning
phase,ensuringthat the promotional message<losely align with the reatlife
experiencesawaitingtravellers [7]

3 The Processof Travel DecisionMaking

To accuratelydeterminewhich marketingcommunicatiortools are mosteffective
atdifferentstage®f thetraveldecisionmakingprocessit is essentiato understand
the stepsinvolved in this process.Thesestepsare also outlined in the National
TourismDevelopmenStrategy2030i Tourism2.0][8]
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The procesof traveldecisionrmakind8]

At the initial stageof the travel processit is crucial to capturethe attentionof
relevanttravel segmentsThis requiresthe creationof engagingand high-quality
digital contentandensuringits continuousavailability [8]

The secondkey task is facilitating travel planning, which involves providing
personalizedrecommendationsand userfriendly tools tailored to individual
preferenced8]

Forsuccessfusalesit is essentialo ensureasmoothandseamlesbookingprocess.
(8]

To transform traditional travel processesand enhancetheir efficiency, the
integration of physical service providers and digital technologiesis a primary
objective.[8]

Creatingandmaintaininga high-quality customeexperiencatboththedestination
andservicelevelsis fundamental[8]

Thefinal stageof thetravelprocesfocuseson encouragingxperiencesharing,as
well ascollectingandanalyzingcustomerfeedback]8]

Theprocesslowchartclearlydemonstratethat,nowadaystouristsnotonly engage
in personaltravel experiencedut also predominantlyorganizetheir trips in the
digital space.Therefore,in my study, | focus on analysingonline marketing
communicatiorelements.
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4 Online Platforms

4.1 Paid Online Advertisements

Today,avastselectiorof onlinemarketingoolsis available Alongsideandin place
of traditionalbannerads,rich mediasolutionsare gaining prominencepffering a
more interactiveandvisually engagingexperienceThesecan be seenas modern
versions of traditional magazine advertisements,where embedded creative
elementd eithersmallerplacementsvithin articlesor largerfront-pagevisuals
aredesignedo captureattention,encouragengagemengndeffectively reachthe
targetaudiencehroughthe givenmedium.[9]

Socialmediaplatforms,particularlyFacebookandInstagramplay a crucialrole in
precisely targeting audiences. Geotargeting technology used in Facebook
campaignsllowsadsto appeaiin thelocal languageof thetargetcountry,making
themmore effectivein reachingthe desiredaudienceln additionto socialmedia
campaignspaid pre-roll ads,suchasthoseappearingbeforeYouTubevideos,are
becomingincreasingly popular. On the world's largest video-sharing platform,
promotional videos and nationtbranding films often appearbefore videos with
millions or evenbillions of views,servingaspowerfultoolsfor tourismandnational
marketingcommunication[9]

4.2 \WNebsite

Websitesserveascompasser marketingcommunicationactingaslandingpages
for campaignswhile alsohelping measurevisitor traffic and demographicsThey
arethe primary online touchpointswhere potentialvisitors and serviceproviders
connect[9]

Developinga well-designedand effectively executedwebsiteis thus of strategic
importance.Consistentand cohesivemessagingon the site not only encourages
visitorsto travelbut alsoprovidesessentiabn-site informationthatenhancesheir
experiencesndstrengthensheir satisfactiorwith the destination[9]

4.3 SocialMedia Pages

Beyondwebsitesmanagingofficial socialmediaprofilesis equallycrucial.[10]

Socialmediaplatformslike Facebookno longeronly targetyoungergenerationd
olderagegroupsarealsoactively engagedn theseplatformsdaily. [9]

A Faceboolpageserveanultiple functions:
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1. Informationhub:it providesessentiatletailsaboutthedestinationhelping
visitorsaccesskey information.

2. Navigationtool: it offersusefullinks andsubpagesaidingusersn finding
relevantresources.

3. Engagemenandentertainmentit sharesentertainingcontentto maintain
audienceanterestandboostsocialmediapresenceffectiveness9]

5 From the AIDA Model to the AISDALSLove Model

When defining marketing objectives, a company seeks to increase either

spontaneousr aidedbrandawareneser therateof repeapurchasesjependingn

the type of campaigrbeingexecutedbrandingor directresponse)To understand
how communicatiorcampaigngunction, it is crucialto examinethe psychological
mechanismghroughwhich advertisingnfluencests audienceln otherwords,how

themarketingmix is mentallyrepresenteéh the consumer'snind.

Marketingcommunicatiorprofessionalsnustbe awareof how their advertisement
will affect the identified and targetedmarket segment.The marketingobjective
systemmust effectively guide the targetaudienceto a higher level of purchase
readiness[11]

The hierarchyof-effects models have attemptedto map consumerresponses
throughout different historical consumer eras. These theories assume that
advertisingprocessesre perceivedby consumersas a seriesof emotionaland
cognitivetransformations.

In 1898,businessmaik. S. EImo Lewis formulatedthe fundamentaprinciplesof
advertising:

"Attract attention,maintaininterest,createdesire,anddrive action."[12]

Fromtheinitials of theseprinciples,the AIDA modelwasbornd oneof the most
widely recognizedimpact modelsin advertisingto this day. The fundamental
premiseof AIDA is thatthe primary goal of advertisingis to evokea desirefor

ownershipJeadingto the purchasef a productor service.

Whengeneratinglesireis challengingthegoalcanbeachievedy first stimulating
interest.If spontaneousterestis not naturally presentthe first taskis to capture
attention Accordingto themodel,eliciting attentionis theminimumrequiremena
anadvertisementhatfails to do so cannotbe successful.

However, the AIDA model is basedon two assumptionghat limit its broad
applicability:
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1. Consumeipassivity:the modelassumeshatconsumerpassivelyreceive
information.

2. Linear information processing:it presumesthat consumersalways
progresghroughthe stagesn the sameorder:

o AttentionY InterestY DesireY Action

0 Regardless of prior knowledge, emotions, or previous
experienceq13]

While desiredrivenadvertisingemainseffectivetoday,marketerdiaverecognized
that AIDA is not universallyapplicableandis only effective for certainproduct
categoriege.g., sensorydriven consumergoods). Despiteits limitations, AIDA
remainsa foundationalmodel,asall subsequentierarchyof-effectsmodelshave
eitherevolvedfrom it or beendefinedin contrasto it.

To betterunderstanchow communicationcampaigngunction, we must analyse
how contemporaryimpact hierarchymodelshave beenstructured building upon
the AIDA model.

To do this, we mustidentify threekey consumerresponsevariablesin advertising
campaigns:
1. Cognitive Dimension (Thinking) T The consumer'sperceptionof the
informativecontentof anadvertisement.
o Commonmetrics:recall,recognition,comprehension.

2. Affective Dimension(Feeling)i Theconsumer'emotionakresponséo an
advertisement.

o Commonmetrics:likability, attitudesgemotionalengagement.

3. ConativeDimension(ExperienceBasedBehavior)i Factorsinfluencing
future purchasingbehavior basedn pastproductexperiencegmemories,
subconsciousr consciougletailsfrom previousinteractions).

0 Thesevariablescapturethe mentaland psychologicalprocesses
occurringin consumergprocess/ariables)[5]

Oneof thebiggestshortcoming®f earliermodelswastheir failure to considerthe
postpurchaseeffec® thatis, how a purchaseinfluencesfuture decisionmaking
andbrandrelationships.

A positivepurchasingxperienceanleadto long-termbrandloyalty, encouraging
repeatpurchasesndfosteringpositivebrandperceptions[14]

Recognizingthis, Sheldon(1911) introducedthe AIDAS model, which addeda
"Satisfaction" stageafter Action, highlighting the importanceof postpurchase
experience.
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Later, Rogers (1983) proposedthe Diffusion of Innovations Theory, which
introducedstagessuchas:

f Knowledge Y PersuasionY Decision (Acceptance/Rejection)Y
ImplementationY Confirmation(continuedacceptancegiscontinuation,
or rejection).

Building on theseideas, Bovee et al. (1995) further developedthe concept,
suggestingthat advertising and other marketing communicationtools should
reinforcecustomeisatisfactiorin the postpurchaseghase.

While the marketing community enthusiastically embraced hierarchical
explanationsof advertising effects, concrete evidenceproving that traditional
marketing measurementgsuch as brand awarenesshrand familiarity, brand
preference,and purchaseintention) truly reflect how advertising influences
purchasingemainsinconclusive[15]

Ultimately, thereis no guarante¢hateveryadvertisingmpactresultsin apurchase.

Theevolutionof advertising'9roadercommunicativeole andbranddevelopment
strategieshas led researcherso expandupon the AIDA model. To addressits
limitations,additionalkey elementsvereintroduced suchas:

1 Search(consumerctively seekinginformation),

91 Like/Dislike (emotionalresponseo thebrand),

1 Share(socialsharingof experiences),

1 Love/Hate(strongemotionalattachmenor rejection).

Thisledto thedevelopmenbf the AISDALSLove Model, which represents.more
comprehensivandexperiencedrivenapproacto consumerdecisionrmaking.

6 Methodologyi Introduction to the AISDALSLove
Model

In the AISDALSLove model,ProfessoWijayafurtherdevelopedhevariables
of the AIDA model, refining them at different stagesand introducing additional
elements:

"S" (Search) Theprocesof actively seekinginformation.

1 "L" (Like/Dislike) i The consumer'semotionalresponsgpreferenceor
aversion).

1 "S"(Share)i Theactof sharingexperiencesvith others.
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1 "Love" (Love/Hate)i Thedevelopmenbf strongemotionalattachmenor
rejection.

Additionally, the authorcategorizedadvertisingeffectsinto shortterm andlong-
termimpacts highlightingtheir distinctinfluenceon consumebehavior [16]

Love
Love/hate

A 1 S D A L S
Attention Interest Search Desire Action Like/ dislike Share

Long term effects

Short term effects of advertising of advertising

Figure6
AISDALSLove Model[16]

Basedon the abovediagram,it canbe concludedthatthe stagesrom attentionto
actionandlike/dislike represenshorttermeffects whereasharingand,especially,
love/hate have longterm effects. The newly introduced elements (Search,
Like/Dislike, Share andLove) canbe explainedasfollows. [16]

Search(S)

Thiselementeflectstheideathatt o d @gnsumersireincreasinglycritical. They
do notimmediatelyacceptinformation obtainedfrom advertisementascredible,
nordotheyinstantlydevelopa desireto purchasé regardles®f how engaginghe
advertisingmessagés. Instead consumerseekadditionalinformationfrom other
sourceseforemakinga purchasealecision[16]

During the searchprocessconsumersxploretheir environmentto find relevant
datafor makingarationaldecision[17]

Thesearchprocessncludesbothinternalandexternalsearches:

1 Internal searchinvolves retrieving storedinformation, pastexperiences,
andemotionsfrom memoryto assesavailablealternatives.

1 Consumersely on previousknowledgeto evaluateoptionsbeforemaking
achoice.
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Like/Dislike (L)

This elementis closely linked to postpurchaseexperiencesparticularly whena
purchasewas influenced by advertising.If consumerslike the product, they
generally feel satisfied and may take further actions, such as repurchasingor
reorderingit. Satisfactioncanbedefinedasanattitudelike judgmentthatdevelops
afteraconsumptiorexperiencef18]

Thesignificanceof thelike/dislike effectin the postpurchasestages why Sheldon
(1919) addedan "S" (Satisfaction)to the AIDA model, leadingto the AIDAS

model. Later, Rogersreferredto this stageasii Co n f i r whilet Boveaetal.

alsocalledit @ Re i n f o rThieconsumemxperiencecantrigger a snowball
effect,wherethe consumesharegheir experiencavith othersabouttheadvertised
product,furtherinfluencingtheb r a mperdeion.

Share(S)

Int o d avgrld, svhereinformationtechnologyhaserasedraditionalboundaries,
consumergantake radical actionsthat significantly impactab r a mreputagion.
Theseactionsaredriven by their positiveor negativeexperiencesvith a product.

Moreover,the growing numberof social mediausersallows consumergo freely
expressheiropinionsandshareheirexperiencewith theworld. As aresult,brands
mustprovide exceptionalkconsumerexperienceshat motivateusersto sharetheir
stories.[16]

Love/Hate

A long-term effect of advertisingis that consumeranay either love or hatethe
advertisedrandor product.A consumewho wasinitially interestedn theproduct
due to an advertising message(whether visual or verbal) and had a positive
experienceduring use will likely sharetheir experienceand develop positive
emotionstoward the brand. This level of brand affection can grow over time,
evolvingfrom indifferenceor dislike into brandobsessioranddeeployalty. [16]

Consumersnay alsodeveloplove for abrandif theyfeel connectedo its creative
concepbr story.Thisconnectioris oftenbuilt ondeepconsumemsightsand,when
reinforcedby a positivebrandexperiencecanleadto long-term brandloyalty and
evenasensef ownership.Thereis no betterway to establisHastingbrandloyalty
thanby continuouslynurturingthe brandconsumerrelationship.ensuringthat the
brandremainspresentandrelevantin thec o n s u lifee[16) s

On the other hand, if a negativeexperienceresultsin dissatisfactionwith the
advertisegproduct,consumersnay spreachegativeword-of-mouth,shapinga poor
public perceptiorof the brand.

Insteadof love and loyalty, dissatisfiedconsumeranay feel frustration or even
hatred,which can manifestin variousways, including public complaints,social
mediacriticism, andboycottmovements.
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7 Brief Introduction of S8r v §r

S 8§ r ¢ l8catedin theeasterrpartof VasCounty,alongtheR § tRaver,andis the
secondlargestsettlementin the county after Szombathelywith a populationof
approximatelyl5,000residentsFrom a hydrographigperspectivethe city andits
surroundingsaarewell-endowedasboththe R § bRaver andthe Gy © n gCyetks
flow throughit.

The undisputedmain attractionof S § r is the S 8 r BE and WellnessBath,
whosenewly expandedomplexopenedts doorson December, 2002, welcoming
visitors seekingrelaxationandhealing.This developmentaid the foundationfor a
seriesof furtherinvestmentsincluding:

the constructiorof VitalMed Hotel,

S 8§ r vj@ningtee EuropearRoyal SpaTownsAssociationin 2004,
the openingof thefour-starBassianaotel,

the completionof Parkinn Hotelin 2006,

the establishmenof a new campingsite,

andfinally, thelaunchof the Spirit Hotel Royal ThermalSpain 2008.[19]

E R EEE ]

In 2010,the spaunderwentanothemajor developmentvorth 3 billion forints. On
October19,2012,S § r offially receivedthe designatiorof a medicinalresort,
celebratinghis achievementvith aformal ceremony.

As aresultof a oneyear qualification processtwo areasof thecityd " S8 riv 8§ r
Gy - gy v and8 5 § tivAgoretum'd were officially classifiedas healing
destinations[20]

S § r sta@qdutnotonly for its architecturabndnaturalattractiongutalsofor its
diverseeventsandfestivals.Thecity hostsavarietyof culturalprogramsijncluding

the InternationalFolklore Festival,brassbandfestivals,theV 8§ r me eanditha g ,
most famous event, the SimonJudasFair. These programsprovide excellent
entertainmennhot only for localsbut alsoattracta large numberof touriststo the
city. [19]

Over the past three decades,n addition to the developmentof the spa and
modernization of infrastructure, numerous significant municipal and state
investmenthavetakenplace,contributingto the city's growing tourismindustry.

Since the political transition, substantialfunding has also beenallocatedto the
modernizatiorof educatiorandhealthcaresystemsfurtherstrengtheninghec i t y 6 s
development[20]

The economicgrowth of S § r vtgautstandingrole in tourism, and its vibrant
cultural life haveall contributedto makingit oneof H u n g amogt@opularspa
towns.In termsof guestnights,S § r ka§consistentlyrankedamongthe top ten
mostvisited destinationsn the country.[20]
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8 Analysisof S § r v Blarkétsng Communication
Tools Using the AISDALSLove Model

City marketingwhenutilizing varioustoolseffectively,cansignificantlycontribute
to a city's successrecognition,and reputation.However, achievinglong-term,
substantial results requires a consciously planned, strategically thoughtout,
creative,and economicallyefficient approachthatinvolves multiple stakeholders
working together[21]

Accordingto my opinionS 8 r se®&esasagreatexampleof atownthateffectively
appliesmarketingtools while alsoincorporatingcreativeideas.In the following
sectionsof my study,| will presenspecificexampleof how thetown ensureghat
touristsleavesatisfiedaftertheir stayandevenreturnmultiple timesin the future.

For my research] primarily relied on secondarydata,which | obtainedfrom the
HungarianCentral StatisticalOffice, alongwith my own datacollection efforts. |

would like to expressmy gratitudeto KrisztinaHolpert,arepresentativef S § r v § r
Tourist & TDM Nonprofit Ltd., for her valuable assistancen answeringmy
questions.

8.1 Attention

The primary objective of advertisingis to capturethe attention of potential
customerd in this case,tourists. If this initial phasefails, the advertisement
immediatelyfails, preventingany further progressn the decisioamakingprocess.
The first stageof the AIDA modelis thuscruciab if the messagaloesnot grab
attention,it will notreachthetargetaudienceandasaresult,no purchasédor visit)

will occur.

Previousresearctandprofessionabrticlesconfirm thatadvertisingactivitiestoday
take place primarily in the digital space.Krisztina Holpert also emphasizedhis
point, statingthatS 8§ r prifarily reachegotentialtouristsvia online platforms,
especiallysocialmediaandits own website.The key reasorfor this strategyis that
online platforms allow a much wider target audienceto be reachedat a lower
advertisingcost. However,shehighlightedthat printed brochuresemainpopular
amonagvisitors, regardles®f age,asthey provideatangiblesourceof information
aboutlocal attractionsandcurrentevents.

8.2 Interest
If thefirst stepsucceedandthe messageeacheghetargetaudiencean effective

advertisemenimustthen sparkinterest.At this stage,advertisingmustencourage
potentialvisitors (tourists)to developaninterestn S § r va8racfiomnslf thisfails,
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consumersvill notproceedurtherin the decisionmakingprocessandconversion
will notoccur.

S § r w<es various campaignsto increaseinterest in its attractions. These
campaign®ftenincludeinteractivegameswherewinnersareselectedrom among
participants.The prizesare sponsorecoy TDM partners,suchasS § r &
WellnessBath, Spirit Hotel, andParkinn Hotel.

For example'Collect Coins,Gain Experiences!ivasanonline campaigrrequired
visitorsto click on asmanyappearingcoinsaspossiblewithin a giventimeframe.
Themorecoinsa playercollected the highertheyrankedon the leaderboardAs a
result,the TDM office registered’,000newnewsletteisubscribers.

Launchedduring the COVID-19 pandemic the "Relax Campaign'differed from

traditional promotionalactivities. Insteadof focusingon giveawaysor increasing
newslettersubscriptionsit aimedto provide a sensoryrelaxationexperienceThis

unique approachaligned with the public's heightenedneedfor stressrelief and
mental well-being during the lockdown period, offering content and stimuli

designedo evokecalmnessatherthandrive directsalesor engagemenmetrics.

The TDM recordedsoundsrom differentpartsof the city, suchas:

1 thebubblingwatersof thethermalbaths,
1 birdsongfrom thearboretum,

1 thesaunaambianceat Spirit Hotel,

1 thecracklingof firewood.

These sounds were compiled into a "closeyour-eyes" relaxation campaign,
allowing peopleto enjoyapieceof S § r frvofh homeduringlockdowns.

The campaign received highly positive feedback, including suggestionsfor
enhancementsuchas:

9 addingavisualcounter,
91 incorporatingoreathin/breathout guides,
1 improvingthesensoryexperiencdurther.

Inspiredby this feedbackthe "Relax 2.0" campaignwas created which won the
MarketingDiamondAward from the HungarianMarketingAssociationin 2023.

8.3 Search

In theprevioussection] explainechowthe"Search'phasebeginsafterasuccessful
interestphasé atthis point, potentialvisitors seekadditionalinformationto verify
whethertheadvertisectlaimsalign with reality.

Whenplanninga trip, atouristtypically looksfor moredetailsabout:

1. themainattractiongsincethisis the primaryreasorfor visiting),
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2. accommodatiomptions,
3. upcomingeventsandentertainmenprograms.

The mosteffectiveplatformsfor this areofficial websitesandsocialmediapages.

Unfortunately, | was unableto accessannualtraffic data for www.sarvar.hu
Instead,l usedwww.similarweb.coma digital marketresearcrandweb analytics
platform,to collectpublicly availabledatafor September.

Accordingto datafrom SimilarWebfor Septembe2024,the websiterecordeda
total of approximately8,900visits, indicatinga declinecomparedo the previous
month. The averageduration of a visit was 42 seconds,with usersviewing
approximatelyl.5 pagesper sessionsuggestingelatively brief engagemenper
visit.

In termsof traffic sourcesthemajority of usersarrivedvia organicsearch55.73%),
followed by directaccesso thesite(21.51%).Thesefigureshighlightthecontinued
importanceof searchenginevisibility in attractingvisitors.

Analysis of device usagerevealedthat 67.21% of usersaccessedhe website
throughmobile deviceswhile 32.79%utilized desktopcomputersunderscoringa
clear dominanceof mobile traffic and the growing needfor mobile-optimized
contentandinterfaces.

In orderto evaluateheeffectivenesandreachof socialmediaplatformsin S § r v
tourism marketing strategy,an assessmenwas conductedof thet o w officel
accountsacrosanajorplatforms.Thefollower counts recordedduringtheresearch
period, reveal significant differencesin audienceengagementicrosschannels.
Faceboolemergedasthe dominantplatform,with approximately21,000followers,
indicatingits centralrole in digital outreachln contrast|nstagramaccountedor a
more modestl1,472 followers, suggestingimited but potentially visually driven
engagemenflikTok, while increasinglypopularglobally, hadonly 34 followersat
the time of analysis,reflecting its underutilizationor relatively recentadoption
within S § r v @&fficiél gigital communicationstrategy. These figures clearly

8r ' s

indicatethatFacebookemainghemostimportantsocialmediaplatformforS 8 r v § r ,

followed by its official websiteasthe secondnostrelevantinformationsource.
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| havecompiledS e p t e mvbbsiteti@ffic datafor S § r vngam éttsactionsand
major hotels using SimilarWeb. The following table presentghis data, showing
how differentestablishmentperformin attractingonlinevisitors.

Attractions Visitor datas Accommodations Visitor datas
Sarvar Thermal and Spirit Hotel Thermal Spa**%**%*
Wellness Bath 83090 Sarvar 28903
F?rcr’lc Nadasdy Museum 1488 Park Inn by Radisson Sarvar 16 506
Sarvar Resort & Spa
Ensana Thermal Sarvar 229239
Melea The Health Concept 7851
Figure7

Additional website traffic data for the month of September basé¢heoanalysis of similarweb.com

Thedatain thetableshowthatthe highestnumberof visitors, totalling 85,090 visit
thewebsiteof the S § r 8p@andWellnessBath. This is followed by the website
of the Spirit Hotel ThermalSpa***** S § r wviiah records58,903visitors. This
comparisonalso confirms that tourists primarily seek information about the
attractionitself.

8.4 Desire

The next stepin the advertisingmessageprocessis creatingdesire.Evenif the
messageeacheghetargetaudienceit fails if it doesnot align with their needsor
if they cannotrelateto it. Creatingtravel desireis primarily achievedthrough
imagesyideos,andinfluencercollaborations! believethatinfluencersplay akey
role in tourism, as tourism productscannotbe testedor exchangedike regular
goods.Thereforetraveldecisionsaregreatlyinfluencedby recommendationfsom
friends, acquaintancesand trustedsources A popularinfluencercan effectively
promotea destinationand influence potentialtravellers.So far, S 8 r haSanly
occasionally collaborated with influencers. The most recent significant
collaborationwas in 2019, when stylist and influencer SchreiterLilla createda
videoshowcasinds § r va@tracionswhich wasverywell received.

8.5 Action

Thefinal elemenbf the AIDA modelis action,whichis realizedthroughtheactual
purchasé thatis, whentheuvisitor truly travelsto the destinationDigital toolsalso
play aprimaryrole in planningthe journeyandcompilingthe travel package.
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The websitewww.sarvar.hucanbe describedashighly userfriendly, with several
modulesdesignedo assisttouristswith bookings.The currentpackageoffers of

accommodationareup to date,andif atravellerwishesto makeareservationthe

website immediately redirects them to the official site of the selected
accommodationThesameappliesto attractionswww.sarvar.hulisplaysthe latest
openinghoursandticketprices,andit alsoprovideshyperlinksto theofficial pages
of theattractions.

A patrticularlycreativefeatureis the Trip Plannemodule.Every postandsubpage
on the site can be easily savedaccordingto the u s e indévidual interests All it
takesis aclick onthehearticonin theheaderAdditionally, userscansavepersonal
notesandtext snippetsamongtheir favourites.Highlightedsectionsof the site can
likewise be storedin the personalspaceby clicking the hearticon. Thesesaved
contentscan be especiallyuseful later, for instanceduring the vacation,when
visitors want to checkthe openinghoursof a serviceprovider,the scheduleof a
specificevent,or whentheywish to readmoreaboutanattractionon-site or watch
arelatedvideo.

Anotherinnovative solutionis the GoGreenapplication,which was addedto the
GreenDestinationsTop 100 Storieslist in October2024.GoGreeris aninnovative
initiative thatallows usersto receivepersonalizedips on how to maketheir trip to
S § r mageenvironmentallyfriendly. Theseips canalsobesharedn socialmedia
platforms,enablingthosewho wish to inspire othersto travel "greener'to do so
with ease.The platform is available in six languages,and certain tips are
accompaniedy moredetailed blog-styleinformation.

8.6 Like/Dislike

While the AIDA model ends with actiord that is, the purchasé the
AISDALSLove modeladdsanadditionalelementliking or disliking. Sinceonline
platforms now allow gueststo evaluatetheir stay by reviewing the destination,
attraction, accommodation,and other services after their visit, it becomes
particularlyimportantthattheyleavewith positiveexperiencesA negativereview
can, over the long term, significantly reducethe number of future bookings.
Therefore,evenin this final phase guestsatisfactionis of key importance.The
primarygoalis for visitorsto gainenriching,positiveexperiencesluringtheir stay,
leavesatisfied,andprovidea favourableevaluationof thecity.

I conducteda brief analysisregardingthe number of likes received by posts
publishedontheS § r VD8 rFaceboolpage.In my analysis] examinedheposts
from Januaryl, 2024,to October28, 2024,asillustratedin thediagrambelow.
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Numbers of Facebook likes between 01. 01. 2024 — 28. 10. 2024
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Userreactiongo Faceboolposts

The diagramshowsthat during the booking period precedinghe peakseasonthe
numberof positivereactiongo individual postsis exceptionallyhigh. Thesespikes
correspondto prize games and promotional campaigns. The TDM office

intentionallyschedulesdvertisingcampaigngluring the bookingperiod,asthisiis

whentheyaimto capturethe attentionof potentialtourists.

Overall,it canbesaidthatpaidadvertisementseceivemorelikes, althoughthereis
no significantdifferencebetweerthe high, shoulder andoff-seasonsThis may be
due to the fact that health and wellnesstourism is less affected by seasonal
fluctuations.The commentn the Faceboolpagearepredominantlypositive,with
only a few usersnoting overcrowdingat the spaor complainingaboutprices.A
smallnumberof commentsalsosuggesthatthewinnersof the prizegamesshould
beannounceanthe Facebookpage.

The TDM doesnot respondto commentson Faceboo® neitherto positive nor
negativefeedback.This may be becausethe pageis managedby an external
marketingagency,or because¢he TDM staff are responsibleor numerousother
tasksin additionto handlingpublicrelations Onapositivenote thepostspublished
every 2i 3 daysaretimely and featureconsistentvisual branding.The contentis
relevantnot only for touristsbut alsofor local residentsIn addition, touristscan
alsoratethe city andits attractionson the websiteszallas.hu.
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Figure9

Reviews oWwwwW8sx&Irl|l 8. hu

The figures showthat 10,302touristsratedthe city of S § r \arfidbasedon their
feedbackit receiveda scoreof 9.9 out of a possiblel0. The city's mainstrengths,
ashighlightedby visitors,arethatit is peacefulsmalltownin characterandclean.
AmongtheattractionstheS § r 8p8andWellnessBathranksfirst basedn 3,102
reviews,earninga scoreof 9.3. The otherlandmarksalsoreceivedratingsabove9

points. All of thesedataindicatethat touristsvisiting S § r ar&highly satisfied
with the city's attractionsand recreationalopportunities,and they leave their

vacationwith pleasanexperiences.

8.7 Share(SocialSharing & Recommendations)

Sharingis alsoan elementof the AISDALSLove model,which measuresvhether
visitorssharetheir experiencesvith othersandwhethertheyrecommendhecity to
friends and acquaintancesThis elementof the model is relatively difficult to
measureasaskingtouristswhetherthey would recommendhe destinationmight
resultin a positive responseon a survey, but it remainsuncertainwhetherthe
recommendatioactuallytakesplacelateron.In my study,l comparediestinations
basedon how many times the nameof the town is mentionedwith a hashtagin
individual Faceboolposts.
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Total guest traffic

Ranking based
Volume of hashtag posts (’000) kg basec on

(number of guest nights) hashtags
2. Héviz 854 380 28 5.
3. Hajduszoboszld 764 908 18 7.
4. Bik 631 864 4 9.
5. Zalakaros 607 334 26 6.
6. Sarvar 461 727 15 8.
7. Debrecen 447 928 371 2.
8. Szeged 419 331 399 1.
9. Gyula 404 728 74 4.
10.  Gyér 372 168 179 3.
Figure10

Frequencyf hashtaggmentionsjusedin Faceboolposts

The table presentghe 10 mostvisited spatownsin Hungaryfor the year2023,
excludingBudapestueto its uniquestatus.S § r rargks6th on this list, aheadof
severalargercities suchasDebrecenSzegedandG y RAlthoughthe numberof
hashtagsmentionsdependson numerousfactor® such as the city's marketing
activity, theengagemertf local residentstheactivity of visiting tourists,andeven
the size of the cityd thesementionscannotbe filtered exclusivelyfor tourism
relatedposts.Thereforethedataincludesall postsin which thetown is mentioned,
regardles®sf topic.

In termsof hashtagmentions,S 8 r rark$8th, which placesit in the strongmid-
field. Consideringthe c i t syzd Isbelievethis represents respectablgosition
comparedo othersettlements.

8.8 Love/Hate

Thefinal elemenbf themodeb loveor hatéd aimsto assessvhetheradestination
canbuild a loyal customerbase,consistingof visitors who return regularly and
recommendhe city to others,therebygeneratingpositive word-of-mouthfor the
destinationLoyalty canbefosteredthroughloyalty programsandexclusiveoffers.

Accordingto asurveyconductedastsummerby S § r VoBrist& TDM Nonprofit
Ltd., approximately70% of touristsvisiting S § r ar&raturningguests[22]

Of the nearly1,000respondents$5% hadvisited the spatown at leastfour times,
and 74% statedthat they definitely plan to returnin the nearfuture. Only 16%
expresseduncertainty. The high proportion of returning guestsis not only
characteristiof domesticvisitors. The responseshow that 60% of international
visitorshadalsopreviouslybeento S 8§ r y28]r .

The dataclearly indicatethat S § r enfoysa high rate of repeatvisitors, even
though the city itself does not offer an official loyalty program for tourists.

119



However,the hotelsdo operateloyalty schemesand related promotions,which
allow themto keeptrackof theirregularguests.

Conclusion

In conclusion,my study affirms that emotionally engaging,experiencebased
marketing plays a central role in tourismd especiallywhen it involves digital

contentandcampaigngailoredto the need=f specifictargetgroups.S § r sel/es
asagoodexamplefor othercities,asit successfullytilizesonline marketingtools,
with particularemphasi®nsocialmediacampaignsinteractivegamesandcreative
content.

In my analysis,| highlightedthe key elementghat havebecomeindispensablén

modernonline marketing.Theseinclude a well-functioning, userfriendly website
featuringcreativesolutionsaswell asasocialmediapresencehatis up-to-dateand
visually consistentlt would be worthwhile to expandthec i t pyeéescéeyond
Facebooko platformslike InstagramandTikTok, which areincreasinglypreferred
by GeneratiorZ andAlphausers.

As arecommendatior,suggesplacinggreateemphasi®nrespondindgo negative
comments,as negative feedbackcan also offer valuable insights into how to
improve operationaltasksmore effectively and preventrecurring complaintsor
issuedn thefuture.

While it may seemthata high numberof returningguestseliminatesthe needfor
further engagemesdt since they revisit the destinationyear after year without
additionalpromotionakeffortsd | believeit is still importantto payattentionto loyal
guestsOffering exclusivedealsthroughdirectmarketingtoolstailoredspecifically
to themcanstrengtherthis bond.Retainingloyal customergenerallyrequiresfar
lessmoneyandeffort thanattractingnewones.

S 8 r vegamplexlearlydemonstrateBow strategianarketingcommunicatiorand
consciousdevelopmenof tourism productscanresultin a high rate of returning
visitors. This studyoffersrelevantinsightsfor otherdestinationgimingto enhance
their competitiveness.
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Abstract: Virtual Reality (VR) technologyoffersimmersive multisensoryexperienceshat
havetransformativepotential acrossentertainmenteducation,and professionaldomains.
However ts useis alsoassociatedvith a rangeof physiologicaland neurologicalresponses
that remain underexploredin large-scale user populations.This study investigatesthe
prevalenceseverity,and predictorsof suchresponseshrougha surveybasedanalysisof
205 VR users.Participantscompleteca structuredonline questionnaireassessingheir VR
usagepatterns,symptomexperiencesand demographidackground Resultsindicate that
the mostfrequentlyreportedsymptomsncludenauseaheadachesyisualfatigue,and neck
discomfortthoughtheseeffectsveregenerallymild andinfrequentPsychologicabymptoms
such as anxiety, disorientation,and diminishedmotivation were reported less often but
showeda strongassociationwith higher daily screenexposureln contrast,demographic
factorslike ageand genderhad limited predictivevalue.Notably,educationalbackground
and technicalfamiliarity were linked to morefunctionaland diverseVR use.Thefindings
supportprevailingtheoriesof sensoryconflictand cognitiveoverloadwhile highlightingthe
cumulativerole of digital lifestyle in shaping user responsesFuture research should
incorporateobjectivemeasurementand stratified samplingto better capturethe complex
interactionbetweerimmersivetechnologyand humanneurophysiology.

Keywords:Virtual Reality, Simulation,CybersicknessHuman Factorsin VR, Immersive
TechnologyVR-InducedSymptomsScreenTimeExposure

1 Introduction

Virtual reality (VR) offers immersive experienceghat engagemultiple sensory
systemssimultaneouslycreatingenvironmentghat feel compellingand,at times,
indistinguishablefrom physicalreality. While this technologicalpotentialopens
newavenuedor learning,entertainmentandsimulation,it alsointroducesarange
of humanresponseshat warrantsystematidnvestigation.This sectionfocuseson
the effectsof VR exposureon the humanbodyandbrain,organizednto two broad

but interconnected categories physiological and neurological responses.

Physiologicalresponsesefer to observablebodily effectssuchas nauseayisual
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strain,musculoskeletalliscomfort,andchangesn autonomidunction.In contrast,
neurological responsesencompasssensory conflicts, cognitive alterations,
emotionalreactions,and perceptualdisturbancesAlthough analytically distinct,

thesedomainsoften overlap for example dizzinessand disorientationmay arise

from both vestibulardisruption and cortical processingdemandsUnderstanding
how theseeffectsemergeandinteractis essentiafor improvingVR systemdesign,
guidingresponsiblaise,andminimizing adverseoutcomes

2 Human Responseso Virtual Reality

2.1 Physiological

One of the most prevalentimmediatephysiologicalresponse$o immersive VR
exposures nauseaaccompaniedy autonomicsymptomsakin to classicmotion
sickness,such as increasedsalivation, pallor, sweating,dizziness,and stomach
discomfort. Thesesymptomsresult primarily from sensorymismatchedetween
visual motion cues and vestibular feedback (e.g. visual motion without
correspondingrestibularinput), triggering activationof the sympatheticnervous
systemasdemonstratetly elevatecheartrateandincreasedkin conductancel]
Ohyamaet al. (2007) demonstratedhat exposureto discordantvisualvestibular
motionin VR canselectivelyincreasdow-frequencyheartrate variability power,
indicative of sympathetic activation without a concurrent parasympathetic
modulation[2]

Visual (oculomotor)symptoms,including eyestrain blurred vision, dryness,and
headachesariselargely due to vergenceaccommodatiorconflicts causedby the
stereoscopidisplaysof VR headmounteddevices HMDs). This conflict compels
ocular musclesand the ciliary accommodatiorreflex into continuousexertion,
exacerbatingisualfatigue,particularlyduringextended/R sessionsAdditionally,
prolonged exposureto VR screensemitting blue-enriched light can suppress
melatonin secretion,potentially affecting circadianrhythms and delaying sleep
onset][3] Dymczyketal. (2024)observedhat30 minutesof VR with astrongdepth
conflict led to a postexposurerise in SSQ (Simulator SicknessQuestionnaire)
oculomotorscoreqe.g.eyestrainplurredvision) in participants[4]

Spatial disorientationand disturbancesn balanceoccur due to conflicts among
visual,vestibularandproprioceptivanputs,resultingin impairedposturalstability,
vertigo, and increasedbody sway both during and immediately following VR
immersion. Users commonly experiencetransient difficulties with reatworld
orientation,manifestingasmisjudgment®f directionandreducedposturalcontrol
evenafterremovingthe headset[5] For example Akizuki et al. (2005)foundthat
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30minutesin VR led subjectgo misjudgetheir limb positionandswaymore,even
afterremovingthe HMD, indicatinglingering proprioceptiveaftereffects[6]

Cardiovasculaandstresseactionsaresignificant,especiallyin emotionallyintense
VR scenariosStudiesdocumenmeasurabléncreasei heartrate,bloodpressure,
and salivary cortisol levels, reflecting sympatheticnervous system activation
similar to realworld fight-or-flight responsesThis stressresponsecanalsooccur
during physically active VR scenarioshighlighting the physiologicalrealism of
virtual simulations [7] Martenset al. (2019)reportedthat 20 minutesof a stress
inducing VR elevator scenarioelevatedheart rate and even altered heart rate
variability indicesindicativeof stress|[8]

Musculoskeletal symptoms, frequently describedas fi V R e ¢ &rdshoulder
discomfort, result from sustainedmuscle tension induced by the weight and
ergonomiademand®f VR headsets;ausingstrainparticularlyin thecervicalspine,
shouldersandupperback.Repetitivemovementandextendegeriodsin unnatural
posturedurthercontributeto musclefatigueandjoint discomfort[9] Kim andShin
(2021) quantifiedthis effect: performingan hour-long office taskin VR causeda
25/ 30%increasdan neckmuscleexertion(measurediia EMG) comparedo doing
thetaskatanormaldesktop Participantsalsoreporteds0%higherneckdiscomfort
and18%highershoulderiscomfortafterusingthe VR headset[10]

Finally, generalphysicalsymptomsinclude fatigue, drowsinessgeneralmalaise,
and transientbodily discomfort. Thesediffuse symptomsare frequentlyreported
after prolonged VR exposureand can impact user performanceand safety
immediately postexperience[11] Sharpleset al. (2008) found in a largescale
surveythatover 80% of VR usersreportedat leastsomesymptomgrangingfrom
fatigueto nauseajollowing use.[12] Generalphysicalsymptomscanalsoinclude
transientacheghatd o rfibneatlyinto onecategory.

2.2 Neurological

Neurologically, VR-induced responsesare largely driven by sensoryconflicts,
characterizetyy mismatchedetweenvisualinputsandvestibularor proprioceptive
feedback.This conflict is neurologically interpretedas an indication of toxin
ingestionor neurologicaldisturbancethusactivatingprotectivemechanismsuch
asnauseanddizzinesskey component®f cybersicknessThe intensity of these
symptomsorrelatesloselywith theseverityof visualvestibularconflicts,andthis
conflict-drivenmodelremainghepredominanexplanatiorfor VR-inducedmotion
sickness[13] Unexpectedlyjndividualswith lessposturalswaybeforeandduring
VR exposurda potentialindicatorof greaterstability) reportedmorecybersickness
symptomsin an HMD environment,contradictingthe predictions of postural
instability theory.[14] However notall findingsagreeandsensoryconflictremains
thedominantexplanatorymodel.
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Cognitive impairmentsalso commonly occur, primarily due to the substantial
cognitive load associated with processing complex, multi-sensory VR
environments.VR users often experiencetemporary reductionsin memory
retention, slowed reactiontimes, diminished attention, and impaired cognitive
motor coordinationimmediatelyfollowing immersiveexperiencesThis transient
cognitive declineis primarily relatedto mentalfatigue and attentionaldemands
inducedby thesensoryrich VR environment[15]

Spatial disorientationarisesfrom neurologicaldisruptionsin the integration of

visual, vestibular,and proprioceptivesignals,causingtemporarymisjudgmentof

spatialorientationand depthperceptionuponexiting VR. Usersfrequentlyreport
difficulty accuratelyestimatingdirections distancesandobjectpositionsin thereal
world immediatelyafter immersivesessionsreflecting neurologicalrecalibration
intheb r a spatidlgrocessingegions[16] As demonstrateth thework of Riecke
andWiener(2007),participantsvho wereaskedo pointto cardinaldirectionsafter
navigating in VR made significantly larger errors comparedto a realworld

navigationtask,indicatingalossof trueorientation[17] In extremecasesusersin

VR who physicallyrotatemanytimes(perhapsn atwisting gameor exploringan
environment) often lose track of how much they have turned in reality, a
phenomenoknownasvisualdominance[18]

Headachesire anothercommonneurologicaloutcome frequentlyresultingfrom
prolongedoculomotor strain, incorrect headsetalignment(particularly incorrect
interpupillarydistance)screerflicker, or low framerates.Theseconditionsinduce
ocular muscle tension and trigeminal nerve fatigue, leading to tensiontype
headachesr evenmigrainesparticularlyin predisposedéhdividuals.[19] As noted
by Rebenitscrand Owen (2016),an epidemiologicalobservatioris thata notable
subsetof users especiallythose prone to headachesr migraines consistently
experiencé/R-inducedheadachesvenin theabsencef hausea[20] VR-induced
headacheareusuallyshorttermandrespondo rest(removingtheheadsetglosing
0 n eeges)or analgesic# needed.

Althoughrare,epilepticreactionsarea seriousneurologicakoncerrrelatedto VR,
especiallyin photosensitivéndividualswho may experienceseizuregriggeredby
rapid visual stimuli, flashinglights, or repetitive patternscommonlyfoundin VR
content. [21] Approximately 1 in 4,000 peoplein the general population has
photosensitiveepilepsy,wherecertainflickering in the frequencyrangeof ~3i 60
Hz canprovokea seizure [22] Carefulcontentmoderationranduserscreeningcan
mitigatethisrisk effectively.

Psychologicatesponsesncludingheightenednxiety,transientdissociation(such
asfeelingsof depersonalizationr derealization)andmoodchangege.g.,postVR

blues),are inducedby the immersive,emotionally chargednatureof VR. Users
frequentlyreportintenseemotionalreactiongo virtual stimuli, demonstratinyy R 6
strongpsychologicalmpact,which canbetherapeutidutalsooverwhelmingvhen
unexpected[23] As documentedoy Zimmer et al. (2019), usershave reported
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anxiety spikes especiallyif they are proneto anxiety disorders whenconfronted
with stressfuMR situationssuchaspublic speakingr survivalscenariosEmpirical

researchusing a refined virtual reality adaptationof the Trier Social StressTest
(TSSTVR) found higher self-reportedanxiety and elevatedphysiologicalstress
markerscomparedto a lessimmersive task, confirming that VR can amplify

emotionalstress[24]

Sleeppatternsanbeinfluencedby pre-sleepVR use,dependingnthecontentand

intensity of the experienceWhile stimulatingor stressinducingVR sessionsnay

risk delayingsleeponsetdueto cognitive arousal,someimmersiveenvironments
designedfor relaxationhavebeenshownto improve sleepquality. For example,
onestudy combiningimmersiveVR with slow breathingfound reducedpre-sleep
anxiety,lower heartrate,andshortenedleeponsetlatencyin adolescentg§25]

Shortlived perceptuatiistortions,suchasmisperceptionsf limb positionsmotion
aftereffectspr skeweddepthperceptionsare commonpostexposureneurological
phenomena,reflecting temporary neural recalibration within perceptual and
sensorimotopathwaysOnecommonlyreporteddistortionis thesensehatthereal
world feelssubtlyi o forfudrealimmediatelyaftercomingoutof VR (asdiscussed
under dissociative symptoms).[26] These aftereffectstypically resolve within
minutesto hoursbut indicatesignificanttransientneuroplasticityinducedby VR
exposure[27]

Cybersickness, the overarching syndrome encompassingmany of these
neurological and physiological responses,includes nausea,dizziness, visual
discomfort,autonomicdisturbancesand cognitive impairments.t representshe
compositeimpact of neurologicaland physiological challengesposedby VR,
significantlyinfluencinguserexperiencendacceptancendnecessitatingngoing
technological improvementsand useradaptive strategiesto reduce symptom
severityandincidence[28]

3 ResearchMethology

This study aimed to investigateVirtual Reality (VR) usagepatternsand their
associategbhysiologicalandneurologicaleffects.Researclwas conductedwith a
questionnairén early2025usingconveniencsampling Participantsvererecruited
throughdigital platformssuchasDiscord, TelegramFacebooknterestgroups,and
universitymailing lists.

The researchaddressedhree core questions:(1) how frequently and for what
purposesndividuals useVR; (2) what symptomsare experienceduring or after
VR use;and(3) how demographidactors(age,gender)andindividual differences
relateto usagepatternsand symptomseverity.Basedon prior literature,frequent
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use is expected, especially for entertainment, education, creativity, social
interaction,andfitness.Usersare likely to reportsymptomssuchas nauseagye
strain,headachegjizzinessandanxiety, primarily driven by sensoryconflict and
cognitiveload. Higher usageis anticipatedamongyoungerindividualsandmales,
whereasfemalesare expectedo reportgreatersymptomintensity; thesepatterns
arepresumedo bemoderatedy prior exposureandindividual sensitivity.

The questionnaireconsistedof 14 questions systematicallydivided into three
sections.The first sectioncomprisedfive questiondo assesparticipantsgeneral
technologyuse and prior exposureto virtual reality. Respondentseportedtheir
averagalaily hoursspentonwork-relateddigital applicationandgamingactivities,
indicatedwhethertheyowneda VR device,evaluatedhelikelihood of usingVR in

their professionalife, andstatedwhethertheyhadpreviouslyusedVR technology.

Thesecondsectionof thequestionnairassessedurrentVR usageatternandself
reportedeffects. Participantsndicatedthe frequencyof their VR use,the type of
device employed (PCG-connectedor standalone)and the extentto which they
engagedin various VR applications including entertainmentwork, education,
creative activities, social interaction, fitness, and healthcare using a six-point
frequencyscalerangingfrom "never"to "always." This sectionalso assessethe
self-reportedfrequencyof symptomsexperiencedduring and after VR sessions
using a six-point scale.Thesesymptomsincluded nauseagye strain, headaches,
musculoskeletafliscomfort,anxiety,aggressiondiminishedinterestin realworld
activities or relationshipsdifficulties distinguishingbetweenvirtual and physical
environmentsandsleepdisturbances.

The third section focused on demographicinformation to enable subgroup
comparisonsParticipantswvere askedto reporttheir age,genderidentity, highest
level of formal educationandareasof professionabjualification,selectingfrom a
predefinediist thatincludeddisciplinessuchas economicsgengineeringmilitary

andsecurity,healthcarepaturalscienceseducationjnformationtechnology arts,
andsocialsciencesMultiple responsesverepermittedfor thelatteritem, allowing

participantgo indicateup to four areasof specialization.

Previousresearchon virtual reality andsimulatiortrelatedsymptomsservedasthe
basisfor shapingtheq u e s t i ocaonteratdnd facus fRelevantconstructge.g.,
"discomfort," "anxiety," "visual fatigue") were operationalizednto measurable
variablesusing numerical scales.A pilot test with a small sample(n=10) was
conductedo evaluatethe clarity, relevanceandstructureof theitems,afterwhich
the instrumentwas refined accordinglyto ensurecomprehensibilityand internal
consistency.

Althoughtherelianceon self-reporteddataandthe useof non-probability sampling
limit the generalizabilityof the findings andintroducepotentialbiaseqe.g.,recall
andsocialdesirabilitybias),the studyyields valuablepreliminaryinsightsinto the
relationship between user characteristics,VR usage patterns, and associated
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physiologicaland neurologicalphenomenaThesefindings serveas a foundation
for future experimentalresearchusing controlled methodologiesand objective
physiologicalmeasurements.

4 Results

4.1 ResearchSample

Of the 290 total respondents98 identified as female (33.8%) and 191 as male
(65.9%).Onerespondent0.3%) selecteda non-binary option, this responsevas
excludedfrom further analysisdueto insufficientrepresentationThe samplewas
thereforepredominantlymale,which mayreflectexistinggenderdisparitiesn VR
usageor technologyorientedcommunities.

Age Distribution
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Figurel
Age Distribution (Editedby the authorbasen researchata)

The ageof respondentsangedfrom 16 to 62 years(M = 23.73,SD = 7.73). As
shownin Figure 1, the distributionis positively skewed(skewness= 2.52, SE =
0.143),indicatinga strongconcentratiorof youngerparticipantsKurtosis(6.314,
SE=0.285)suggestaleptokurticdistribution,with apronouncegeakandheavier
tails comparedo anormaldistribution.A majority of respondentés4 atagel8, 46
atagel9,and40atage20)werebetweerl8and21yearsold, comprisingthemodal
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cluster.Representatiodeclinessharplyafterthe mid-20s,with sporadicresponses
from older age groups. This suggeststhe sample primarily reflects younger,
possiblystudentaged VR userswhich alignswith trendsin digital mediaadoption
andgamingculture.

4.2 ResearchResults

Out of 290 respondents60 individuals (20.7%) reportedowning a VR deviceat
home, while the majority (79.3%) did not. However, 205 participants(70.7%)
indicatedprior experiencewith VR, suggestinghat a significant portion of VR
engagemenbccurs through shared, institutional, or public accessrather than
personalownership.Regardingmodesof use,86 respondentseportedusing PG
basedvR, while 59 usedstandalonéeadsetdNotably,89 participantsvereunable
to specify the type of VR device used,indicating either limited familiarity or
indirect exposure(e.g., brief trial sessions)This highlights potentialgapsin user
awarenessef technicalspecificationsparticularlyamongcasuabr first-time users.
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Figure2
AverageDaily Hourson Work-RelatedApplications(Editedby the authorbasedbn researclata)

Participantseportedawide rangeof daily hoursspentonwork-relatedapplications,
from 0to 24 hours(M =5.76,SD = 3.88).As illustratedin Figure2, thedistribution
is positively skewed(skewness= 1.38, SE = 0.143),indicatinga concentratiorof
responsest lower hourvalueswith along tail extendingtowardhigherdurations.
The modalgroupreporteddi 6 hoursperday, with peaksat4 (n = 39), 6 (n = 38),
and5 hours(n = 30). A substantiaportionalsoreported7i 8 hours(n = 35 each),
aligning with standardfull-time work durations. Fewer participants reported
extremeusage(e.g., 12+ hours),thougha small subsetindicated16 to 24 daily
hours,suggestingasesf intensivedigital workloador continuoussystemaccess.
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The kurtosisvalue (3.14, SE = 0.285) suggestsa mesokurticdistribution, slightly
more peakedthan normal. Overall, the datareflect a heterogeneousamplewith
both moderateand extendeddigital work engagementjikely influenced by
occupationatolesandremotework habits.

Average Daily Hours on Gaming
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Figure3
AverageDaily Hourson Gaming(Editedby theauthorbasedbnresearcldata)

Participantseporteddaily gamingdurationsrangingfrom 0 to 20 hours(M = 2.55,
SD = 2.94). As shownin Figure 3, the distributionis strongly positively skewed
(skewness 2.51,SE=0.143)andhighly leptokurtic(kurtosis= 8.49,SE= 0.285),
indicating a sharppeakwith heavyright-tailed extremities.The modewas 1 hour
perday(n = 76),followed by 2 hours(n = 58) and0 hours(n = 55), suggestinghat
themajority of respondentengagedn gamingcasuallyor notatall. A steepdecline
is observedbeyond3 hours,with only a small subsetreporting extensivedaily

gaming( ® hours).This distributionreflectsa primarily low-to-moderategaming
populationwith afew high-engagemendutliers,consistentvith broadertrendsin

generaluserbehavioracrossagegroupsandlifestyle patterns
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Frequency of VR Usage

6 Il 5
5 Il 5
4 Ml 7

Scale

3 I 23
2 [ g2
1 — 73

0 10 20 30 40 50 60 70 80 920 100

Figure4
Frequencyf VR Usage(Editedby the authorbasedn researchlata)

VR usagdrequencywasmeasurednab-pointscale(1=f n e vobridal way s o) ,
yielding ameanof 2.00(SD = 1.11). As illustratedin Figure4, the distributionis

positively skewed (skewness= 1.71, SE = 0.170) and moderatelyleptokurtic
(kurtosis= 3.40, SE = 0.338),indicating a concentratiorat the lower end of the
scale.Themajority of respondentseportedminimal usage 92 selectedevel 2, and

73 selectedevel 1. Only 17 participantg8.3%)reportedirequentor consisten/R

use (levels 5i 6), suggestingthat regular engagementvith VR remainslimited

within the sample.Theseresultsreflect early-stageor casualadoptionpatterns
amongmostusers possiblyinfluencedby accessfamiliarity, or the novelty of the
technology.

Perceived Likelihood of Future VR
Adaption at Work
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Figure5
Perceived.ikelihood of FutureVR Adaptionat Work (Editedby theauthorbasedn researchdata)
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Participantgatedthe likelihood of VR adoptionin their future work environment
onaé6-pointscale(l=f v eurnyl i ko€ Ffywelriyk ewitly aomeanscoreof
2.84(SD = 1.41).As shownin Figure5, responsesire moderatelydispersedand
approximatelysymmetricaskewness: 0.40,SE= 0.143),with aslight platykurtic
tendency(kurtosis= 1 0.68, SE = 0.285),suggesting flatter distributionthanthe
normal curve. Most responseslusteredaroundthe mid-range: 74 participants
selectedevel 2, while 63 selectedevel 4. Equalnumbers(n = 59) choselevel 1
(Avenlyi lkaedleyeld,)indicatingoverallambivalenceOnly 13 respondents
(4.5%) expressedhigh confidencen future VR integration(level 6). Theseresults
reflect cautious optimism but also considerable uncertainty regarding the
professionaintegrationof VR technologies.
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Figure6
Usageof VR (Editedby the authorbasedn researchlata)

Participantgatedthefrequencyof VR useacrosssevendomainson a 6-pointscale
(0 = Never,5 = Always). As shownin Figure6, entertainmentvasby far the most
frequentusecasgM =2.92,SD = 1.86),reflectingthedominantrole of recreational
applicationsin current VR engagementThe high standarddeviation suggests
substantialariation,with someusersemployingVR for entertainmenélmostdaily,
while othersdo so only occasionally.In contrast,all other domains showed
considerablylower meanvalues. Healthcarepurposes(M = 1.39, SD = 0.90),
education(M = 1.49), and creativeactivities (M = 1.50) were amongthe least
frequent,indicatingminimal integrationinto u s e daity foutines.Slightly higher
valueswererecordedor work (M = 1.62),sportsandfitness(M = 1.63),andsocial
interaction(M = 1.88),thoughthelatter still fell belowthe midpointof the scale.

Thesepatternssuggesthat while usersmay recognizethe potentialof VR across
diversecontexts,in practiceits useremainslargely limited to entertainmentThe
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relatively low adoptionratesin functional domainsmay be attributedto content
limitations, lack of institutional implementation,or user preferencesNotably,
highervariability in domainslike socialinteractionandfitnesspointsto emerging
interestbutalsounevenacces®r awarenesOverall, thefindingsreflectanearly
stageadoptionlandscapewnhere non-entertainmentVR applicationshave yet to
reachwidespreadise.

Frequency of Symptoms Experienced
During VR Use
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Figure7
Frequencyf SymptomsExperienceduring VR Use(Editedby theauthorbasedn researchdata)

Participantsassessethe frequencyof ten commonsymptomsassociateavith VR
exposureon a 6-point scale(0 = Never,5 = Always). As shownin Figure7, the
overallprevalencef symptomsvaslow, with all meanvaluesfalling betweerD.74
and1.20.This indicatesthat, on averagemostsymptomswere experiencedarely
or very rarely. The mostcommonlyreportedissuesverenausegM = 1.20,SD =
1.40),headacheéM = 1.12,SD = 1.31),neckandshouldermpain(M = 1.10,SD =
1.27),andeyefatigue(M = 1.04,SD = 1.17). Theseareconsistentvith symptoms
typically linked to cybersicknesandprolongedheadsetise.Their relativelyhigher
standarddeviationssuggestthat while many usersexperiencethese symptoms
infrequently,a smallersubsetmay encountethemmoreregularlyor intensely.In
contrast, symptoms related to psychological and behavioral effects such as
aggressionM = 0.79), anxiety and stress(M = 0.74), and reducedinterestin
activities (M = 0.75) were rated as occurring less frequently. Difficulty
distinguishingvirtual from realenvironment¢M = 0.79)andreducedsocialinterest
(M = 0.88)alsoshowedlow overallincidence suggestingninimal psychological
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disorientationamongthe majority of users.The datasuggesthat while physical
symptomsare more prominent than psychologicalones, they remain mild in
frequencyfor mostrespondentdNonethelessheir presencéighlightsthe needfor
ergonomicimprovementsadaptivesessiordesign,and usereducationon optimal
usagepracticege.g.,breaks posture devicecalibration)to mitigatediscomfort.

Frequency of Symptoms Experienced
After VR Use
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Figure8
Frequencyf SymptomsExperiencedhfter VR Use(Editedby the authorbasedn researctdata)

Participantgatedthe frequencyof 10 symptomsexperiencedfter VR session®n

a 6-point scale(0 = Never,5 = Always). As shownin Figure 8, averagesymptom
ratingsremainedow overall,with all meandalling below1.0,indicatingthatpost

VR symptomsawveregenerallyexperiencederyrarelyto rarely. Themostfrequently
reportedsymptomswereeyefatigue(M = 0.87,SD = 1.11),nausegM = 0.86,SD

=1.17),andsleepdisturbance$M = 0.83,SD = 1.34),suggestingnild physicalor

cognitiveaftereffectfor someusers Headach€M = 0.82)andreducednterestin

activities (M = 0.73) were also reportedwith slightly elevatedfrequency though
still belowmoderatdevels.Psychologicabndsocialsymptomsjncluding anxiety
andstresgM =0.58),reducedsocialinterestM = 0.59),andaggressioliM = 0.66),
were amongthe leastfrequently endorsedDifficulty distinguishingvirtual from

realenvironmentgM = 0.69)alsoremainedow, indicatingminimal disorientation
postuse.

Overall, the datasuggesthat most participantsexperiencedew adverseeffects
afterVR use.Symptomsawveregenerallyinfrequentandmild, with aslighttendency
toward physical discomfort rather than psychologicalimpact. These findings
highlight the relativesafetyof VR usein typical consumessettingsbut point to the
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importance of monitoring fatigue and recovery especially with extendedor
repeatedise.

4.3 RelationsBetweenVariables

The analysisrevealedseveralstatistically significant correlations(p < .01, two-

tailed), offering insightinto how demographiceducationalandbehaviorafactors
relateto VR useand its associatecffects. Educationalattainmentemergedas a

notablepredictorof functional VR engagementndividualswith highereducation
levelsweremorelikely to useVR for fithessor sports(r = .226),for work-related
purposes(r = .188), and to utilize PGbasedVR systems(r = .227). Similarly,

participantswith an IT backgroundshoweda positive correlationwith PG-based
VR usage(r = .242), suggestinghat both formal educationand domainspecific
expertisdfacilitate accesgo morecomplexor taskorientedvVR applications.

Daily work-relatedscreentime showedmoderateto strong positive correlations
with severalpsychologicaland cognitive difficulties during VR use.Specifically,
higherscreentime wasassociatedvith increasedevelsof anxietyandstress(r =

.392),reducednterestin realworld socialinteractiongr = .489),lower motivation
for reatlife activities(r = .477),anddifficulty distinguishingbetweenvirtual and
physicalenvironmentgr = .497).Thesdfindingssuggesthathigh digital workload
may intensify cognitive fatigue and reducethe psychologicalseparatiorbetween
immersivevirtual contentandeverydayexperience.

Interestingly respondenta/horeportecunfamiliarity with VR systemsorindicated
not knowing which platform they had used,tendedto report significantly fewer
adversesymptoms.Theseparticipantsexperiencedess nausear = 1.309), eye
fatigue (r = 1.414), and physicaldiscomfortor injuries (r = 1.358). This likely

reflectslimited exposureatherthanincreasedesilience pointingto thecumulative
effectsof prolongedVR interactionon physicalwell-being.

In contrast,age showedno significant correlationwith any measuredvariable,
indicatingthatit hadno predictivepowerin the presensample Genderalsoshowed
limited influence: a small negative correlation was observedwith VR use for
entertainment(r = 7.188), suggestingmarginally higher usage among male
respondentAlthoughthecorrelationbetweergendeandwork-relatedscreertime
reachedstatistical significance(r = .042), its effect size was negligible and not
meaningfulin practicalterms.

Takentogether theseresultsindicatethat factorssuchaseducationabackground,
digital literacy,andscreertime exposurearemorestronglyassociateavith patterns
of VR useandsymptomreportingthandemographicharacteristicsuchasageor
gender. The findings underscorethe needto considerindividual lifestyle and
professionalcontext when assessinguser experiencesand risks in immersive
environments.
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Conclusions

This studyexaminecdthe physiologicalandneurologicalresponseassociatedvith
virtual reality use, basedon selfreporteddata from a broad user sample.The
researchwas guidedby threekey questionsconcerningusagepatterns symptom
experienceandtherole of demographi@ndindividual factors.

Regardingthe first question,it was initially assumedthat VR would be used
frequently,particularly for entertainmenteducation creativity, socialinteraction,
andfitness.Theresultspartially confirmedthis: althoughprior experiencevith VR
was relatively common (70.7%), ownershipand regular use were limited. Only
20.7%of respondent®wneda VR device,andthe averageusagefrequencywas
low (M = 2.00 on a 6-point scale). Among usagedomains,entertainmentvas
dominant(M = 2.92), while all other purposesincluding education fitness,and
work, scoredwell belowthemidpoint. Thesefindingsindicatethatdespitegrowing
familiarity, practicalVR adoptionremaindargely confinedto leisurecontexts.

In relationto thesecondjuestionjt wasexpectedhatusersvouldreportsymptoms
such as nausea.eye strain, headachesdizziness,and anxiety, due to sensory
conflictsandcognitiveload. The dataconfirmedthe presencef theseeffects,but
atgenerallylow levels.Symptomsexperienceduring VR sessionfiadlow average
ratings (M = 0.74 1.20), with nauseaheadachesand neck/shouldeipain being
mostcommon.Postusesymptomswvereevenlessfrequent(all means< 1.0), with
eye fatigue, nausea,and sleep disturbanceseing most notable. Psychological
symptomssuchasanxiety,aggressionanddepersonalizatioaccurredrarely. Thus,
while adverseeffectsarepresenttheyaretypically mild andinfrequent.

As for thethird questionjt washypothesizedhatageandgendemwould influence
both usagefrequencyand symptom severity anticipating higher usageamong
youngemalesandincreasedymptomsamongfemalesHowever thedatadid not
supportheseassumptionsige showecdhosignificantcorrelationwith anyvariable,
andgendehadonly aweak,negativeassociatiorwith VR usagédor entertainment.
Instead, stronger predictive relationships were observed with educational
attainment, IT background,and daily screen exposure. Specifically, higher
educatiorandtechnicalexpertisaverelinkedto increasedunctionalVR use while
prolongedscreentime correlatedwith elevatedreportsof anxiety, disorientation,
anddiminishedmotivationfor reatworld activity. Theseresultssuggesthatusage
patternsand vulnerability to symptomsare shapedmore by digital lifestyle and
cognitiveloadthanby demographidédentity alone.

Overall,thefindings align with existingliteratureon cybersicknesandattentional
fatigue,underscoringherole of sensorymismatchandextendedcreerengagement
in driving discomfort. Although self-report data have inherentlimitations, the
consistencypetweerparticipantresponseandprior studiessupportghereliability
of observedrends.Futureresearchshouldemploy objectivemeasurementge.g.,
EEG, heartrate, eyetracking) and compareusergroupsbasedon sensitivity and
prior experiencelt would also be valuableto examinewhetherrepeatedVR use
leadsto adaptatioror increasingnentalandphysicalstrainovertime.
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Rethinking Cybersecurity: How Serverless
Architecture RedefinesRisk Management

Azar Mamiyev

Obuda UniversityBudapest, Hungargzarmamiyev@stud.wubuda.hu

Abstract: Serverlessomputingis revolutionizingcybersecurityrisk managemenwith the
introduction of new feature® ephemeralfunctions, eventdriven execution,and shared
responsibility) that upend traditional security practices. In serverlessenvironments,
individual functionsexecutefor a brief timeto completetargetedtasksbeforetheybecome
non-existentmeaningsecuritycontrolsmustquicklyreactto protectthesefleetingprocesses
rather thanwatchoverstatic,long-lived systemsAdditionally, sinceserverlesspplications
reactdynamicallyto eventdike userbehavioror datatriggers,theybring newvulnerabilities
thatrequireinnovativethreatdetectionand mitigationtechniquesThesharedresponsibility
modelfurther complicateshematterby dividing securityrolesbetweercloudproviderswho
securethe underlyinginfrastructure,and organizationsvho mustprotectand managetheir
own codeand configurations.Thiswork exploresthesesingular attributesto illustrate how
conventionalsecuritymethodologiesieedto be reassessednd how more dynamic,recent
modelscan protect againstthe novel typesof attacksnative to this adaptivecomputing
paradigm.

Keywords Serverlesgomputing serverlessecurity,cybersecuritycloudtechnologies

1 Introduction

Serverlesgomputingis a cloud architecturemodelthat providesa new paradigm
in which developerswrite codewithout provisioningor managingthe underlying
infrastructure. The paradigm concealsthe complexity of server management,
resourcescaling,andprovisioningandallows organizationgo deployapplications
instantlyandscalethemdynamicallyaccordingto demandMajor cloudcomputing
serviceproviders,suchas AmazonWeb Services(AWS), Microsoft Azure, and
GoogleCloud,haveintroducedserverlessomputingplatformsin theguiseof AWS
LambdaAzure FunctionsandGoogleCloud Functionswhich aregainingtraction
rapidly dueto their ability to improvecostsavingsandperformanceAs companies
increasingly adopt serverlessmodels to automateand reduce overhead,it is
important to take into account the security ramifications of this emerging
architecture.
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While serverlesscomputing benefits are obvious, it also introduces new
cybersecuritychallengeshatcannotbeaddressetly conventionakecuritytools.In
conventionalsystemswhere the security controls are designedto protectlong
running, static infrastructureand applications serverlesenvironmentonsistof
shortlived, eventdrivenfunctionsthatareephemeradnddynamicallyscaled Such
characteristicantroduce new vulnerabilitiesin areassuch as monitoring, data
integrity, and accessontrol. In addition, the sharedresponsibilitybetweencloud
providersin serverlessarchitecture,where cloud providers are responsiblefor
securing the underlying infrastructure while organizationsmust secure their
applicationsand configurations, makes the security responsibilitiesharder to
demarcateWith serverlesenvironmentschangingincreasinglyon a daily basis,
today'scybersecuritypestpracticeghathavebeenoptimizedfor moreconventional
on-premisesndcloudarchitecturarenotadequatéo addressheseemergingisks.

This paper discussesthe cybersecurity challengesintroduced by serverless
architecturesand arguesthat traditional risk managemenpracticesmust be re-
evaluated.By discussingthe distinctive featuresof serverlesscomputing
ephemeral functions, eventdriven execution, dynamic scaling, and shared
responsibilitymodeb thispaperaimsto provideanendto-endperspectivenwhy
existing security measuresare insufficient. Besides,the goal is to identify and
proposenew, agile risk managementechniquesthat can be adoptedto protect
organizationdrom the emergingthreatsof serverlesenvironmentsThroughthis
research,the paper hopesto contribute to the current debateregarding how
cybersecuritypracticeanustevolveto copewith therapid paceof developmentn
cloud computingtechnologies.

2 What is ServerlessComputing?

Serverlesgomputingis a modelof cloud computingwherebythe cloud providers
automaticallytake care of the infrastructureneededto run applicationsso that

developersneed not worry about server provisioning, scaling, and server
maintenanceUnder serverlessarchitecturethe developersodewhich runsasa

function of specificeventsor triggersratherthanworrying aboutthelife cycle of

anapplicationor systemTheterm"serverlesstnaybemisunderstoodssuggesting
anabsencef servershutin reality, technicallyserversareusedto executehecode;

instead the only variationis that the developersho longerhaveto careaboutthe

underlying hardwareor infrastructure.All the issuesrelatedto managemenére

taken care of by the cloud provider, and usersonly pay for actually consumed
resourcesisedin executingthe code ratherthanserverrunningtime.
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Among the featuresof serverlescomputingare ephemerafunctions. They are
temporaryandserveto conducta specificjob oncetheyarepresenteavith anevent
and proceedwith terminationas soonasthey havecompletedthe task.By being
transientin nature, serverlessfunctions prove extremely resourceoptimized in

usagesinceresourcegetusedonly aslong asit takesfor afunctionto run. Unlike

legacy long-running processesthereis no requirementfor serversto remainin

operationall thetime, which cantranslaténto costsavings.

Serverlessarchitecturesare naturally eventdriven. This implies that function
executiorisinitiatedby events|ike anHT TP requestafile uploadto cloudstorage,
or a databasechange.The system dynamically respondsto such triggers by
executingthe correspondingunction basedon the event. This methodfacilitates
live, scalableresponseo userinteractionor systemchangeswithout constantly
monitoring or manually respondingto suchinteraction.Eventdriven computing
facilitates simple addition of flexibility with minimal overhead in the
implementatiorof complexworkflows andintegrations.
ServerlesplatformsscaleapplicationsautomaticallyasneededWheninvoking a
function, the cloud providerprovisionsadequateesourceso executethe function.
Whenthereis hightraffic ordemandadditionalinstance®f thefunctionarecreated
to servethe load. Whenthereis low demandfesourcesrede-allocatedto avoid
anywastageof resourcesThis dynamicscalingmodelhelpsorganization@chieve
high performanceand costeffectivenessn the sensethat they do not pay for any
computingresourcegxceptwhenrunning.

Severamajorcloud providersoffer serverlesgomputingplatforms,eachof which
hasa differentfeatureandcapability:

1 AWS Lambdais one of the bestknown serverlessplatforms on which
developerganexecutecodein response¢o awide rangeof triggers,from data
changesin Amazon S3 to HTTP requestsvia Amazon APl Gateway or
DynamoDBtableupdatesDeveloperspay only for computetime consumed
in executingtheir functions on AWS Lambda, with eventsautomatically
scalingby frequency(AmazonWebServicesn.d-a), (AmazonWebServices,
n.d-b).

1  Similarto AWS LambdaGoogleCloudFunctionds aserverlesgnvironment
where code can be run by reactingto eventssuch as file uploads,HTTP
requestspr messageBom otherGoogleCloudservicedike Pub/SubGoogle
Cloud Functionssharestight integrationwith other Google Cloud services,
andthereforeit would be a viable choicefor firms alreadyestablishedvithin
the Googleframework(Google,n.d.).

1  Microsoft'sAzure Functionsis anotherserverlesplatformwheredevelopers
canrun codethatexecutesasa consequencef eventsfrom Azure resources
suchasBlob Storage EventHubs,or HTTP requestsAzure Functionsalso
provides multiple hosting plans for different workloads with both
consumptiorbasedanddedicatedesourceoptions(Microsoft, n.d.)
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Theseplatformsaredesignedo simplify applicationdevelopmenanddeployment
by abstractingoutinfrastructureconcernsodeveloperganfocuson craftingcode
thatresponddo specifictriggersin a scalableandcosteffectivemanner.

3 Traditional Cybersecurity and Its Limitations

Traditionalcybersecuritymodelsweredesignedwith theideaof static,long-lived
systemsvhereresourcesireallocatedo specifictasksfor extendegeriodsof time.
In these settings, security controls are designedto protect againstattackson
infrastructure components,such as servers,networks, and databasesthat are
intendedto run all the time. Commonelementsof thesetypesof systemsnclude
firewalls, intrusion detection systems(IDS), and antivirus software that are
designedo protectwell-defined,staticenvironments.

For example,firewalls are configuredto control incoming and outgoing traffic

basedon preconfiguredrules, with the assumptionthat the network and the
applicationst supportsarerelatively static. Similarly, intrusion detectionsystems
(IDS) monitor network traffic for signs of malicious behavior, basedon the
assumptiorthat threatswill manifestin detectablepatternsandcanbe discovered
throughongoing monitoring. This model aligns well with traditional, monolithic
appswheretheinfrastructurebelowdoesnot undergodynamicchangeandrisk can
beaddressethy layeredsecuritycontrols.

Risk in classicalcybersecurityis basedon a relatively staticthreatmodel. In this

model, risks are contemplateasedon a stableenvironmend alwayson servers
with known attack vectors and expectedbehavior. Security strategyis one of

protecting these long-lived systems from attack that could exploit known

weaknessessuchas unauthorizedaccessdatatheft, or denialof-serviceattacks.
Risk analysisputsa high priority on perimeterprotection,endpointsecurity,and
accesgontrolmanagement.

In contrast,serverlesscomputingis a dynamic environmentwhere threatscan
quickly evolve.Serverlesgunctions,asephemeraandeventdriven entities,don't
conform to traditional models of perpetual operation. Instead of maintaining
concernsover a running system,securityanalyseamustlook into how to secure
code,data,andinteractiongriggeredon specificevents.This callsfor a shift away
from the static risk model to one that can keep pace with highly dynamic,
unpredictablebehavioralpatternsthat emergewith the instantaneouscalingand
transientnatureof serverlessystemsThreatsin this environmenimay arisefrom
atypicalsource®rin unpredictablenannersandthereforemightbeharderto assess
andmitigatewith traditionalapproaches.
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The conventionalkecuritytools werebuilt to addresghe specificrisks associated
with staticenvironmentswherethe infrastructure applicationsandresourcesre
relatively stableandpredictable Someof themostcommontoolsinclude:

il

Firewalls are one of the most fundamentalsecurity controlsin traditional
environmentsFirewalls enforcenetwork traffic policies, either allowing or
blocking data packetsbasedon IP addressesprotocols,and port numbers.
While firewalls remainimportantin a serverlessenvironmentthey are not
sufficient on their own becauseserverlesgunctionsare eventdriven and do
notrequirepersistentnboundor outboundnetworkconnections.

IDS andIPStry to detectandpreventmaliciousactivity by inspectingnetwork
traffic for suspiciousbehavioror known attack signatures.Theseproducts
utilize signaturebasedletectionanomalydetectionpr heuristicanalysisand
functionwell for establishedystemswith predictableraffic flows. However,
in serverless,where functions can have brief lifetimes and scale in
unpredictablevays, thesetools are not ableto give visibility for ephemeral
workloadsor reaktime threatdetection(Abdulganiyuetal., 2023)

Antivirus software existedto identify and removethreatsin the form of
viruses,malware,and othermaliciouscodeon long-lived systemsThey are
all focusedprimarily on detectingsignaturesof known malware and file
systemscanningfor vulnerabilities.With the use of serverlessarchitecture,
focusis shiftedfrom endpointprotectionat anindividual level to protectionof
the executionenvironmentandensuringthat dynamicallyexecutedunctions
are not exposingvulnerabilities.Antivirus softwareis lesseffective because
serverlesgunctionsdo not alwayshavea persistenfilesystemandmay live
for thedurationof thefunctioncall.

Legacysystemgely on userauthenticationauthorizationandaccessontrol
mechanismge.g.,role-basedaccessontrol or multi-factorauthenticationjo
managevhois allowedto accessesourcesin serverlessomputing although
IAM remainscore,dynamicscalingandthe eventdriven natureof serverless
requiremorefine-grainedandadaptivecontrols,e.g. fine-grainedpermissions
that have the ability to securethe executionof individual functions or
resourcegSinghetal., 2023)

Traditional cybersecuritycontrols and practiceshave provento be effective in
safeguardingagainstthreatsin static, long-lived systemsHowever,the dynamic,
shortlived natureof serverlesgomputingcreatessignificantgapsin thesesecurity
models sincetheyfail to accounfor thequick, eventdrivenexecutiorof functions.
As serverlescomputingcontinuesto evolve, the limitations of thesetraditional
tools becomeincreasinglyapparents new, dynamicapproacheso cybersecurity
arecreatedhatcanmoresuccessfullyprotectthesedynamicenvironments.
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4 How ServerlessComputing RedefinesRisk

In traditional computingenvironmentsapplicationsrun aslong-lived, persistent
processethatmaintainstateovertime. Securitycontrolsfor theseenvironmentsire
designedto monitor and protect thesepersistentsystemsfrom ongoing threats,
usually through continuous scanning and endpoint protection. In serverless
computing however theephemerafunctionmodelis a serioughreat. Theseshort
lived, statelesgunctionsare created executedanddestroyedn rapid succession.
A typical serverlessunction may only havea few millisecondsor secondgo live
beforeit terminates.Becauseserverlessunctions are so shortlived, traditional
securitytools thatwork basedon constanimonitoringandinspectionof long-lived
processesarepoorly equippedo respondo threatsin reaktime. An attackercould
take advantagef a vulnerability in the shortlifespanthat a functionis alive and
evadetraditionalsecuritysystemghatotherwisewould be ableto detectmalicious
behaviorin a staticsystem(Lynn etal.,2017)

Serverlesgunctionshaveno lastingstatesor lengthylived data,which complicates
it to detectan attacker'sactivity in the system.That meanstypical detectionand
logging facilities may not know if a serverlessfunction is compromisedor

experiencinganattack.Forexamplejf anattackercaninjectdangerougodeinto a
runningephemeralunction,tracingoutsuchanattackafterthefunctionhasalready
ended becomeshighly unlikely. Statelessephemeralfunctions are typically

statelessi.e., they do not retain contextof previousexecution.While this design
providesflexibility and scalability, it also limits the ability to traceor correlate
attacks between different instancesof a function. Since they do not have a
"memory" of previoushappeningsattackersattimesareableto remainunnoticed
betweenconsecutivefunction calls. In order to safeguardtransitory functions,
security controls must be fast, agile, and operatingwithin the brief execution
windowssuchfunctionsoffer. Thesecanincludereattime threatanalysisfunction

level monitoring, andresponsecapability that preventssecurityholesfrom being
openedn suchtransientsettings.

Serverlessarchitectures naturally eventdriven, wherefunctionsare invoked by
specificevents suchasan HTTP requesta changeo a cloud storagebucket,or a
messagean a queue.While this eventdriven model introducesflexibility and
scalability, it introducesnew vulnerabilitiesas well. Since serverlessfunctions
executdn responseo externalriggers,attackersanlikely utilize thesetriggersto
launch attacks.For example,an attackercan form a maliciousrequestor input
specificallydesignedo exploitabugin the codeof the calledfunction. Traditional
securitymodelsthatrely on continuousstaticobservatiorof systemsnay nottake
into accountthe dynamic nature of eventdriven calls, and thus functions are
exposedvhentheyarecalledby maliciousor malformedevents.

In a serverlessystemmultiple eventscantrigger multiple functionsthatinteract
with eachother.Withoutisolation,anattackemightexploittheinteractionbetween
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thesefunctions.For instance|f a function writes datato a databaseand another
readsdatafrom the databasea malicious eventcan taint the data or establish
unnecessaryinteractions betweenthese functions. Eventoriented architectures
make it more difficult to correlate betweenfunctions and identify malicious
behavior A seriesof whatappearso beinnocuousventscouldbeleveragedy an
attackersothatcollectively,they may be damaging Thesespreadout attacksthen
move beyondwhat traditionalthreatdetectionsystemsusually patternfinding in
naturewithin a particularuniverse,are designedto detect.Threatdetectionin a
world of eventsequiressophisticateanonitoringsoftwarethatcanwatcheventsn
real time, correlate them betweenfunctions, and recognize any abnormal or
suspiciousactivity thatdeviatedrom the anticipatedoatternsof events.

Serverlesscomputing platforms are designedto dynamically scale basedon
demandallowing organizationgo easilyaddor deletefunctioninstancedbasedn
traffic surgesor declines While this dynamicscalingcapabilityis oneof the most
importantbenefitsof serverlesarchitectureit alsoofferssomesecuritychallenges.
Becauseserverlesgunctionsautomaticallyscaleup anddownbasedn eventload,
theycaninadvertentlybring newareasof attacksurface Forinstanceduringtraffic
spikes, an increasednumber of serverlessfunctions may lead to an increased
numberof entry points that attackerscan take advantageof. Traditional security
controls,suchasfirewalls or intrusiondetectionsystemsmay struggleto keepup
with severelyfluctuatingenvironmentsandvariableresources.

Demanddriven automatedscaling can also lead to resourcemisuse.When an
attackeisendsalot of requestsit maytriggerthescalingactivity, whichmaydeluge
the systemandevenleadto servicedowntime(denialof service).The scalingmay
also revealpublic unnecessargr incorrectly configuredservices which become
possiblepoints of entry for attackers.Classicalsecurity modelsrely on pre-set
settings,static network addressesand deterministicworkloads.Dynamic scaling
serverlessenvironments,by contrast,createa contextin which resourcesare
constantlychangingn amountjocation,andconfiguration.lt is difficult to enforce
uniform securitypoliciesupona changingenvironment.

To counterdynamicscalingrisks, companiesnustdeployscalable adaptableand
dynamicsecuritycontrolsalongsidethe application.Suchcontrolscould be reat
time traffic monitoring, dynamicscalingtriggersthat are setthroughautomation,
andfine-grainedsecuritypolicy which canbe adapteddynamicallywheneverthe
systemis scaling.In a serverlesenvironment,the sharedresponsibility model
dividessecuritydutiesbetweerthe customerandthe cloud provider. While cloud
providersmanagethe underlyinginfrastructure,such as the serversnetworking,
Thesecurityof theinfrastructures guaranteedby the cloudprovider,includingthe
serversthe datacentersandthe serverlesplatform. The providersofteninclude
robust security controls, including encryption, IAM (Identity and Access
Management)andaccesgontrol,to allow customerso securetheir functionsand
data. However, the security controls are contingent upon the customer's
configurationsandpracticesusedfor themto function.
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While the infrastructureis kept secureby the cloud provider,the customemust
keeptheir code,configurations,and applicationlogic secure.This includes|IAM
role and permissionmanagementeventtrigger configuration,function endpoint
security,andencryptionof sensitivedata.Sinceserverlesgnvironmentganscale
automaticallyandinvolve eventdriveninteractionscustomersnustmaintainstrict
control over the security of the functionsthemselvesThe sharedresponsibility
modelis a doubleedgedsword.On the onehand,it encouragegreaterflexibility.
On the otherhand,it placesgreatresponsibilityon organizationgo configureand
lock down their serverlesenvironmentgroperly. Misconfigurationssuchastoo
liberal accesscontrols or inadequatelogging leave organizationsvulnerableto
severethreats. To preclude thesethreats, organizationsmust create extensive
securitypoliciesthatsetclearlythedivision of responsibilitypbetweerthe customer
and the cloud provider. Regularsecurity audits, security testing automation,and
adherencéo bestpracticesarecrucialto ensuringhatthedivision of responsibility
of securityis beingadequatelyulfilled.

5 The Needfor Agile Cybersecurity Strategies

As increasinglymore organizationsturn to serverlesscomputing,the need for
adaptive security models has never beenmore acute. Static environmentased
securitymodels,though,arenot well-positionedto keepup with the dynamicand
fleeting natureof serverlesenvironmentsServerlesfunctionsare transientand
eventdriven, andthusthereis a needfor securityto respondquickly to changing
conditions.An adaptivesecuritymodel is one that dynamically adaptswith the
system,continuouslykeepingan eye on the environmentand adjustingsecurity
controlsaccordingly.With serverlessarchitecturethe randomnessindvolume of
workloadsmakeit a necessityto havea morefluid security strategy.That is, a
departurdrom traditionalperimeterdefenseapproacheandembracingcontinuous
monitoring,rapid threatdetection anddynamicresponseapabilities This type of
responseenables security controls to scale and evolve with the serverless
application,reactingto dangerin real time as opposedto static, preconfigured
expectationsAdaptive securityframeworksenablebusinesseto remainaheadof
changinghreatsandnewattacksurface$roughtaboutby theserverlesparadigm.
Automationis at the core of serverlesgnvironmentsecuritydueto the speedand
volume at which serverlessfunctions operate.In a traditional setup, manual
interventionto patchvulnerabilities,observesystemhealth,and neutralizethreats
may be effective.However thetransientifecycle of serverlesgunction® coupled
with dynamic scalingd makes it unfeasible to implement manual security
components.Security automationprovidesthe tools to detect, respondto, and
neutralizethreatsin reattime.

Automationcanbe usedin variouskey domainsof serverlessecurity:
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Automated solutions can scan for vulnerabilities on a continuousbasis,
monitor for suspiciousactivity, andidentify possiblethreats.In eventdriven

architecturessecurity solutionscan trigger responsess soonas suspicious
activity is detectedpreventingiurtherdamage.

Automatedincidentresponsanechanismgan quickly quarantineor disable
impactedfunctions,reducingresponsdime andminimizing damageisk. For
example,in caseof maliciouspayload,automatedsecuritycontrolscanhalt
furtherexecutionof theimpactedfunctionor roll backto a knowngoodstate.

Automationalsoguaranteeserverlessapplicationsconformto securitybest
practicesand regulatory requirementsor compliance.Automatedsecurity
auditscanrun continuouslyon codedeploymentsconfigurationsandaccess
policies so that any divergencefrom compliancestandardss detectedand
fixed in reakttime.

Automatingsuchcritical securityproceduresllows organizationdo keepa high
level of protectionin a highly dynamicenvironmentvhile minimizing humanerror
andoperationabverhead.

Two modern security model® Zero Trust and micro-segmentatiod are
particularlyrelevantin theserverlesgnvironmentBoth aredesignedo addresshe
challenges posed by dynamic, distributed environments, where traditional
perimeterbasedsecurityfalls short.

1

Zero Trust security architectureis built on the "never trust, alwaysverify"
tenet.Undera Zero Trustarchitectureno internalor externalentity canever
betrustedmplicitly. All accessequestsinternalto theorganization'sietwork
or external,must be authenticatedauthorized,and validated at all times.
Thisis aperfectapproacHor serverlessrchitecturesyith functionscalledby
manydifferentsourcesandnot boundto a networkor resourcepool (Roseet
al.,2020)

Zero Trust in the serverlesscasemeansevery function being individually
authenticatedand authorizedbefore execution. This can be achievedby
imposingrobustidentity andaccessnanagementiAM) controlsthatrestrict
only thelegitimatecodeto executeregardles®f whereit is invoked.With the
use of Zero Trust, organizationscan contain the blast radius of any
compromisesuchthat evenif a single function hasbeencompromisedthe
attackcannotspreadhroughouthe system(Roseetal., 2020)

Micro-segmentatioris segmentinghe network and resourcesnto isolated,
small segmentswhere security policies are applied at a granularlevel. In
serverlesarchitecturejt implies that eachfunction or serviceis anisolated
entity with its own securitypolicies.Micro-segmentatiominimizesthelateral
movementwithin the application, where if an attacker breaksinto one
function,it is difficult to reachtherestof theapplication(Sheikhetal.,2021)

149


https://www.zotero.org/google-docs/?D1NPA6
https://www.zotero.org/google-docs/?D1NPA6
https://www.zotero.org/google-docs/?PW3tkN
https://www.zotero.org/google-docs/?VMCVmU

1  Micro-segmentatioiin the serverlessnodelensureshatsecuritycontrolsare
beingappliedat eachindividual functionratherthanrelying on the perimeter
defenseslt providesmorefine-grainedaccessontrolandmitigatesthe effect
thatcouldbe causedy anattack(Sheikhetal.,2021)

In adaptiveenvironmentdike serverlesenvironmentsthreatintelligencehasa
leadingpositionin anticipatorysecurity.Threatintelligenceincludesthe gathering
of information,its analysisanduseregardingpotentialthreatsandweaknessest

canbeusedto predictanddivert attacksbeforetheresultingdamages inflicted. As

serverless computing evolves quickly and the threat landscape evolves
continuouslyprganizationsnustrefreshtheir threatintelligenceconstantlyin a bid

to outsmartattackers.

With moresophisticateatyberattacksargetingserverlesinfrastructurepredictive

risk managements not optional. Integrating threat intelligence into serverless
security operationshelps organizationsidentify patternsof behavior that can

indicateanimpendingbreach,evenbeforeone happensThreatintelligencefeeds
can, for instance,provide reattime intelligence about changingattack vectors,

which can help security systemsautomaticallyupdatedetectionmechanismsand

adaptto changingthreats.

Moreover, incorporating threat intelligence into security automationplatforms
allowsfor fasterresponsdimes.For examplewhenavulnerabilityis discoveredn

a popular serverlessframework, security systemsmay automatically patch or
reconfigureaccescontrolsaheadof time to preventexploitationbeforethe attack
hasregisteredts impact.

Conclusion

As serverlesscomputing continuesto transform application developmentand

deploymentthereis a needto acknowledgethe unique cybersecurityrisks that

accompanythis revolution. The eventdriven, ephemeralnature of serverless
functionsin conjunctionwith autoscalingandeventdrivenarchitecturesiefiesthe

traditionalsecurityparadigmswhich weredesignedor static,long-lived systems.
Thesharedesponsibilitymodelonly compoundshis complexity,dividing security

responsibility betweenthe cloud providersand organizations poth having their

respectivaolesto play.

To addresghesechallengesprganizationsnustadoptagile and adaptivesecurity
strategieghatcankeepup with therapidly changingserverlesenvironmentsThis
includesleveragingautomationfor threatdetectionand responseembracingnew
securitymodelslike Zero Trustand micro-segmentationandintegratingreattime
threat intelligence for proactive risk managementlt is only by knowing the
particularvulnerabilitiesof serverlessomputingandtaking appropriateadaptive
securitystepghatorganizationgansuccessfullyprotecttheir applicationsaanddata
in this newenvironment.
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Finally, serverlessomputinghashugebenefitsof flexibility, scalability,andcost
effectivenessBut at the cost of having to redesignand rethink cybersecurity
processeso takeinto accountthe requirement®f this rapidly changingandfast
pacedtechnology As increasingnumbersof companiesadoptserverlessnodels,it
is importantthat cybersecurityapproachesovein tandemso securityis neveran
afterthoughtbutembeddedn serverlesgomputing.
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AbstractThisarticle analyzedhe positionof Albaniandairy farmerswithin the valuechain
by assessingheir power in price negotiations,accessto markets,and integration with
processorsand retailers. Using the frameworkof the EU CommonAgricultural Policy
(CAP),which aimsto strengtherfarmers'positionsin the value chain, the studyevaluates
how Albaniandairy farmersalign with theseobjectivesand identifieskey challengesThe
analysishighlightsstructuralweaknessesuchasfragmentedroduction,weakbargaining
power, and limited accessto financial and technological resources, which hinder
competitivenesS hestudyaimsto identify waysto empowefarmerswithin the dairy value
chainbyleveragingpoliciesand programsprovidedbythe EuropeanUnion, particularly the
"Farmto Fork" StrategyThrougha comprehensivapproachimplementedh theframework
of theprojectii " F ato Hork Academyfor GreenWesternBalkanour commonEuropean
f ut uimarcédbyEU, involvingfocusgroupdiscussionsnterviewswith keystakeholders,
and secondarydata analysis the studyprovidesan in-depthassessmerdf the currentstate
of the sectorand the positioningof farmerswithin the value chain. Furthermore,it offers
concreterecommendation® enhancegarmer cooperation,jmprovequality standardsand
implementfair trading mechanismsThe studysuggestshat governmentind international
partners should support investmentsin infrastructure and technology, including the
establishmenof milk collection centersand advanceddairy farm equipmentAdditionally,
fosteringfarmer cooperativesvould strengthertheir bargainingpowerandimproveaccess
to financingand marketslf theright policiesare implementeavith full supportfromtheEU
and national stakeholdersthe dairy sector has the potential to increaserural incomes,

enhancehe quality of life in rural areas,and contributeto overall economiadevelopment.
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Recommendationf@cuson policies that could enhancefarmers'roles in the value chain,
including cooperativesimprovedmarketaccessandbetterfinancial instruments.

Keywords agriculture,dairy sector,valuechain, Albania

1 Introduction

Al b a magriau@iuse remainsone of the ¢ o u n tpningip@alseconomicpillars,
contributing around 18% to the Gross Domestic Product(GDP) and providing
employmentfor a significant portion of the rural population. The agricultural
landscapean Albania is characterizedoy approximately350,000farms with an
averagefarm size of 1.2 hectares.Thesefarms are often highly fragmented
divided into threeto five separateparcel® which posesseriouschallengesfor
mechanization,operational efficiency, and overall production effectiveness.
Despitethe inherentchallengegdueto fragmentationand smallscaleproduction,
Al b a agriaulfusalsectohasexperiencedotableémprovementsn recentyears.
This progressis largely attributed to both internal investmentsand robust
internationalsupport particularlythroughEuropeariJnion (EU) initiatives suchas
the IPARD program.Theseefforts haveresultedin betterinfrastructuregnhanced
accesd$o moderntechnology andimprovedmarketconnectivity.The gradualshift
from traditionalproductionmethodstoward more sustainablemodernpracticess
opening new avenuesfor increasingproductivity and competitivenessn both
domesticandexportmarkets Within this broaderagriculturalcontext,dairy sector
standoutdueto thesignificantimpactonruralincomesandeconomiaevelopment:
Thedairy sectoris akey contributorto A | b a tiviestodkproduction It is critical
for thedirectincomeof ruralfamiliesandfor ensuringocalfood security However,
it facesnumerouschallengesuchaslow averageyields, inadequatecold storage
facilities, andinsufficientorganizatioramongfarmers.

Theg o v e r nforeson stiesgtheninghe positionof farmersin thevaluechain
is a central elementof the CommonAgricultural Policy (PPB) for 2023 2027,
particularlythroughObjective3, which emphasizegnhancinghegotiatingpower,
boostingcompetitivenessand promotingbetterorganizationamongfarmers.This

policy frameworkadvocatedor improvedsynergywithin the valuechain,market
orientationof production,andincreasedransparencyall of which are crucial for

enablingfarmersto securefair pricesand sustainabldncomes.The overarching
goal of this paperis to identify the challengesthat hinder dairy farmersfrom

positioning themselveanore effectively within the value chain. It also aims to

evaluatethe opportunitiesofferedby EU policiesandfunding mechanisms&ndto

propose specific interventionsthat bolster the technological and negotiating
capacitieof theseproducers.
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The CommonAgricultural Policy (CAP) of the EuropeanUnion (EU) for 2023
2027outlinesseverakey objectivesjncludingObjective3:fi St r e n garntee ni n g
positionin food ¢ h a3 Tié objectivefocuseson creatingconditionsthatenable
farmersto enhanceheir bargainingpower,increasecompetitivenessandimprove
organizationin their interactionswith processorstraders,and exporters.The
intervention measuresunder this objective are linked with: a) strengthening
cooperationamong farmers, b) enhancingsynergieswithin value chains, c)
supportingthe developmentof market driven production models, d) fostering
researchand innovation, €) increasing market transparency,and, f) ensuring
effectivemechanismagainstunfair tradingpractices.

2 Objectives and Methodology

The study is structured around several specific objectives:
To evaluatethe productioncapacity,organizationabktructure andmain challenges
of dairy farmers.

1 Td nvesftacgtattfesfca i mbgar rsgdapionvbenrg c | udi ng
i nruwtsgtusa, bt an changld sourpgan d a awn derr st and
howheddoevcetpabfitability

T Tcoe x anh tehfieSt r e n g thikee s iiotrHgeornn etir hseo o d
ValQleaiobp eact hGeoemmAgr i cRotlt (UG AP ame
practiincpalelmesnpgedindded ytod xtagmeart md
strucnrAlbasi a.

T Tor owbddiogar greetceodmme nt daadtdi moens ss
c h al |feanchegdddea ivrayictheassitma k eh ol der s.

This study adopted a sequential, mixedmethods design that wove together
qualitativefieldwork and quantitativesecondarydataanalysisto captureboth the
lived experiencef Albaniandairy farmersandthe structurafforcesthatshapeheir
bargainingposition. We beganwith a scopingexercisein early 2024, mappingall

relevantactor® from smallholdersand collectorsto processorsinput suppliers,
and policy-maker® and refining the research questions through informal

conversationginda review of nationalpolicy documentsThe exerciseproduceda
stakeholdematrix thatlater guidedpurposefulsamplingin thefield.

2 European Commission (2022). Common Agricultural Policy. Specific objectives of the
CAP. Accessed from  https://agriculture.ec.europa.eu/sustainability/econemic
sustainability/capmeasures_en#
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Primary datawere gatheredbetweenSeptembeand December2024. Thirty five
semistructuredinterviews (averagelength one hour) were conductedwith 20
farmersof varying herdsizes five processorsthreeinput suppliers,two Ministry
of AgricultureandRural Developmenbfficials andfive experts. To exploregroup
dynamicsandsurfacesharecconcernsye organizedhreefocusgroupdiscussions
inTi r & m s handBerat,with participationof around30 participantsin total
stratifiedby farmsizeandgenderln addition,aWorkshopat nationallevelbrought
produceiorganizationsp r o ¢ e assodation®xtensiorofficers,NGOsandEU-
projectstaff to the sametable,allowing usto testpreliminaryfindingsanddiscuss
thefeasibility of proposednterventionsAll sessionsvererecordedwith informed
consenttranscribedverbatim,anonymisedand storedin an encryptedrepository
thatalsocontainsour reflexivefield notes.

Parallel to the fieldwork, we compiled a longitudinal quantitative datasetthat

mergesINSTAT agricultural statistics(2000-2023), Ministry of Agriculture and
Rural Developmensubsidyrecords(20192024)andinternationalsourcesuchas
the FAO, World Bank and EU Market ObservatoryWe also assembled policy

corpuscovering the CAP StrategicPlan 202327, the Unfair Trading Practices
Directive, IPARD Il guidelinesandkey nationalsupportschemege.g.,Albanian
GovernmentsDecrees/KM 130/2024andVKM 581/2024).

Quantitativeinsightsweremergedin a SWOT matrix that stakeholderscoredfor

likelihood andimpactduring a feedbackworkshop,helpingto prioritize strategic
options. Finally, triangulation acrossdata types and actor groups ensuredthat
divergentperspectivesvere reconciled;any anomalieswere followed up through
four shorttelephonecallswith therelevantrespondents.

Keyissueddiscussediuring focusgroups

For the valuechainanalysisof the dairy sector,a list of semistructuredquestions
was developedto identify the key challengesand opportunitiesinfluencing the

performancef farmersandotherstakeholdersyith a particularfocusonf ar mer 6 s

position in the value chain. Key questionsthat guided this processinclude the
following:

1. Whatarethe mainchallengesonfrontingfarmersin thevaluechain?

2. How canfarmersstrengthertheir positionin the value chainto addvalueto
their products?

3. s it feasiblefor farmersto negotiatebetterconditionswith othervaluechain
actors particularlyregardingpricing andproduction?

4. Isit realisticfor farmersto influencedecisionmakingwithin the value chain
regardingthevalueof the product?

5.

The methodologicaktepsfollowed aredetailedin the Tablel
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Phasq| | Activity Purpose Main Outputs
Scoping & Identify key actor categorie Stakeholder matrix;
(farmers, processors,collectors||; .
1 stakeholder . . interview & focusgroug
. input dealerspolicy-makers)and| _ .
mapping ! . guides.
refineresearchyuestions.
Primary data
collection
Asemi Elicit first-hand perceptions of ]?Oilzr:e:gfwrgggrs(;ﬂp?;g
2 structured constraints, opportunities, ang ? up recoraings,
. . owerrelations consultativemeeting
interviews p : minutes.
AFocusgroups
AConsultative
meetings
Assemble time-series on herg
Secondary size, milk output, prices||Harmonizeddataset(2000
3 data subsidies,and policy measurg|2024); policy documen
compilation from INSTAT, MARD, EU,[library.
FAO, andWorld Banksources.
Analytical
synthesis
A Descriptivé|Quantify performance trends
4 statistics distil crosscuttingthemesasseg|Value-chain map; SWOT
A Thematiq|strengths, weaknesse||matrix; evidenceables.
coding opportunitiesthreats.
A SWOT|
analysis
Crosscheckfindings acrossdatg Revised findinas
Triangulation |[types and stakeholder groups 9
5 N S . consensual policy
& validation present preliminaries in @ .
recommendations.
feedbackworkshop.
Table 1

Research Design and Sequence
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3 Limitations of the study

Despite incorporatingboth primary and secondarydata, the study has several
limitations. The main challengesnclude the lack of availablestatisticsfor some
indicatorsandtheabsencef recentdatafor others Additionally, theinterviewsand
focus group discussionsvere basedon an indicative sample,which introducesa
margin of error in the collected data. Furthermore,some stakeholderswere
unavailablefor directinterviews,affectingthe depthof information gathered.To
mitigatethesdimitations,acomplementananalysisof primaryandsecondarylata
wasconducted.

4 Literature Review

The food value chainplaysa crucial role in determiningthe economicand social
sustainabilityof agriculturalsectorsworldwide. Understandindgarmers'positions
within this chainis essentiato improving their marketaccesspargainingpower,
andprofitability. In the contextof Albania, the dairy valuechainholdssignificant
importancedueto its contributionto rural livelihoodsandnationalfood security.

The food value chain encompassesill activities involved in the production,
processingdistribution,andconsumptiorof food products Accordingto Kaplinsky
and Morris (2001), a value chain perspectivehelps identify key actors, their
relationshipsandvalueaddedactivitiesat eachstage Porter(1985)highlightsthe
importanceof competitivenesandefficiencywithin valuechains.emphasizinghe
needfor upgradingstrategies.

Studiesby Gereffi et al. (2005) distinguishbetweenproducerdriven and buyer
driven value chains,which are critical in understandingpower asymmetriesin
agriculturalmarkets.The food value chainin developingcountriesoften suffers
frominefficienciesrelatedto infrastructurefinancialconstraintsandlack of market
linkages (Trienekens,2011). In Albania, similar challengesaffect the agrifood
sectorrequiringpolicy interventiongo enhanceompetitivenesandsustainability
(FAO, 2019).

Farmerspositionsin the food valuechainareinfluencedby factorssuchasaccess
to inputs, marketpower, institutional support,and bargainingcapabilities Studies
by Barrettetal. (2010)and SwinnenandMaerteng2007)suggesthatsmallholder
farmersoften face disadvantages global value chainsdueto limited accesgo
technologyfinance,andinformation.

In Albania, researchndicateshatfarmersstrugglewith low bargainingpowerand
areoftenprice takersdueto fragmentedbroductionsystemsaindweak cooperative
structures(World Bank, 2020). Strengtheningfarmers'roles through collective
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action,contracfarming,andvaluechainintegratiorhasbeenproposedsasolution
to enhance their market participation (Gellynck & K¢ h n €008).

Market power:Thefood supplychainin the EU is characterizedby high levelsof
concentratioramongretailersand processorsleadingto asymmetriesn market
power.Researclby Hendricksoretal. (2018)highlightsthechallengeshatfarmers
face when negotiatingprices due to the dominanceof large supermarketsand
agribusiness corporations. The E U 6 ssponse includes competition law
enforcementaiming to preventmonopolisticbehaviorsthat underminefarmers
profitability (Bonanno& Lopez,2014).

Another crucial aspectof EU policy is price transparency.The EU Market
Observatoryor agriculturalmarketgrovidesfarmerswith reattime dataon market
prices and trends, improving their ability to make informed production and
marketingdecisiongEuropeanCommission2022). Transparencynitiatives such
asthesearelinked to reducedprice volatility and betterincomepredictability for
farmers(Tothova,2011).

5 EU Policy Framework

EuropearUnion (EU) hasestablished comprehensiveolicy frameworkaimedat
improving farmers'positionswithin the food value chain. Thesepoliciesfocuson
increasing transparency, strengthening market power, and ensuring fairer
distribution of value. The CommonAgricultural Policy (CAP), competitionlaw,
and specific legislative measuressuch as the Unfair Trading Practices(UTP)
Directive play a crucial role in shapingthe dynamicsof agriculturalmarkets.The
EU's CommonAgricultural Policy (CAP) servesasthe cornerstonef agricultural
policy in Europe aimingto ensurefair incomedor farmers food security,andrural
developmen{EuropeanCommission2021). The CAP'slatestreformsemphasize
marketorientation,sustainability, and direct supportschemego enhancdarmers'
economicaesilience.

One of the key componentsof the CAP is the strengtheningof Producer
OrganizationgPOs)and Cooperativeswhich enablefarmersto consolidatetheir
bargainingpower in negotiationswith processorsand retailers(Swinnen,2015).
Moreover, CAP reforms promote risk managementools, including insurance
schemesand income stabilizationmechanismsto supportfarmersagainstprice
volatility andexternalshockgMatthews,2018).

The EU hasalsoimplementedhe Unfair Trading Practice{UTP) Directive (EU
Directive 2019/633) which addressepowerimbalancesn the food supplychain.
The directive prohibits unfair practicessuchaslate paymentsunilateralcontract
changesandlastminuteordercancellationstherebyensuringfairer treatmentor
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farmers (European Commission, 2020). Studies indicate that such measures
significantlyimprovefarmers’negotiatingoositionsandincomestability (Crespi&
Saitone2019).

6 Current Situation in dairy sector

Thedairysectolisacornerstonef A | b a agriaulfuslsystemandplaysacrucial
role in both local food consumptiorand exportpotential.Livestock productior®

notably milk and mea® constitutesa major componentof the c o u n tagroy 6 s

industrial chain, with dairy productsrepresentingan essentialelementof the
national food supply. According to unpublisheddata from the Ministry of
AgricultureandRuralDevelopmentthelivestocksegmentontributesaround45%
of the overallvalueof Albanianagriculture.

Over the past decadesthere has beena significant decline in the number of
livestock. Data covering the period from 2000 to 2023 indicate a cumulative
reductionof approximately48%for cattle,30%for sheepand36%for goats Even
when focusing on the more recent period (2019 2023), the declinesremain
considerablecattlenumberdell by about27%, sheepby 20%, andgoatsby 24%.
Thesetrendsunderscoreghe urgentneedfor targetedinterventionsto addresghe
challengeshreateninghe sustainabilityof livestockproduction.

Milk productionin Albania hasexperiencedoth significantgrowth and notable
declineovertheyears.From 1990to 1996,total milk productionnearlydoubled
from 517,000 tons to 1,044,000 tons reflecting favorable conditions and
improvementsn agriculturalpracticesduring that period. The productionpeaked
at1,156,00Qonsin 2017,but thereafteiit beganto decline,reaching®01,000tons
by 2023(areductionof approximately22%).Breakingdownthenumberdy animal
type,cattlemilk droppedby about22%,while milk productionfrom shee@ndgoats
decreasethy roughly26%and20%respectively.

Despitethe declinein total productionvolumes,thereis a positive trendin milk

yield per animal. The averageyield per cow increasedsubstantiall$ from 1,398
liters in 1990to 3,157 liters in 2023, which representsan improvementof over
125%. This enhancemenn productivity is more pronouncedn largerfarmsthat
benefitfrom moderntechnologiesandimprovedmanagemenpracticesalthough
smallscalefarms still strugglewith limited accessto suchadvancementsaMilk

productionby categoryduring 19932023is analysedn thefollowing table
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1990 1996 2017 2022 2023
%

Cows 421,000 895,000 983,000 825,000 765,000 -22.15%
Sheep 44,000 70,000 87,000 69,000 64,400 -25.98%
Goats 52,000 79,000 87,000 76,000 70,000 -19.54%

Total 517,000 1,044,000 1,156,000 970,000 901,000 -22.08%

Table 2
Milk production by category during 1992023
SourceINSTAT (2024)

7 Support for the Dairy Sectorin Albania (2019
2024)

Thedairy sectoris akeypillar of Al b a mgriaulfusaleconomyplayingacritical

role in sustainingrural livelihoods and contributingsignificantlytothec ount r y 6 s
overall food production. Recognizing its importance, the government has
implemented targeted support measuresfor the dairy sector for the period
20192024. These measuresare designedto enhanceproductivity, modernize
production,and ensuresustainabledevelopmenthroughtwo main channelsthe
NationalSupportSchemendthe InvestmeniScheme.

Underthenationalschemefinancialsupports provideddirectlybasednthefi b a s e
n u mb & andmalsin a herd,with differentiatedpaymentdor cattleon onehand
andfor smallruminants(sheepandgoats)on the other.

For cattle,particularlythoseraisedfor reproductionthe governmenbffers support
of upto 10,000lek perheadfor farmerswith aminimumof 10 cows.However for

herdsthat exceed50 head the benefitis reducedby 50%0 unlessthe farmersare
registeredhspartof aformal cooperativeor farmergroup.This structureis intended
torewardsmaller moreefficientoperationsvhile encouragingollaboratioramong
farmers.

For small ruminants,farmerswho own at least 100 headof sheepor goatsare
eligible for a paymentof up to 1,200lek perhead.Similar to the cattleschemefor

herdsexceeding300 head,the benefitis halvedunlessthe farm operatesundera

recognizedcooperativdramework.Thistieredpaymentystenreflectsaneffort to

balancesupportacrossdifferent scalesof operationwhile promoting organized,
collectiveactionin the sector.
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Complementing the direct payments, the Investment Schemeis aimed at
modernizingthe dairy sectorby improving infrastructureandfacilitating accesgo
moderntechnology.This schemdocuseson two primary areasi) Constructionof
Facilities: Thegovernmenprovidesfinancingthatcovers50% of thetotal taxable
invoicevaluefor building facilities designedor theexpansiorandimprovemenof
animal rearing. To qualify, new facilities must meet minimum capacity
requirementd specifically,they shouldbe capableof housingat least10 cowsor
100smallruminants Themaximumbenefitavailablepersubjectunderthis scheme
is cappedat 15,000,000lek. And ii) Modernizationof EquipmentTo further
supporthemodernizatiorprocessthelnvestmenSchemaealsocoversthepurchase
of essentiabquipmentandmachinery This includestoolsthatenhanceperational
efficiency andimprovethe overallmanagemenf livestockfarms.Heretoo, 50%
of thetotal taxableinvoicevalueis financed with amaximumcapof 5,000,000ek
persubject.

8 Organization of the Dairy Value Chain in Albania

Thedairy valuechainin Albaniais a complexsysteminvolving a diversearrayof
stakeholdersvho collectivelyinfluencethequality, safety andmarketprice of milk
andits by-products At thecoreof this chainarethedairyfarmerswhoseoperations
vary significantlyin scale.

Thegovernancef Al b a mldinavaligechainis critical to ensuringhigh product
quality and food safety. The sectorinvolves variousstakeholde rangingfrom
smallholderfarmersand cooperativedo private collectioncentersand processing
factorie® thatmustwork in closecoordinationto deliver milk anddairy products
thatmeetestablishedtandards.

A central challengewithin the value chainis the lack of consistentlong-term
relationshipsbetweensmallscaledairy farmersand large processingcompanies.
Researctshowsthat many small farmersprefer shortterm, i s p tansactions,
optingto sell their milk to the highestbidderat the time of delivery.In fact, only
about44% of farmersreportedhaving a long-term contractwith the samebuyer.
Thisinstability underminesnvestmentsn qualityimprovementandinfrastructure,
asneitherpartyfeelssecurdn their ongoingcollaboration.

In contrast,larger processorswith better financial resourcesand technological
expertiseareableto dictatetermsandimposerigorousquality standardsn their
suppliersForexampleoneof thelargestprocessingompaniesn Berat,A Er zeni , 0
emphasizethe useof written contracts.Thesecontractsdetail the paymentterms,
hygienicstandard¢suchasacceptablenicrobialandantibioticresidudevels),and
deliverydeadlinesThroughsuchagreementgrocessorsansecurea steady high-
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quality milk supply,while offering technicalsuppord suchas providing milking
equipmentaindveterinaryadvice to helpfarmersmeetthesestandards.

Thefigure 1 belowtracesthejourneyof milk from farm gateto householdtable,
highlighting the distinct stakeholdershat shapeboth the flow of productandthe
distributionof value.

Overall, thefigureillustratesa delicateequilibrium. Farmssupplytheraw material;
collectorsand processordransformand police quality; distributors,retailers,and
tradersimposecommercialdiscipline; and consumersignal value. Strengthening
weak linksd especiallycold storageat farm level, cooperativebargaining,and
certificationsupportfor smallprocesso@ couldmovemoreof thefinal retail euro
back toward producers,making the Albanian dairy chain both fairer and more

resilient.
Milk Production
Primary
production
Self-
Small-Scalel Medium and Large- consumption,
Farms Seale Farms
Import hd Medium and Large-
Independent Scale Farms
Semi-pasteurized collection peints
powider ;
- Fi lized pr 5 Small-scale semi- Emesmen
i formal processors
Export C"I:,:.’;:’“ Pasteurized & UHT ?
+L P milk: Cheese (white and
UHT 2.9 milk T cottage cheese, curd)
Food
Import —T™ importers
o v hJ h 4
T el — Retailers - shops, v Green Difgzlaier
Butter: 1 SremaEthans Ho.Re.Ca. E
m— «—
End consumer v
Figure 1
Dairy value chain Map
Source AGT & DSA. (2021a) Milk SectorStudyReport
Example: TheAGS Model: AGS company oper ates in fihe Durrz+s, St

Vadardhe regions. AGS employs a daahtract system that clearly specifies all
conditions of cooperation, from minimum milk quantities and quality parameters
(microbiological and physicohemical standards) to payment teramsl delivery
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schedules. AGS works closely with farmers through its dedicated veterinary team,
which conducts daily quality checks and provides continuous technical advice. In a

five-year partnership with a group of farmers in Baldushku, Tirana, AGS
established a centized milk collection center that has improved both the
consistency of supply and the overall quality of the milk received. However, while

group contracts can stabilize milk prices, they may also create challenges if one

member decides to withdraw, poteiiy disrupting the entire collective

arrangemeni(Authors interviews , 2024

9 SWOT Analysis

Strengths(S) WeaknessegW)

9 Suitablenaturalandclimatic 9 High costsfor livestockfeedand
conditionscreateanideal veterinaryservicemnegatively
environmenfor producinghigh- impactf a r meconesf
quality milk. 1 Laborshortageslueto migration,

1 A strongtraditionin milk declininginterestamongyoung
productionandtraditionaldairy peopleandhigh laborcosts
products suchaswhite cheese threaterthe sustainabilityof
andcottagecheesewhich havea livestockfarming.
stablemarketanda good 1 Lackof cooperatiorandweak
reputation. negotiationskills preventfarmers

1 Consumetrustandpreference from benefitingfrom economies
for local, fresh,andnatural of scaleandachievingunified
products especiallymilk. marketaccess

1 Low productionlevels,relianceon
traditionalmethodsandlimited
useof moderntechnologieseduce
competitiveneswith imports.

1 Thelackof standardsind
certificationsfor food safety
requirementsestrictsaccesso
internationalmarkets.

1 Difficulties in financingand
investmenpreventiocal farmers
from keepingup with larger
competitors.

1 Limited knowledgeof food safety,

standardsandmarketdemand,
pricing, anddistributionchannels
weakend a r nrearket 6
positioning.
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Opportunities (O) Risks (T)

1 Growingdemandor localand 1 Competitionfrom imported
organicproductsin both products pftenofferedatlower
domesticandinternational pricesandwith established
marketspresentexport standardsghallengeshe
opportunitiedor farmers. competitivenessf domestic

1 Supportfrom EU programsand products.
rural developmenfundsoffers 1 Climatechangeand
financingopportunitiesor environmentafactorscan
modernizingequipment, negativelyimpactproduction,
improving standardsand increasinguncertaintyfor farmers.
expandingnto EU markets. 1 Foodsafetyconcernsnaylead

1 Investmentsn technologysuch consumerso preferproductswith
asnewprocessindines,hygiene internationalertifications,
equipmentandmodern disadvantaginglomestigproducts
managemergystemsgcan thatlack quality certification.
enhanceroductivityand 1 Bureaucratigroceduresandhigh
improveproductquality. certificationcostscreatebarriers

to accessindgU markets.

1 Operatingin anoligopolistic
marketincreasesherisk of
discriminatorypricing for farmers,
limiting their bargainingoower.

9 Key Findings

High cost of inputs Farmersconsistentlyreport that one of the most pressing
challengess the high costof inputs. Theseincludeessentiafeedcomponentsuch
assoybeammixesandproteinsupplementsywhich arecritical for animalnutrition.
Many farmersproducea portion of their own feed, yet they still needto purchase
supplementsFinancialconstraintamakeit difficult to benefitfrom economiesof
scale, and the limited capacity to purchaseinputs in bulk further drives up
productioncosts.Delaysin governmensuppord for exampleJatereimbursement
of subsidizedueld exacerbatéhesechallengeswith oneparticipantnoting,i T h e

fuel is reimbursedate;it haslostitsv al ue . 0

Labor Shortagesand Dependencen Family Work Anothermajorchallengds the
shortageof labor.Dueto theemigrationof youngworkersandageneralow interest
in agriculturaljobs,dairy farmsareforcedto rely heavilyonfamily labor.In many
cases, processesthat require external labo® especially tasks perceived as
unpleasant,like handling manuré are almost entirely neglected.This heavy
dependencen family labornotonly limits the scaleof productionbut alsohinders
theadoptionof moreefficient,modernpractices.
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InadequateMilk StorageandProcessind-acilities: Propemilk storagés essential
for preservingyuality, yet manyfarmersfacesignificantinfrastructurakhallenges.
Withoutadequateefrigerationmilk quality deterioratesapidly, forcing farmersto
sell at lower prices or rely on immediate,often informal, saleschannels.This
deficiencyin storaganfrastructuraultimatelyleadsto lossesn bothproductquality
andprofitability.

Collectiveorganizationandbargainingpower: Thelack of cooperativeandfarmer
associationsveakend a r mbmnganégpower.During consultationmeetingsa
lack of cooperatiorandtrustamongfarmerswasevident:iWed o rhéveunions,
wehavenothingd Evenwheretheyexist,f a r mumionsa@idassociationareoften
inactive or ineffective: Limited cooperationpreventsfarmersfrom influencing
decisionmakingandprice setting.They arealmostalwayssubjectto the pricesset
by processorswith little control over the final value of milk. This is dueto the
dominanceof a few large processorsthe absencef long-term contractsandthe
lack of horizontalcooperatioramongfarmers.

Ontheotherhand theabsencefformal contractsandtransparencyeavedarmers
with little or no influence over the terms of sale. Regarding their formal
relationshipswith dairies, farmersreport that contractswith collectorsare rare:
Additionally, weakcollectiveorganizatiorpreventshe standardizatioof practices
andthe establishmendf fair mechanismsor valuesharing furtherdisadvantaging
farmersin the supplychain.

InsufficientTraining and TechnicalSupport A recurringthemein the discussions
is the limited accessto structuredtraining programs.Most training is provided

throughinternationalprojectsratherthanconsistentocalinstitutionalsupport.This

gapin technicalguidancé rangingfrom propermilking practicedo effectiveherd

managemeidt restrictsthe f a r mabilitgy @ adopt modern technologiesand

improve the overall quality of their milk. The lack of continuous,ocally-driven

technicalsupportfurtherhindersinnovationandsustainablelevelopment.

Limited Accesto finance: Resultsfrom the consultationmeetingsindicate that
governmensupportfor farmersin thedairy sectoiis insufficientto meetthes e ¢ t
needsandpromoteits developmentRegardindivestocksupport farmersconsider
it inadequatanddifficult to access:Farmersstatethat,undertheseconditionsthey
arenot motivatedto increaseheir livestocknumbersandrequiregreatersupport:.
Additionally, some farmers expressedrustration with the investmentscheme,
particularly regardingdifficulties in obtaining constructionpermits for stables:
Many subsidyschemeslso requireformal documentatiorthat small farms often
lack (e.g., licenses,active taxpayerstatus, proof of ownership).Without these
documentsfarmersareunableto accessupportschemes.

Recommendations

Recommendationsare designedto addressthe persistentchallengesfacing
smallholderfarmersandto enhanceaheir competitivenessvithin the value chain.

or

o
7]
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Theserecommendationarebuilt on anintegratedanalysisof the currentsituation,
which highlightsissuessuchashighinputcostsfragmentegroductionjnsufficient
infrastructureyweakmarketrelationshipsandlimited accesgo financeandmodern
technology. The overarchinggoal is to achieve sustainabledevelopmentand
improve the position of dairy farmersthrough coordinatedpolicy measuresand
targetednterventions.

Strengthening Cooperative Models and Micro -Collaboration

Onekey recommendatioris the establishmenof "micro-models”of cooperation.
Small groupsof farmersare encouragedo bandtogetherto sharethe costsof
essentiainvestmentssuchasthe installationof cooling tanks.By forming these
small, organizedgroups, farmers can lower individual expensesjmprove milk
quality,andcreateafoundationfor moreformal cooperativestructuresn thefuture.
This model,testedsuccessfullyn the MygeqejaFarmprojectin collaboratiorwith
the processoiErzeni, hasdemonstratedhat suchan approachnot only enhances
hygienicstandard$ut alsoreducesoperationalcosts.In addition, participationin
thesecooperativespensaccess$o EU fundinginstrumentdike IPARD andnational
schemeswhich canfurther supportmodernizatiorefforts.

Promoting Formal Contractual Relationships

Enhancing contractual relationshipsbetween farmers and local processorsis
anothercritical measureCurrently, manydairy farmersoperateon a spotmarket
basis)eadingto unstablegricesanduncertairmarketaccessTherecommendations
call for the promotion of shortterm, written contractsbetweenfarmers and
processorsThesecontractshouldclearlyspecifypaymenterms,quality standards
(includingmicrobialload,antibioticresiduesandsomaticcell counts)anddelivery
timelines.Pilot projectscanhelp educatefarmerson the benefitsand specificsof
formal contractswhile technicalsupportfrom experiencegartnersanensurehat
these arrangementsare effectively implemented. By stabilizing prices and
guaranteeingnarkets,such contractswould reduceuncertaintyand enableboth
farmersandprocessorso planlong-terminvestmentsvith confidence.

Enhancing Training and Practical Support

Thereportemphasizethatoneof thefundamentalssuesn the sectoris thelack of

continuouspracticaltraining. To addresshis, it is recommendethatpracticalfield

schoolsbe establishedo transferessentiaknowledgeand skills. Theseschools
should focus on areassuch as ration managementfeed planning, and basic
accounting For example centerdike Centerfor TechnologyTransfersoperating
in thecountry couldhostregulartrainingsessionsywherefarmerscanimmediately
seethebenefitsof improvedpracticesandbeginadoptingmoderntechniquesSuch
training programswould not only enhancehe technicalcapabilitiesof individual

farmersbut alsofostergreatercollaborationandinnovationacrosshe sector.
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Supporting Value-Added Product Development

Toincreaseheoverallvalueof dairy productstherecommendationstresgheneed
to supportinitiatives that help farmersaddvalueto their raw milk. This could be
achievedhroughmicro-grantsthatenablefamily farmsto setup basicprocessing
linesy for instance,for the productionof cheeseor yogurt. Moreover, creating
quality sealssuchasfi L o @laanian Mi | Woald help differentiate domestic
productsn bothlocalandexportmarketsimplementinghesemeasuresspecially
in mediumandlargefarms,canencourag@roductdiversificationandevenpromote
agrotourism,therebyopeningnewrevenuestreams.

EasingAccesgto Financeand Navigating Bureaucracy

A significantbarrierfor manydairy farmersis thecomplexityof accessindinancial
support. The recommendationssuggest leveraging Agricultural and Rural
AssistanceCenters(QABR) to help farmersnavigatethe cumbersomerocedures

associatedwith funding applications.Successfulmodelsin regionslike P u k +

Ku k tas8d,Di b Have demonstratedhat such centerscan provide essential
administrativeandtechnicalassistanceBy replicatingthesemodelsnationwide the
governmentanimprovef a r maccesdo critical financial resourcesenabling
themto investin modernequipmentandinfrastructure.

Implementing the "Milk in Schools"Program

Finally, the documentadvocatedor the implementatiorof the "Milk in Schools"
schemebasedonthe EU i Fr #aamto T a b Imedel. This programaimsto

establishstable, guaranteedmarketsfor local dairy productsby ensuringthat
primary schoolsare suppliedwith fresh,locally producedmilk. Sucha program
would notonly improvethenutrition of childrenbutalsostabilizedomestiademand
for dairy products,contributingto the broaderdevelopmenbf rural economies.
Closecollaboratioramongministries,municipalities andfarmergroupsis essential
to ensurethat this programis successfullyimplementedand that it benefitsall

stakeholdersvolved.
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The problems of health care financing and the
financing of family medicine

G 8§ b Gyarmati
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Abstract: Theaim of mystudyis to illustrate GP financingthrougha practical example My

mainquestionis whatfactorsdeterminehowmucha district anda doctorare paid,andwhat

factorstheyhaveto pay.| havechosera casestudytypeof thesis.From theresultswe can

seethatthecommunityof practiceincreasesheincomeandthework experiencéringsalso

increasest. Thefinancingof GP practicesin Hungaryis a complexsystenthatdepend®n

a numberof factors.Recentegislativechangesand changesn the economicenvironment
havea significantimpacton theoperationof GP practices.In orderto ensuresustainability,
it is importantto continuouslyimprove the systemand to increasethe attractivenessof

general practice: not motivatedto seemany patientsbecausethey do not receivemore

money- Lackof doctors- Indicatorsare independenthework of doctorfor examplevitamin

D - Thereis no correlation betweerwork and support- For betterwork (local labor) is not

supported Thereare hidencosts(papers,cleaning,administration).

Keywords:healthcare,businessaset b u d a

1 Introduction

Many othercountrieshavehealthcarein Hungary.Primaryhealthcareis oneof the
foundationsof Hungary'shealthcaresystem.Tmperatethereneedgo berevenue,
paidfor by the state to coverthe costs.How andto whatextentit is financedhasa
major impacton the quality and availability of services.Lower levelsof funding

also meanlower quality of equipmentand services.The aim of this study is to

presentand analysethe financing of generalmedical practices,with particular
referenceto recentlegislativechangesl! will presentandanalysecurrentpractice
througha casestudy.

GP practicesin Hungaryarefinancedby the healthinsurancesystem.Fundingis
basedon the remunerationrules set by the National Health Insurance Fund
Managemen{NEAK), which are determinedby taking into accountpopulation
size,qualificationmultipliersandotherfactors.Recentegislativechangessuchas
the BM Decree 83/2022 (30.12.2002),have had a significant impact on the
financingof generalpractitioners.
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2 Health care data

Theamountspentonhealthcarein our countryhasbeensteadilyincreasing/earon
year,as shownin the first graph.This is not the questionhere,but whetherthis
increases sufficientto coverthe costof servicesandmaterials.
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Figurel
Healthcaren Hungary.
Source Statista2024a

With the populationshrinking,the numberof generalpractitionergper habitantds
steadilyincreasingwhich could be a goodsign, but our casestudy showsthatthe
backgrounds not necessarilygtable Figure?2.
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Figure2
Numberof peoplepergenerapractitionerandfamily paediatriciarin Hungaryfrom 2010to 2023
Source Statista2024a
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s and paediatriclans

Number of GP:

In fact, as we can seein Figure 3, the numberof GPs per capitais steadily
decreasing.The reasonfor this is that the number of doctorsis constantly
decreasing.

6000 -

Figure3
Numberof generabractitionersandpediatriciansn Hungary2010-2023
SourceStatista2024a

3 Businesscase

In ¢ b u dharearesomedistrictsof doctors
¢ b u dteeét3 districts

C n y streets districts

Viziorgonastreet5 districts

F ¢ Mt | sgreetd ditricts
PeteFerencsquarel district

VO r ° s kstaete diszitts

Vo r ° stredtydistricts

Total 25 districts

the habitantsnumberwas 122 661 in 2023 and there are 21 doctorsfor this
population( ¢ b WHdadthcare,2025).

Theincomeof GP practicescomesfrom severalsourcesTheseincludeabasicfee
basedon population, qualification multipliers and casefees. The qualification
multipliers takeinto accountthe qualification of the doctorandthe lengthof time
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spentin the practice,while the casefeesare basedon patientswho arenotin the
practicebutareeligible for care

Themainelementsanddelivery of GP carefinancing:

Fixed fee (determinedby taking into accountthe populationof the district to be
served, the number of surgeries or the disadvantagedsituation of the
municipality),Additional territorial fee (additional fee based on the type of

municipality servedby thegeneramedicalservice takinginto accounthelocation
of the populationin the areaof the generalimedicaldistrict, additionalfee to cover
the costsof the visit of the patient by the doctor), a performancerelated fee
(calculatedby taking into accountthe number(age)of insuredpersonsegistered
with the generaimedicalservice the multiplier for the qualificationsof the doctor
providing the service and the degressivityfactor, outpatientfee (fee for the
provision of emergencycareto insuredpersonsnot registeredwith the service),
additionalremuneratiorior specialistgin the caseof specialistsvorking atleast20

hoursperweek,with theprovisothatthe providerof generapractitionerss obliged
to usetheadditionalremunerationo supplementhesalaryandincomedirectly paid

to the specialist),equipmenand property supportfee (overheadallowancefor

general practitionersoperating a general practitioner service with a territorial

obligation to provide care), remunerationfor resultsachievedin the indicator
systemlegalrelationshipmonitoringfee (NEAK, 2018)

The economicsituation of GP practiceshas also undergonechangesin recent
decadesFundinghasnot followed inflation, asthereare someitemsthathavenot

changedfor severalyearsor decades.This has put a significant strain on the

economicsituationof the practicesln addition,therisein overheads@ndchanges
in professionalexpectationshave contributedto the overall deteriorationin the

economicsituationof GP practices.

To illustratefunding,let'slook atanexampeé.

previous This
Age month month Point/ age
[ persons  |persons |
0-4 [ 4,5 394 396 1782
5-14 2,5 335 351 877,5
15-34 | 1 71 70 70
3560 | 15 0 0 0
60+ 2,5 0 0 0
Total 800 817 2729,5
Figure4
Support.

SourceNEAK, 2018.
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As we canseeon Figure 4. Age-group aggregatébasepoint ------ > 2 729,5and.
Degressioradjustedbase point score ------ > 2 559,453 We can receiveit as
2400*2729squareroot = 2559,4

Nextincomesare:

3. Multiplier for qualificationsl.3if thedoctorhas2 degrees

4. Multiplied degressegoint/performancepoint---->3 327,289

7. Feeperpoint (HUF) 209,929It hasnotchangedor 30 years

10. Performancédeefor the currentmonth(HUF) 698500= 4*7
Numberof adhoctreatments------------- 124
ChargedpertreatmeniFt/treatment)600,000

Chargedpercase(Ft) : 14,400if somebodycannotgo to theown doctor,

Statuschecksin the monthof completion
Eligible checksandtheirfees(HUF) -------------------- :113;5700

Not possible numberof checksrequired 726

Doctorsreveicesupportbasedon vaccinationsaswe canseein Tablel.

target resultslOwn Best Best Own
group . values 50% 25% |points value
Gy01 Meningococcal vaccination (2-11
months of age) | 86 72 83,7 852 926 0 2,625
Gy02 Meningococcal vaccination (12-24
months of age) 99 89 89,9 78,78 88,89 3 2,625
Gy03 Administration of colecalciferol
preparation | 255] 76 25,8 32 48,36 0 0
Gy04 Percentage of exclusively breastfed
(target group min 7) 20 18 90 86,36 100 1,5 3
Gy05 Screening under 6 years of age4 | 444 404 90,99 81,36 90,9 3 3
Gy06 Anaemia screening 96| 37 38,5 39,6 48,18 0 0,75
Gy07 Screening tests at age 5 | 58| 48 82,75 70,5 85,18 1,5 2,625
Gy10 Treatment with antibiotics 792 3 042 2,39 1,5 3 3
total 18
Tablel

VaccinationsupportSourceNEAK, 2018.

Nextunitis overheadsupport.t is 520000 HUF permonthFurtherimprovements
to the financing systemare important for the sustainability of GP practices.
Reducinginequalitiesbetweenpractices further supportingcommunity practices
and encouragingpreventiveactivities are key. To make generalpracticea more
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attractivecareer,it is necessaryo raisethe prestigeof the professionandprovide
attractivecareemrospectgor youngdoctors.Thisis shownin thefollowing tables.

Practical time (years)
0-2
3-5
6-10

11-15
16-20
21-25
26-30
31-35
36-40
a1-

Amount financed (plus public charges) (HUF/month)

Practical time
(years)
0-2
3-5
6-10
11-15
16-20
21-25
26-30
31-35
36-40
41-

89 800
155 000
278100
336 300
368 400
425200
473 400
499 000
553 400
676 200

Table2
Outsideof communi

Amount
financed

Part of the
medical
Gross income

(plus public guaranteed payable as

charges)

SourceNEAK, 2018.

Amount Am

minimum  gross salary

(HUF/mont wage (HUF/month
h) (Ft/month) )
79 469 296 400 296 400
137 168 296 400 296 400
246 106 296 400 296 400
297 611 297 611
326018 326018
376283 376 283
418938 418938
441 593 441593
489735 489 735
598 407 598 407
tyof practice
Part of the
ount medical income

financed (plus  financed (plus payable as gross
public charges) public charges)salary

(HUF/month)  (HUF/month) (HUF/month)
239 600 212 035 296 400
413 300 365 752 365 752
741 600 656 283 656 283
896 900 793 717 793 717
982 300 869 292 869 292

1133 800 1003 363 1003 363
1262 300 1117 080 1117 080
1330600 1177522 1177522
1475 700 1305929 1305929
1803 200 1595 752 1595752
Table3
Practicecommunitysupports.
SourceNEAK, 2018.
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Tables2-4 showhow muchfunding is availablefor doctorsworking individually
or in private practice.Table5 showsthe funding for assistantsThe moremedical
experiencesomeonéhasandthe morethey collaborate the more moneythey can

receive.

Practical time

(years)

Practical time (year)

0-3
4-6

7-9

10-12
13-15
16-18
19-21
22-24
25-27
28-30
31-33
34-36
37-39
40-42
43-45
46-48
49-

0-2
3-5
6-10
11-15
16-20
21-25
26-30
31-35
36-40
41-

Part of the

medical income
financed (plus payable as gross

(HUF/month)
296 400
457 257
820 354
992 124

1086 637
1254 248
1396372
1471 858
1632 389
1994 690

Amount financed Amount
(plus public
charges) public charges) salary
(HUF/month)  (HUF/month)
299 400 264 956
516 700 457 257
927 000 820 354
1121100 992 124
1227900 1086 637
1417 300 1254 248
1577 900 1396372
1663 200 1471 858
1844 600 1632 389
2254 000 1994 690
Table4

Strict practicecommunitysupports.
SourceNEAK, 2018.

Specialist allowance plus social

138 000
149 500
161 000
172 500
184 000
195 500
207 000
218 500
230000
241500
253 000
264 500
276 000
287 500
299 000
310800
322 800

Table5

AssistantsupportsSource
NEAK, 2018.

contribution tax (HUF/month)
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Conclusions

The financing of GP practicesin Hungaryis a complexsystemthat dependson a
number of factors. Recentlegislative changesand changesin the economic
environmentavea significantimpacton the operationof GP practicesIn orderto

ensuresustainability,it is importantto continuouslyimprove the systemand to

increasdheattractivenessf generalpractice.
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Abstract: We discussrecentglobal policy elementof the USA as theyare, and highlight

valid andrational motivationsln thecore,weidentifyrational strategicelementsn thewake
of the sustainabilitycrisis of the21stcentury. TheUS asthe solesuperpowernimsat saving
or evenstrengtheningher position during the crisis; and instead of a higher level of

cooperation of optimistic (globally communityoptimal) scenarios, highly competitive
actionsare trivially muchsaferand morebeneficialfor an individual (strong)actor in the

crisis. Thereare similarly rational but unconventionaklementsof US global policy. The

world orderoftherecenthalf century(theé p A me r i cnaayseedtd bebeingdestroyed
by its definitivepower;butthesestepscanbeequallynothingelsebuttakingunconventional
countermeasuresgainstlosing power, as well as preparing for the hardly foreseeable
(cataclysmicimovements the onsetof the newera after the sustainabilitybreakdown.

Keywords:global sustainability,global politics, USA,unipolar world order, sustainability
eventhorizon

1 Introduction

It is still desperatelylittle what we know aboutthe requiredactionsfor global
sustainabilityandit is evenlesswhatwe know abouthowto managet, butwe now
firmly know thathumanityonits hostplanet,the Earthis in a sustainabilitycrisis 3

3 When we are talking abouhe present global sustainability crisise can talk about
multiple global crises too (of which climate change is by far the most severe and important),
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andasaconsequenceur societyandeconomywill beradicallyreshapedintil the
secondhalf of the21stcentury It canbetakenwith certaintythatourglobalsociety,
economy andotherhumansystemswill notevenresemblavhatwe currentlyhave.
[1, 2] With thislittle knowledgeaboutthis hugechangewe canevensaythatthere
is an eventhorizon at the climax of our middleterm (maybe even shortterm)
sustainability trajectory: the world coming afterwardswill be so different, so
unknown beforehandand so intractablewith our currentscientific, logical, and
culturalinstrumentsthatcurrentlyavailableforecastsiecessarilypecomerrelevant
atsomepointon thisway.

Itisour,ande v e r y taskleoWeyerto studypossiblestrategiesor the present
era(until the horizon),whichwill haveanimpacton whatcomesthereafterThere
arepolicymakerspusinesspeoplenilitary leadersscientistsandmanymoretypes
of actorswho needto studyandadaptto whatis goingto happenBut not only the
informationshieldingnatureof the eventhorizonhindersour effortsto do so. The
very nature of the presentsustainability crisis implies that there are radically
different possibleanswersto the big question,and thereforethere are as many
expectationstowards (major) players about what coursesof action they take.
Moreover, morally expected (communityoptimized) and rationally validated
(individual) strategiexanbe completelyoppositeto eachother.

In this situation, we try to evaluatethe recent actions taken by the largest
internationalplayer, the United Statesof America; not only becausehe United
Statestselfis themostimportantactoronthegloballevel,butbecausef therecent,
largelyunexpecteghiftsandchangesdn its globalsustainabilitypolicy. [3] We also
study the global geopolitical strategiesin which sustainability policies are
embeddedandwhich, by ouropinion,originatein therelationof the USwith global
sustainability.We try to examinethe aforementionegphenomenasthey are;we
want to give a fully descriptive study. We will use moral or ideological
categorizationsnly in casesvhentheyarethemselvegpartof thedescription.

Thus,in our agewhensuperficialobserversnayhavetheimpressiorthatthe US is
destroyingipaxA me r i daheglobadorderleadby itself, our scopeof studywill
encompassgwo main areasin which we are going to arrive at the contrary
conclusion:

1. Whatis the United Statesdoingaboutglobal sustainabilityefforts, why is
this contraryto the mainstreanexpectationsandwhatis therational
strategyin which this fits well?

2. How andwhy is this parallelledin the globalforeignpolicy of theUS as
thesolebut challengedsuperpowerandhow canthis be againa partof a
rationalscenario2astbut notleast,why arethesetwo policy levels

but from a political decisiottheoretical point of view, we can remain at the general notation

of a single crisis.
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tightly connectedandwhatarethe conclusionssomingfrom this tight
connection?

2 Reviewon the relation of global sustainability
efforts and the role of the United States

Hu ma n steagfastaarchinto whatwe maycallafi c | i areatt &es tismatg h e 0
recentlyoriginatedandrecognizedprocessScientific resultsshowingthe depthof
theproblem[4] andits anthropogeninaturehavebeenknownfor morethanhalf a
century.[5] It hasbeenfor long known thereforethat avoidinga cataclysmneeds
humanaction. Accordingto this, the first global sustainabilitysummittook place
backin 1972,in Stockholmwherel113 memberstatesof the United Nationswere
present(amongseverepolitical discordand evena boycott of the easternbloc),
resulting in the StockholmDeclaration [6, 7] with 26 principles that can be
identifiedastherootsoft o d Systisabld®evelopmenGoals [8] anactionplan,
andthe creationof the United NationsEnvironmentProgramme It wasalsothere
where the very first practical global action against exhaustion of global
environmentakesourceriginated:protectionof oceans[9] In the 1979 Geneva
Conferencecalledretrospectivelyasthefirst climate summit [10] climatechange
reachedhe statusof the topmostimportantglobal sustainabilityquestion(which
hasbeenremainedso),andamongotherresults thisfinally led to thefoundationof
the IPCC (IntergovernmentaPanelon Climate Change)n 1988.Thefirst (andso
far only) efficient global sustainability cooperationstartedin 1987, when the
Mo nt rP®®dol on SubstancesThat Deplete the Ozone Layer (the first
universallyratified treatyin UN history)wasaccepted.

Thefirst reportof IPCCin 1990[11] wasfocusingon theanthropogeniémpacton
climate change.In 1992, the United Nations Conferenceon Environmentand
Development(UNCED) was held in Rio de Janeiro;where the United Nations
FrameworkConventionon Climate Change(UNFCCC)hasbeenintroduced,and
the long seriesof conference®f parties( C O Pt6 is Hasbegun.ln 1997, COP3
establishedthe Kyoto Protocol, the first legally binding climate target at 5%
reductionof greenhouse gasmissiondor 36 developedtcountriesuntil 2008 2012
with respectto 1990. The United Statessignedthe protocol, but hasnot ratified
sincethen,dueto a non-binding 1997 resolutionof the senateglunanimously)that
internationalagreement®f this kind (containingno commitmentsof developing
countrieskshouldnoteverberatified,[12] renderingkyoto P r o t anet@uloasty
designedfi p r i nof cominan but differentiatedr e s p o n s effedtidely t i e s 0
failed. The nextinternationalmajor milestone the ParisAgreementwasachieved
in 2015(COP21)with anexplicitandglobally well-definedtargetof keepingglobal
warmingunder2, or 1.5if possible degreesabovethe pre-industriallevel, coming
into force in 2016. The emergingseriousscientific consensusboutthe needed
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global emissionscenario(50% reductionof the peakemissionuntil ca.2030,and

netclimateneutralitybefore2050[13]) aswell asthe moreandmoreunfavourable
scientific results (gradually worsening prognoses)[14] have challengedthe

motivationsof partiesto adhereto PariscommitmentsThe EuropeanParliament
declaredclimate emergency[15] and soonpasseda law [16] requiring an 55%

reductionof ghgemissiongwith respecto 1990,notthe globalpeakyear),andnet

neutralityuntil 205Q but this all seemgo be basedon productioncarbonfootprint

figures,ratherthanconsumptiorfigures,giving wayto carbonfootprintoutsourcing
(largelydisregardingembodiedemissionsn trade,EET[17]).

On thelevel of political declarationsthereis an apparenswing betweenclimate
skepticismandactivismdependingon the party leadingthe USA. [18] Democrats
seemto favour policies towardsclimate sustainability,while republicansoppose
activeparticipationin thoseefforts. Now the memorieshavealreadyfaded,but the
betwasthehighestandarealbreakthrougimayhavebeenthenearestvhenGeorge
W. BushandAl Gorecontendedor the presidencythelattercampaigningwith an
environmentconsciouselectoralprogrammeof an unprecedenteduality. No-one
knowswhatwould havefollowed afteraneventuavictory of Gore,buthis steadfast
activismboth earlierasa vice presidentandlater asa civilian activist represents
almostan alternativehistory.[19] The actualcourseof eventshad Bushwin, and
then,the DemocratBarackObamaelectedin 2008,andsubsequentlyn 2012.The
Obamaadministrationratified the Paris Agreement,andin parallel strengthened
sustainabilityorientedindustrial policies.[20] Donald T r u mee&tonin 2016
radicallychangedhelandscapenotonly by swingingto theoppositedirection,but
by the deconstructiorof severaldiplomaticnorms,conventionsand protocols.As
for theglobalsustainabilitystruggleandspecificallythe ParisAgreementpresident
Trump madean apparentJ-turn by withdrawing from it (and industrial policies
distancingthe US from sustainability) His successorJoeBidenonceagainratified
it, and now, the secondTrump administrationis currently preparingfor the re-
withdrawal, [21] thus renderingthe mainstreamtheoretical scenarioof global
cooperativeclimateprotectioneffectively void.

Despite the high contrast of the pictures basedon the presidentsand their
administrative apparatus,some continuous rationality behind different US
leadershipss usefulto hypothesizéehindall of theaboveturnsandactions.First,
independentof the personality and even the partisan position of the current
presidentthe federalstateof the United Statess run by a strongandprofessional
bureaucracywhich retainsa large part of its momentumandbehaviouralpatterns
throughchangeof leadershipSecondasthe smarttunedstrategicparameteref
the EuropearlJnion, theglobalclimatechampionalsosugges{seeabove) thereal
differencebetweenfi ¢ | i fnrait eeandfl cy10i smlad etpolicesis marginal
if we compareghemto scientificallyjustifiable (really climatefriendly) trajectories
[22] towardssustainability It is thennot far from the truth thatsubstantiallystrong
cooperativeclimatefriendly policiesexpectedrom e.g.the US arealmostequally
breachedby Democratand Republicangovernmentsso far (look at e.g. the
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unanimousByrdi Hagel resolution mentionedabove, [12] or the skyrocketing
carbohydrogermxportsunderObamathefirst Trump,andthe Biden era[23], one
of thelastselloutsof a necessarilshrinkingnon-sustainabléndustry[24]).

3 Methods of identifying current motivations

Ouranalysisof themostrecentgeopoliticalmovementss basednidentifyingtheir
relation to the global sustainabilitystruggleas the most centraland fundamental
motivationof them,andthenunfoldingthe consequenceandeffectson otherlayers
of global politics. Thereforewe will follow basicallytwo threadsof reasoningi.
whereare the origins of thesehistory-forming processesand 2. how is thenthe
sceneof globalpolitics built up onthesefoundations.

As we will seethe mostfundamentamotivationidentified behindthe movements
studiedhereis how the actors,andfirst of all, the United Statesjs relatedto the

challengeof our age:global sustainability.And while the political behaviourof

recentDemocratleadershipf the US havefollowed an (appropriatelydiluted)

cooperativestrategyin the global scene the Republicansand especiallythe two

Trump administrationsseemto do the opposite. And while the cooperative
strategiesare somehowii t mestadmissiblefor the globalp u b Ibécauéehey

keep with the collective general goals of humanity, the highly competitive
( 6 ant i c oonpseanleetregardedds)a gametheoreticimperative,a cold-

rationaloptimumfor the US itself.

Notethed g a-tmemretici mp e r matuiieof the@nticooperativdbehaviour.This

statementsuggestaot only that this extremity of strategiescan be rational, but

somethingstrongerthis rationalchoiceis dictatedby the currentsituation.Taking

the highly competitive strategyunder thesecircumstancesnay be then a direct
consequencef notintendingto changehistory (nottakingthe cooperativevay for

sustainability,and expectingall the other partiesto do similarly), but simply

optimizingto how it currentlyevolves(taking anindividually optimizedstrategy,
and handlingthe situationas unchangeable)-or a cold-rational actor, the latter
positioncanhavefurtheradvantages additionto thetrivial gametheoreticchoice
of competitionover cooperatior(the Nashequilibrium of suchgames)ge.g.oneof

its further advantagess that it requiresno effort againstthe global trendswhich

show a combinationof competition againstsustainability, and some signs of

lukewarmsustainabilityefforts at most, settingan overall global tendenceagainst
sustainabilityanyway.

Built ontop of the cold-rationalanswerto the sustainabilitychallengewe areable
to analyzethe mostrecentshorttermmovementsn global politics. Why is the US
taking unconventionabtepsagainstits closestallies, andfavourizingan apparent
enemy,Russia?Vhat is the courseof eventsin global politics for which the US
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takesthesestepsassomekind of preparation®f coursethefinal answeliesin the
abovecold-rationalanalysisof the global sustainabilitystruggle.

4 Results:the rationale of current moves

4.1 The mostharsh answerto the greatesteverchallenge

What happensvhenanactorin a situationwhich needsperfectcooperatiorasthe

collective optimum comesto the conclusionthat there is no chancefor that

cooperativeaction?Whatif theleadershippf the US analyseghe globallandscape
of thesustainabilitystruggle andconcludeghereis no hopefor globalcooperation?
And what if they, moreover,learn that even the hypothetical successof the

cooperativescenariowill havedetrimentaleffectsbothontheUSe | i interrals
power,andthe powerof the United Statesn its foreignrelations?Evenif theydo

not sympathizewnith competitive(anddestructiveoutcomesthey caneasilycome

to the conclusionthat adaptingto them, or even stimulating them is the only

optimumfor themandthe United Statesasa globalpower.

But why would the US elite cometo sucha grief conclusionaboutthe nearfuture
of humanity?The competitionvs. cooperatioransweris the gametheoreticnature
of theglobalsustainabilitystruggle:.while acollectiveoptimumor merelyamodest
collectivesurvivalis only possiblewith full cooperatiorof all parties theseparties
asindividual actorscan maximizetheir payoffs by letting the othersdo the job,
while they not only enjoy the free ride, but also gain further advantageby not
wearingdownthemselven thestruggle.This gametheoreticakettingis knownas
the tragedyof the commons[25, 26] andinevitably leadsto a fully competitive,
and as for the collective goals, destructiveoutcome.In addition to this, the
internationally cooperativestrategy,completewith ecologicalausteritywhich is
unacceptabléor the 21stcenturyconsumeritizensevenat its lowestsatisfactory
level (like everywhereelsein the world, e.g.[27]), promisesno popularityon the
nationallevel. And on top of theseeffects,therecomeswhat we havetouchedin
theintroduction:thestrategyin thegreatstruggle(turmoil) duringthe sustainability
crisiswill beapreparatiorfor life afterthe sustainabilityeventhorizon.

How will the United Statesbe thefittest for the unknownnew era,moreoverhow
canit retainor evenstrengtherits globally dominantposition?As we havestated,
no-oneknowswhatthenewworld will look like, butmostprobablythemorewealth
anactoracquiresatthe expensef the others the betterchoicest is goingto have.
Whenwe talk aboutwealth,of coursetherewill bepartsof it whichwill notpersist
into the new era,but the mostdurablephysicalwealth,e.g.gold, or the portion of
theecologicaltreasuryonehas,i.e. controlledterritory, or well-maintainednilitary
capabilitieswill certainlynot be uselessThis all givesanamplified versionof the
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tragedyof thecommonswherecompetitivedestructiorof thecommongoodis not
only a consequencef the relationof players,butit emergesasa shortterm goal
(this is the gametheoreticstructureof e.g.the 6 f i s h game[R8F véherethe
non-cooperativeoutcomeis arushfor destroyinghe commonresource)Therefore
the chance(or eventhe imperative)for a rational actorto engagein competitive
strategiess extremelyhigh. Thisway s, in addition,the mostprofitablefor strong
actors:beinga strongcompetitiveparticipant,havingthe opportunitiesof a strong
player,andretainingor increasinga strongpositionall improve both the viability

andthe payoff of the competitivestrategy.And the United Statesis not merelya
strongactor;it is by far the strongesthowever,it feelschallengedoy China,[29]

giving moremotivationfor thefull competition.

Onewordtoo many,if ideological,moralconsiderationgulfilment of expectations
of internationabbserversor simply formal diplomaticframeworksof international
actionaresetaside,the purely rational choicefor the United Statesin the present
sustainabilitycrisisis not only breachingcooperationput startinga competitionin
destroyingall the availableenvironmentalclimate) resource®f humanitywhich
canbe exploiteduntil the sustainabilityeventhorizonarrives.

4.2 The necessantrends implied in shortestterm global
politics

Ontop of thebrokendownsustainabilitystruggle themostprominentaturalshort
termtrendof globalpoliticsis aharsheiglobalcompetiton andin this competition,
theincreasingmportanceof internationaklliances BecauseChinahasemergeds
the U S dole competitorfor global leadershipthis will meana more fluctuating
landscapén which alliancesaroundthesetwo polesandtheir growingor shrinking
sizesform the basisof powerdynamics.Thereare solid coresaroundthe global
players,which we expectto be ratherstable,while the instabilitieswill dominate
the peripheriesof the alliancesandthe terranullius betweenthem. The resulting
newglobalgeopoliticsof the USA mustthenfocuson the peripheryof the Western
alliance.While the US canbe negligentor evenconflict-seekingwithin the coreof
its ownalliance(resourcesnaynotonly besparentheserelations butsometimes

evenextractedandreassignedo others) thesameUS policy mustbefi i r r at i

f r i e togldbals&conetier (or lower-tier) partnersvhosealignmentis not clear
in advance.

Thesetof seconetier powersin thislandscapés concentrateéh EurasiaWhether
on an emergingor submergingpath,it encompassethe EuropeanUnion, Russia
andIndia (inclusionof otherpowers,aswell astheir positioningon the secondor

the third tier of global politics canbe the subjectof further discussionput these
threearethe mostprobablegreatespowersbehindthe two first-tier ones).These
threesecondtier politiescanclearlyshowhowtheperipheryof theUS-leadalliance

onal
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has to be managedduring the upcoming hard years (leading up to the
aforementionedustainabilityeventhorizon).

First, the EuropeanUnion is unquestionabhat the hardestcore of the allianceof
the USA. [30] Becausdhenthereis no doubt,for cultural, historical,economical
and otherreasonsthat the EuropeanUnion will neverend up asa Chineseally,
thereis no reasorfor the US to investin this alliance,whenpolitical, economical,
military, etc.resourceghat canbe investedinto suchan alliancebecomescarce.
Secondthe placeof India seemgo be not assolid in the alliancestructureasthe
EU, butif we studyit from the oppositedirection,the pictureis clearer:India and
China as historical (geopolitical, cultural, economical,etc.) enemiesare very
unlikely to evolveasclosealliesin thefuture.[31] Theslightambiguitieghatcome
into consideratiorwhen we are discussingtheserelationscome from the 20th-
centurycold war era: India wasthenrathera Sovietally thana westernone. This
leadsusto thethird seconetier powerin this story: RussiaTheonly (very slightly)
ambiguousvalenceof | n d ineawdrk of alliancesleadsto Russia,which means
thatl n d ppasifioain the two-pole structureof the middle andlate 21stcentury
canbeslightly (if atall) influencedby the positionof Russia[32]

And thisis wherewe arrive atthethird memberof our setof mostprobablesecond

tier players RussiaAs theeventsof therecentyearsshow,[33, 34] Russias prone
to becomea subordinateally of China, becauseits global ambitions and the
exhaustive RusseUkrainian war are simply not sustainableby its economic
strength Althoughmanyobservergxpecta collapseof theRussiarstateunderthis

burden,[35] this may not happenHowever,the slow declinein powerfrom 1991
(the dissolution of the Soviet Union) is acceleratingand R u s s demiéess a
superpoweis now evident.[36] Russiaalsohasconflicting interestswith Chinain

parallel. Control overits vastSiberianterritoriescanbe challengedoy China,and
relationswith India, aswell asR u s s Eus@earcultural heritage,andof course
its superpowerdentity canalsoleadto conflictswith China.Thisall putsRussian

therole of a peripheralally of the USA; andthusthe benefitto-costratio of tying

Russiato theUS alliance(in aculturathistoricalperspectiveto the Westernworld)

is by far the highestof its kind now* Relativay strongties of India to Russiaand
their possible consequencem such a dilemma are a plus in this costbenefit
analysis.

Conclusion

We havediscussedherecentandpastnon-cooperativesustainabilitypolicy of the
USA, therestructuringof internationaffocusexhibitedby the newgovernmen{an

4 An interesting process in the background is a possibidrilia rapprochement3f] which

can both serve as a shtetm backup for these two when their ties to the US seem to loosen
(its intended goal), and as an improvement of thdddiSylobal alliance in the long run (not
intended).
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ongoing processwhen this paperis being written), and the connectionbetween
them.Giventhatthe US governmenexpects(or simply only doesnot rule out) a

global sustainabilitycollapsein the comingdecadesits focuson its cooperations
and alliancesmay get restructured,and its close allies may get not only less

attention,but evenunfamiliar treatmentThis, regardles®f its entirely intentional

or partly unintentionahature canthenfit into arational thoughrathercold-minded,

cynicalglobal strategyof the US.

Will then pax Americanavanish?Doesthe currentleadershipof the US intendto

doso?Basedon our discussionthesituationis theoppositetheleadersof theUSA

areworking on savingthe role of the USA asthe leadingsuperpowerof course,
with stepsmoreor lessfaithful to the strategy).This strategicmainlineis rational
whenit is embeddednto an expectedurmoil andthe next,yet unknownageafter
the eventhorizonof global sustainability simply building uponthe mostprobably
unfavourableoutcomeof the globalsustainabilitycrisisin the 21stcentury.

Disclaimer for the political content

This paperdiscussesdts topic on an il ai ssbasis; no expectationsjdeological
stance®r othersubjectiverelationof the authorsto it is intendedto appeaiin the
text. Resultscan be usedboth for the validation and the criticism of the treated
subjectandits propertiesthe actualdiscussioris merelyabouttheir existenceand
logical, rationalnatureasobservablgolitical phenomena.
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Abstract:In recentyears,the platformeconomyhastransformecdhowindividualsshareand
conductransactiondn digital spacesThisphenomenohasattractedscholarsfromvarious
diversefieldsanddisciplinesinto an emergingresearcharea. Thisstudyaimsto explorethe
trendsand key insightsin the literature on the platform economythrough a bibliometric
approach.Theanalysisincludesresearcharticles publishedbetweer2000and 2024 on the
platform economyUsing publicationsavailableon the Webof Sciencethis studyidentifies
influential journals, institutions, landmark papers, and citation bursts. In addition to
researchers in management, business, and economics, scholars from sociology,
communication,law, and computer scienceare increasingly contributing to platform
economyesearch.Thefindingsrevealthat thefocusof platformresearchhasevolvedover
time. Thisresearchwill serveasa basisfor futurediscussion®nthecrucial rolesplayedby
digital platformsin the platformeconomy.
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1 Introduction

The platform economyrepresents distinct economicparadigmcharacterisedby
two-sided marketsfunctioning within the broadercontextof traditional market
economics[1] examinethe evolutionof the platformeconomywhichis propelled
by advancementm digital technologiesincluding the Internet,cloud computing,
big data,andthe Internetof Things [2]. Centralto this transformatiorareplatform
enterprisesthat create and manage extensive digital ecosystems facilitating
connectiondetweenconsumersndserviceproviderswhile transformingindustry
dynamics.

The platform economy exerts a profound influence on both upstreamand
downstream enterprises, striving to lower transaction costs by optimising
organisationastructuresandservicemechanismsrT his shift fostersa newmodelof
economic integration, in which resource allocation becomes increasingly
synchronisedvith traditionalindustries.Sincethe 1990s,the emergencef large
scaledigital platformsemployingdatadriven businessnodelshasrevolutionised
global markets. Pioneeringcompaniessuch as Google, eBay, Alibaba, Baidu,
Tencent, and JD.com have played a pivotal role in shaping this economic
transformationredefiningmarketstructurescompetitivebehavioursandindustry
landscapef3].

Furthermore the platform economytranscendsational boundaries facilitating
crossborderand crossregionalbusinessmodelsthat accelerateglobal economic
integration. The exponential growth of platform enterpriseshas stimulated
extensive academicinquiry, driving in-depth researchinto their economic,
technologicalandregulatoryimplications.As digital platformscontinueto evolve,
they presentboth opportunitiesand challenges hecessitatingpngoing scholarly
analysisto understandheir long-term impacton economicstructuresand market
dynamics.

Given the rapid expansionof the platform economy, a comprehensiveand
systematiaeview of its developmenbver the pasttwo decadess essentialThis
study employsa bibliometric approachto enhancethe theoreticaland empirical
understandingf trendsand insightsin the platform economyby examiningits
evolution from 2000 to 2024. Furthermore,the findings will contributeto the
growing body of literature by refining analyticalframeworksand supportingthe
creationof moreeffective,datadrivendecisionmakingstrategiegor academiand
industry. Such an analysiswill synthesiseexisting knowledge,map prevailing
researchtrajectories,identify critical gaps,and provide insightsto inform future
scholarlyinquiry andpolicy-making.

This study is structuredinto five sections.Introduction section highlights the
significanceof the platform economy,its evolution, and the objectivesof this
systematiceview. Section2 i TheoreticalOverview of bibliometric analysisin
platform economy.Section3 - Methodology details the data sources(Web of
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Sciencepndbibliometrictools (VOSviewerl.6.20)employedor analysisSection
4 - Resultpresent&eyfindings,includingkeywordtrends humberof publications,
citationanalysis andcollaborationpatternsusingvisualrepresentation$Section5
- Conclusion summarizesthe main findings, provides recommendationsor
advancing platform economy research,and emphasizesthe importance of
interdisciplinaryapproacheandfuture researctdirections.

2 Literature review

Bibliometric analysishas becomeincreasinglyprominentin businessresearch,
primarily due to advancesin accessibleanalytical tools such as Gephi and
VOSviewer and comprehensivedatabasedike Scopus,Web of Science,and
Dimensions.ai[4-6]. Its growing adoption reflects not only methodological
innovation transferredfrom information sciencebut also its practical value in

managindargedatasetandgeneratindigh-impactinsights.Bibliometric analysis
is a useful resource for researchersseeking to uncover emerging trends,
collaborationnetworks, and the intellectual framework of a researchfield [4].

Examining extensiveamountsof objectivedata,like citation counts,publication
metrics, and keyword frequencies,facilitates both quantitative performance
assessmentand qualitative thematic interpretations. Previous literature has
documentedcertain publicationsthat utilized bibliometric analysiswithin the

platformeconomyandits applicationsn otherscientificfields.

[7] identify the rise of digital platformsasone of the threedefining eventsof the
digital revolution, fundamentallyreshapingproduction,daily life, and cognitive
processed heplatform-basednodelhasbecomeacornerstonef modernbusiness,
with many of the most successfulenterprisesxhibiting platform attributes[8].

Serving as intermediariesthat facilitate interactionsand value exchangeamong
participants, platforms have transformed traditional market dynamics.
Consequently,major technology companiesare predominantly structured as
platform-based enterprises,leveraging network effects to drive innovation,
scalability, andcompetitiveadvantagg9]. [10] indicatesthatthe sharingeconomy
offers potentialfor economicgrowth andenhancedustainableesourceuse.

Accordingto [11] thesharingeconomyhasgarneredsignificantscholarlyattention,
promptinganeedto systematicallymapits intellectualstructureandresearchrends
[21, 22). Througha bibliometric analysisof 416 articlespublishedbetween2013
and 2018, the authorsidentify key thematicclusters,influential publications,and
leadingcontributorsin the field. Their findings revealthatresearcton the sharing
economyis interdisciplinaryin nature,with growing emphasison sustainability,
digital platforms,businessnodels,anduserbehavior.
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The sharingeconomyplaysa growingrole in promotingsustainablelevelopment,
prompting[12] to conducta bibliometricanalysisto exploreresearchrendsin this
area.By analyzing975 publicationsfrom 2010to 2020, the study identifies key
researchhotspotssuchas collaborativeconsumption climate change renewable
resourcesand the circular economy.The findings reveal a steadyincreasein
academidnterest,particularlyin China,andpoint to underexploredireadike the
bioeconomyand urban mobility. The authorsemphasizethe need for further
researchto better understandthe sharing economy'simpact on environmental,
social,andeconomicsustainability Analyzing440publicationdrom 2009to 2022,
[13] identified major researchthemesin operationsresearch,including pricing
strategiestesourceallocation,platformdesign,anddemandorecastingwithin the
contextof the sharingeconomy.Through a systematicreview of 175 scientific
articles,[14] examineddriversandbarriersto participationin thesharingeconomy,
focusing on environmental,economic, and social motivations. Their findings
suggesthatwhile environmentatoncernglay arolein driving participation other
factorssuchastrust, convenienceand financial incentivesare also critical. [12]
dealwith theplatformeconomyin thecontextof sustainablelevelopmentapplying
bibliometric analysisto explore how sharing economyresearchcontributesto
sustainabilitydiscourse By examining975 academicpublicationsfrom 2010 to
2020,theauthorsdentify majorthematicareassuchascollaborativeconsumption,
climatechangerenewableaesourcesandthe circulareconomy.

3 Methodology

The bibliometric analysisusesliteraturefrom the publicationdatabaseo createa

scientific and coherentnetwork and structuralrepresentatiofil 5]. This methodis

essentiahndeffectivefor illustrating,analyzingandsummarizingexistingresearch
in relevanffields. Throughtechniquesuchasclusteranalysisco-citationanalysis,
andvisualanalysishibliometricsevaluatesherelationship@mongpapersauthors,
and keywords,providing credibleresearchnsightsfor scholars[16]. This paper
applied bibliometric analysis to quantitatively evaluate the literature review

concerningheplatformeconomy.

3.1 Datacollection

The datawas collectedfrom the Web of Science(WoS) webserver,a resource
widely usedby scholarlyresearchers thefield of bibliography[15-17]. A Wed
ScienceCore Co | | e databasawds used which encompassesver 34000
journals,books,andconferencedptalingmorethan134million researchmaterials
[18]. Academicsvaluethe WoS databasdor its reliable archivingof high-quality
sourcesandtherich collection of materialsreferencedn numerougprior studies.
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WoS, maintainedby Clarivate Analytics, is recognizedas the most extensive
scientificresearctplatformandwaspreviouslyknownasISI Web of Science.

This researchutilizes a bibliometric analysismethodto examinestudieson the
platformeconomyfrom 2000to 2024.Datawasobtainedfrom Web of Scienceby

using the searchconditionswere setasfollows: the topic is Aplatfoome ¢ o n 0 my 0

andthedocumentypeis designatedsii A r t iA tolalef.1@822documentsvere

retrieved.Using the export function of WoS, all recordswere exportedto it x t 0

format, including thetitle, keywords,abstractauthor,year,foundationprograms,
andsourcejournal of eacharticle. All articleswere analyzedwith VOSviewerto
uncover publication trends, co-authorshipnetworks, and thematic patterns[19].
Essentialanalysesncludedcitation impact, keyword mapping,and collaboration
clusters.Non-peerreviewed papersand unrelateddomainswere excludedfrom
considerationThe resultsoffer valuableinsightsinto trends key contributors and
researchtgapswithin the platformeconomyliterature.

4 Results

Theanalyss of thetop researcltategoriedighlightsthediverseapplicationof the
platformeconomy(Figurel).
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35C , an...
46 Information and Computing Sciences [N 2,008
40 Engineering [N 1,655
44 Human Society [N 432
47 Language, Communication and Culture [[NNNENEGGN 719
38 Economics [N oo
33 Built Environment and Design [N 458

48 Law and Legal Studies [N 305
31 Biological Sciences [ 388
34 Chemical Sciences [ 361
36 Creative Arts and Writing [ 325
37 Earth Sciences [ 300
32 Biomedical and Clinical Sciences [ 304
41 Environmental Sciences [ 245
42 Health Sciences [ 232
39 Education [ 217
51 Physical Sciences [l 170
50 Philosophy and Religious Studies [l 129
30 Agricultural, Veterinary and Food Scien... [l 112
49 Mathematical Sciences [l 115
52 Psychology [l 101

43 History, Heritage and Archaeclogy [l 80

Figurel
Flowchartof numberof publicationsin thefields of (ANZSRC2020)

Commerce,Management,Tourism, and Serviceslead with 2820 publications,
emphasisindiow the platform economyleveragedigital technologieto enhance
efficiency, connectivity, and innovation in thesesectors,thereby creating new
opportunitiesand challengesInformation and Computing Sciencesfollow with
2008 researchstudies, serving as the backboneof the platform economy by
developing technologies,enabling efficient data usage,and ensuring secure,
innovative,andscalabledigital ecosystem$or platformsin operation Engineering
ranks third with 1655 publications,emphasizingits pivotal role in optimizing
processesadvancinginfrastructuredevelopmentandadaptingto the demandof
the platform economy which drivesinnovation,fostersthe integrationof cutting
edgetechnologiesandreshapesraditionalengineeringpracticeso meetthe needs
of arapidly evolvingdigital landscapeOtherprominentcategoris includeHuman
Society(1432), Language Communicationand Culture (719), Economics(600),
andBuilt Environmentand Desing (458 further demonstratehe applicability of
the platform economy across domains such as community and cultural
developmentmanagementeconomicpolicy, and urbanplanning This diversity
underscoretheimportanceof the platformeconomyin modernsociety.
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Figure2
Flowchartof numberof publicationin thefields of Sustainabl®evelopmentGoals

The analysis categorizesplatform economy researchcontributions based on

alignment with the United Nations SustainableDevelopmentGoals (SDGS),

highlighting a significant focus on environmentalsustainabilityand responsible
consumptior(Figure2). Themostaddresse&DGis Affordable andCleanEnergy
(SDG 7), with 904 studies emphasizingrenewableenergy and optimization.

ResponsibleConsumptionand Production(SDG 12) follows with 867 studies,
while DecentWork andEconomicGrowth(SDG8) has704.Contributionso Good

HealthandWell Being (SDG 3) andClimateAction (SDG 13) include455and442

studies, respectively.LessefrresearchedSDGs include Industry, Innovation and

Infrastructure(SDG 9), Quality Education(SDG 4), and SustainableCities and

CommunitieSDG 11), highlighting gapsandfuture opportunitiesor research.

During theinitial phase(Figure 3) from 2000to 2010,the researcHandscapeavas
nascentwith annualpublicationsgemainingsmall,rangingfrom 16to 91 (Tablel).
This reflectsthe early explorationof the platform economywith limited academic
and industrial adoption. However, a modestincreasein the period 20112014
marked the beginning of growing interestin the platform economy. Digital
platformslike Uber, Airbnb, andAmazonbecamelominantin the globaleconomy
duringthatperiod.The developmenbf the Internet,mobiletechnologiesndcloud
computinghaveenabledhe growth of businessnodelsbasedon digital platforms.
The periodfrom 2015to 2019witnessedyradualbut consistenggrowth, asannual
publicationsrosefrom 215in 2015to 848in 2020.From 2021to 2024, the field
entereda maturity phaseandsustainecdigh productivity, with annualpublications
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exceedingl000.A slight plateauwasobservedn 2023, andthis stability reflects
thefield's saturatiorin certaindomainsaccompaniedy continuousexpansiornto
emerging areas like generativeartificial intelligence, Web3, and blockchain
economies. 2024 saw the highest number of publications, reaching 1504,
underscoringplatform economiestritical role in interdisciplinaryresearchareas
like digital law, digital communicationandcirculareconomy.
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Figure3
Thenumberof publicationspublishedn eachyear(2000- 2024)

Keywordsrevealthe primary messag®f therelatedpaper. Basedon the analysis

of the keywordfindings revealfour uniqueclusters(Figure4), eachdepictedin a
differentcolor. The mostfrequentlyusedtopicwordis A p | a tedomomy®ther

most frequent keywords are figig econo Mg b arcicogolwyih git al
platformandAc o | a booarmas u mpet i on A .
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Year 200 200 200 200 200 200 200 200 200 200 201 201 201
0 1 2 3 4 5 6 7 8 9 0 1 2
Publication 16 22 33 26 47 39 52 53 79 85 91 137 155
S
Year 201 201 201 201 201 201 201 202 202 202 202 202 202
3 4 5 6 7 8 9 0 1 2 3 4 5
Publication 144 165 215 254 408 520 848 112 138 149 142 150 /
s 3 2 7 7 4
Table 1

Publicationgrend analysis (20002024)
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Figure4

Word cloud mapof the keywordson platformeconomywith networkvisualizationmode

Co-authoranalysisexamineghe collaborationamongresearcherby studyingthe
publicationgtheyco-authoredToolslike VOSviewercreatevisualnetworkswhere
nodegepresenauthorsandedgesiemonstrat¢heir collaborativeconnectionsThis
methodhighlightskey researchersollaboratiorpatternsandclustersof academic
partnershipsAdditionally, it evaluatescollaborationat variouslevels, including
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between nations and organizations,providing valuable insights into research
dynamicsandstrengtheningcademidies[5, 20].
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Figure5
Bibliometric mapon co-authorshipunit of authorswith networkvisualizationmode

The analysisof the leading authors(Figure 5) in platform economyresearch
highlightstheir crucial rolesin shapingthefield throughsignificantcontributions,
influential citations,andacademidmpact.NotablescholargncludeVallas (2020),

Wirtz (2019), Wood (2019), Lehdonvirta(2018), Sutherland2018),and Graham
(2017).
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The analysisof leadingorganizationdn platform economyresearchunderscores
their substantialcontributions to scholarly productivity, citation impact, and
collaborativenetworks. The findings identify 11 distinct researchclusters,each
representedby a different color (Figure 6), highlighting the diverseinstitutional
engagemenin this field. Severalorganizationsstandout as key contributorsto
platform economyresearchAmong the mostprominentare TsinghuaUniversity,
HarvardUniversity, the University of Oxford, SichuanUniversity, the University
of Toronto, and StockholmUniversity, eachplaying a pivotal role in advancing
knowledge,fostering interdisciplinary collaboration,and shapingthe academic
discourseon digital platforms.
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Bibliometric mapon countywith networkvisualizationmode

Thebibliometricanalysisof leadingcountriesn platformeconomyresearclfFigure
7) highlightsthe significantcontributionsof specificnationsin termsof publication
output. China standsout asthe clear leaderwith 3,214 publications,reflecting a
strong researchfocus and investmentin digital platforms and datadriven
economiesSpainfollows closelywith 3,031 publications,indicatinga high level
of academiengagemendndinterestin platformbasedusinessnodelswithin the
European context. The United States ranks third with 2059 publications,
underscoringits long-standing role in the developmentof digital platforms,
technologicalinnovation,and regulatoryframeworksin this field. Englandis in
fourth place with 1557 publications, reaffirming its substantialcontribution to
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research on digital economies, including analyses of platform labor and
socioeconomicimplications. South Korea, with 970 publications, ranks fifth,
emphasizingits focus on technologicaladvancementsnd the rapidly growing
platformeconomyin the Asia-Pacificregion.

Conclusion

The paperrevealsthat the platform economyis a researchhotspotof growing
popularity, as demonstratedy bibliometric and visual analysesof the academic
referencesourcedfrom the Web of Sciencebetween2000and 2024.It aimsto
identify theresearchotspotsandtrendsin this domainby examiningmajorfields,
the numberof publications,authors keywords,countries,and organizationsThis
researchnotonly mapsthe currentacademidandscapéutalsoprovidesa strategic
foundation for guiding future scholarly and policy-oriented efforts in this
increasinglyrelevantfield.

The contribution of this study is reflectedin the unification of recentscientific
publicationsontheplatformeconomy providingacomprehensiveverviewof key
researchirends,influential authors andinstitutionalcollaborations.

While this study hasyielded valuableinformation and significant findings, it is
important to acknowledge certain limitations. Firstly, the academicarticles
pertainingto theplatformeconomyincludedin thisresearctarenotcomprehensive,
possibly omitting valuablereferencedrom journals not indexedin the Web of
Science Secondly theremay be an unavoidabldinguistic biassinceall retrieved
articles are in English. To addressthese limitations, future researchon the
bibliometric analysis of the platform economy should consider several key
improvementskirst,expandinghedataseby incorporatingarticlesfrom additional
databasesuch as Scopus,Dimension.ai,and regional indexing servicescould
provide a more comprehensivaverview of the field. This would help capture
relevantstudiespublishedin journalsnot indexedin the Web of Sciencethereby
reducingpotentialpublicationbias.
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Abstract: In recentliterature, an increasingnumberof metaheuristialgorithmshavebeen
proposedfor solvingindividual optimizationproblems.One suchcomplexproblem,widely
studiedand addressedvith variousalgorithms,is the economiadispatchproblem.Hence,
this paper aims to establish a systematicapproach for selecting the most suitable
metaheuristicalgorithm by employingthe COPRAS(COmplexPRoportional ASsessment)
method a multi-criteria decisiormaking(MCDM) technique Theproposedmnethodologys
appliedto evaluateand rank five metaheuristialgorithms(MSA,FA, PSO,PSOGSAand
PSOCGSA)across four variants of the economicdispatch problem. The assessment
consideranultipleperformancemetrics,includingbestobtainedresults,standarddeviation,
meanvalues, error rates, computationtime, and convergencebehaviour.To ensurethe
reliability of the ranking, the results were further validated using the EDAS method,
confirming the robustnessof the selection process. This study provides a structured
frameworkfor algorithmrecommendatiorgiding researcher&nd practitionersin choosing
the mosteffectiveoptimizationapproachfor similar complexproblems.

Keywords:metaheuristicseconomiaispatch MCDM, COPRASnethod EDASmethod

1 Introduction

A wide rangeof metaheuristialgorithmshasbeenproposedin the literatureto
addresscomplex optimisation problems. These problems often have multiple
subproblemsgachcharacterisedy distinct objective functions and constraints.
Accordingto the A N freel u n théofem[1], a single algorithmfor resolvinga
multifaceted problem cannot be the optimal solution for each subproblem.
Consequently, there has recently been growing interest in developing
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methodologiedor selectingthe most suitable algorithm from severalproposed
solutionsto a specificmultifacetedproblem[2]. Onesuchoptimisationchallengds

the Economicdispatchproblem,which hasreceivedconsiderablattentionin the

literaturedueto its significancein powersystemoperationd3]. In this study,we

employ the COmplex PROportional Assessment(COPRAS) multi-criteria

decisionmaking (MCDM) method [4] to identify the most appropriate
metaheuristi@algorithmfor solvingtheeconomidaispatchproblem.Thealgorithms
under considerationinclude the Moth Swarm Algorithm (MSA) [5], Firefly

Algorithm (FA) [6], Particle Swarm Optimisation(PSO)[7], PSOGSA[8], and

PSOCGSA [2]. Given the comparable performance of these metaheuristic
algorithms, a more detailed evaluation was conductedusing a multi-criteria

decisionmakingapproactto establisharankingbasedntheir effectivenesscross
differentfunctions.To ensurea comprehensivassessmenimultiple performance
metrics were considered,including the Bestobtained results (B), Standard
Deviation (SD), Meanvalues(Mv), Error rates(Er), Computationtime (Ct), and

ConvergencégC) for eachalgorithm. The mostsuitablealgorithmfor solving the

Economicdispatchproblemwasidentified by integratingthesecriteria according
to four differentfunctions.The COPRASmethodenablesa structuredcomparison
andselectionof the optimalalgorithm.This methodologyensuredhatthe ranking

processaccountedfor the accuracyand robustnesof the algorithmsand their

efficiencyandstability acrossvariousproblemvariants.

2 Testingthe algorithms

We testthe selectedalgorithmson a standardEEE 30-bus6-generatosystemwith
a total load demandof 283.4 MW. Economicdispatchis the adjustmentof the
outputpowerof severalgeneratorsn a thermalpowerplantto minimize fuel cost
by satisfyingthe constraintsn the system.In this optimization processthe four
mostcommonlyusedobjectivefunctions(fi, f», f3, andfs) areasfollows:

fl:agie(ag bR Ganz), 9=12»0
P.=0

loss

1)

where,f; ($/h) is the fuel costfunction of all generatownitsin the thermalpower
plantthat shouldbe minimized; Py is the outputpowerof generatoig (MW); G is
the total numberof generatorsay, by andcy arethe costcoefficients.In this case,
powerlossesPiess in the power systemto which the generatorsare connectedare
neglectedPioss= 0).

fzzagl’e(ag 0, R, 6rgl:@la)' g=12» G o

Rosszagie aj[GPngij+ aiG %9% +%O
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In this casetheobjectivefunctionis the sameasin the previousone,butthe power
lossesPiessin the systemaretakeninto accountBg and Bog arethe coefficientsof
the B-lossmatrix, andBy is a constant.

d,s n(eg(Pg‘"‘ —Pg))

=800 BR &F)+ &,
P_=0

loss

’ g = 1| 2?) 1G
®3)

In this casethefuel costfunction(fs) takesinto accounthevalve pointeffectin the
thermalpowerplant. F’gmin (MW) is the minimum powerof thegeneratog; dy and

gy arecoefficientsfor valve point effect. Piossareneglected.
fs :a giG(aQ "bgpg % ng) é'gie dgsin( %( Igin' Fg)))

I:Toss:a.g[(; aj[GPQBQJPi + a;GBOng"' %0

) g: 11 25 »5G
(4)

Functionfs representshe fuel costfunction, which accountsor both powerloss
and the valve-point effect. The constrainton generatorpower output remains
consistenticrossall four optimizationprocesseandis definedasfollows:

min ma
Pg' ¢ R, CF X (5)

where Pgmi” andP;"*are the minimum and maximum power of generatorg,

respectivelyDuring theoptimizationprocesgshepowerbalancdn the systemmust
besatisfied,.e.:

é oi Gpg - s & (6)

where Ppis thetotal powerof the consumerCoefficientsof fuel cost,emissiorand
B-lossmatricesaretakenin this paperfrom [9]. Thealgorithmsareimplementedn

MATLAB R2017acomputationaknvironmentandrun on 1.3 GHz, with 8.0 GB

RAM. Thebestresultsof thesimulationsareobtainedafter30runs.Thecoefficients
of thealgorithmsareshownin Table1l.

FA MSA PSOGSAandPSOCGSA PSO

N tmax a bmin g N tmax Nc N tmax GO a Ci| C2| N tmax Ci| C

50{200 |0.25/0.20| 1|50{200 | 6 |50{200 |1 [20/0.5]1.5]50{200 |0.5|1.5

Table 1.
Coefficients of the algorithms applied to the test system
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Thetestingresultsindicatethatthe optimal fuel costvaluesare eitheridentical or
highly similar acrossall five algorithms. However, other performancemetrics
exhibit varying degreesof similarity or significant differencesamongthe tested
algorithms.In the nextsection algorithmsarerankedbasedn multiple evaluation
metrics,overusedunctionsof Economicdispatchproblem.

3 COPRAS methodin Multi -Criteria Decision
Making

The ComplexProportionalAssessmenfCOPRAS)methodis awidely usedmulti-

criteria decisionmaking (MCDM) approachthat facilitates the ranking and
selecting alternatives based on multiple conflicting criteria. Introduced by
ZavadskasKaklauskasand Sarkain 1994, COPRAS:Is particularly effectivein

situationswhere decisioamakersmust evaluatealternativesby consideringboth
beneficialandnonbeneficialcriteriawhile maintainingproportionalitybetweerthe
alternativeq10], [11]. This methodfollows a systematigprocessor rankingand
evaluatingoptionsbasedntheir relativeimportanceandutility. By analysingoest

caseandworstcasescenariosCOPRASensures well-balanceddecisiormaking
approachthat effectively accountdor tradeoffs betweencompetingcriteria. Key
characteristicof the COPRAS methodinclude its compensatorynature,which
allows weaker criteria to be offset by stronger ones, its ability to maintain
independencamongattributes,andits capabilityto convertqualitativeattributes
into quantitativemeasuresmaking it a versatiletool for multi-criteria decision

makingapplicationd12].

Stepl. Formulation of DecisionMatrix

gxll Xig e Xy

=g ge g
é
éxml Xm2 an

Wherey; is the estimatedvalueof thei-th in relationto thej-th criterion, mis the
numberof alternativesandn is thenumbercriteria.

Step 2. The Normalized Decision Matrix. Normalizationof the initial decision
matrix using the linear normalizationprocedure.The equation(8) is used for
normalizationin the COPRASmethod:
_a %
R=8y fry— ®)
%
=1
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Step 3. The Weighted Normalized Decision Matrix. Equation (9) is usedto
calculateghevaluesfor theweightednormalizeddecisionmatrix.

D=gx g% WO i L=.,m; j 1 .=,n (9)

Wherew; isthenormalizedvalueof thei-th alternativen relationto thej-th criterion
and w; is the weight or importanceof the j-th criterion. The sum of weighted
normalizedvaluesfor eachcriterionis alwaysequalto the valueof thatcriterion:

avy=w (10)
i=1

Step4. The Maximizing and Minimizing Indexes
The indices for maximising and minimising each attribute are determinedby
whethertheattributesarenegativeor positive,utilizing equationg11) and(12):

S, =

'm::

1l
J5S

Yy (11)

S.

Y (12)

1
Qs

I
-

Wherey.; andy.j areweightednormalizedvaluesfor positiveor negativecriteria,
respectively.

Step5. Therelativesignificancevalue.Determiningtherelativeimportanceof each
alternative. Relative weight Q; for the i-th alternativeis calculatedusing the
equation(13) or equation(14):
min,; s, - iQ s,
=S, 13
Q-=s, Tmin S (13)
Siad—-

i=1 S

as,
Q :S+i ++1 (14)
S“%?

Step6. Final Ranking of Alternatives Thealternativesarearrangedn descending
order accordingto their relative importancevalues,with the highestfinal value
rankedfirst.

The COPRASmethodhasbeenextensivelyappliedacrossvariousfields dueto its
efficiencyin handlingmulti-criteriadecisionmakingproblems.t hasbeenwidely
utilized in engineeringoptimization[4], transportatiorplanning[13], energysector
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analysis[14], supply chainmanagemenfl5], in risk assessmert.6], [17], [18],
investmentproject selection [19], manufacturingenvironments[20], logistics
performancesvaluation21], public healthandoccupationakafety[22], aerospace
engineering [23]. These diverse applications underscorethe robustnessand
adaptabilityof the COPRASmMethod makingit apowerfultool for tacklingcomplex
decisionmakingchallengescrossmultiple industries Comparedo otherMCDM
methods, such as TOPSIS and VIKOR, COPRAS offers a straightforward
computationalprocessand ensuresthat the final ranking reflects the relative
importanceof each criterion while maintaining consistencyin decisionmaking
[14]. Therefore,in this researchCOPRAS methodis usedto rank algorithms
accordingo differentperformanceneasureto solvementionedeconomiadispatch
problemvariants.

4 Resultsof ranking algorithms

Basedon thefindingsfrom the previousresearctphasethefive algorithmstested,
MSA, FA, PSO, PSOGSA,and PSOCGSA,were ranked using the COPRAS
method.Theinitial decisionmatrix, presentedh Table2, displayskey performance
metricsfor eachalgorithm, including the best(minimum) obtainedvalues,mean
values,standardieviation,error rate,convergenceate,andcomputatiortime.

After performingthe linear normalizationexplainedin step 2 equation(8) and
weighting the normalized matrix equation (9), the weightnormalized decision
matrix is obtained(Table3).

Criteria Best(B) min Standard Deviation (SD) min

%

Alternaty B(f1) | B(f2) | B(3) | B(f4) | fL(sD) | 2. | f3 (SD) | 4 (SD)

esZ (SD)

MSA 832'61114 2835983631.3482(635.828804.42645122[6.81784E7.82397306.6273366
554 P14 06 06 b 99

FA 82(2).01114 282'09983631.34937635.823955.10336030'0.0306114.61553030.2558257
828 70 04 058 B 79

PSO 822.91114 282'69983631.9073(635.904465.89323993 6.8585346.37253518.4013972
059 k27 E00 642 b 07

PSOGSA 33(1)91114 28269983631.33121635.820113.46891029311.125996.617598815.576524
085 47 13 065 1 660

q

KSOCG“ 33(1)91114 28269983631.33122635.820412.70110044:7.2852944.94591388.7227920
939 383 E08 731 P b5

Criteria Mean value (Mv) min Error_rate (Er) min

2 L) [ r2y) | By [ sy | fiEn [ reEn | BE) | 4ED
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IAlternati

vesZ
msa (900 H14605.99831639.50170630 62799 271818 |1 4422361 30851160.5988935
B20 W22 [639 6 b 96
FA - |00 115606.0039%33 36741636.03029 201'7%® 0.0009220.32261200.0344727
Bs2 188 98 201 23
Pso (9909907611 0955642 50481648.73761 20->'O' 0.841121[1.78419032.0316293
167 29 71 s o1
PSOGSA 00 1119616 6520636 37485661.44054 2257787 1 7580300.70898324.0295009
B30 520 499 943 P 34
SO0 H4607.90361633 2820863791709 313727 10.3143990.30909560.3298075
553 453 308 539 1 81
Criteria Computation time (Ct) min Convergence(C) min
v
Alternati | f1(Ct | 2(Cy | B(CY | @Y | f1(©) | 2©) | BEC) | #©
vesZ
MSA  D.74757038.579557¢ -:2>00%% 9703004 106 97 | 750 |47
390
4 57 07
FA  [1.79574563.9314304 4221619 5068885 66 68 | 252 | 334
297
5 i3 07
PSO  [1.082630%3.1624631 1204193 0545872 43 38 |98 156
950
b i3 07
PSOGSA0.7845 |1.6958 |1.9987 |15170 | 18 28 |71 85
PSOCCY07856 [2.3182 20049 47472 | 20 17 |129 | 166
Table 2
The initial matrix for ranking tested algorithms
Crit e Best(B) Standard Deviation (SD)
Alternativg B f2 3 4
< @ | B | BE) | 804 | 16D) | b | @by | (oD)
ISA g.soo 2.008 0.0083 | 0.0083 | 4 1000 0.(;01 0.(;10 0.0070
A 0.00 | 0.008 | 0.0083 | 0.0083 | 4 5000 | 0000 | 0.006 | oo
83 |3 0 3
e 0.00 | 0.008 | 0.0083 | 0.0083 0.0417 0.011 | 0.008 0.0088
83 3 0 7
SOGSA 3.300 8.008 0.0083 | 0.0083 | 4 1000 0.217 0.(;09 0.0164
PSOCGS| 0.00 | 0.008 | 0.0083 | 0.0083 0.011 | 0.006
A 83 3 0.0000 7 8 0.0092
Crit e Mean value (Mv Error _rate (Er)
Alternativ | 1 f2 3
ey | oy | B0V [0 | @) [ RED | g | 4ED
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All criteria mustbe minimised.Employing equation(12) in step4, the resulting
matrix is obtained,which revealsthe calculatedtotal of the cost criteria. The

Weightnormalized decision matrix

obtainedresultsfrom this stepis presenin Table4.

Applying equation(13), a matrix with the following valuesis obtainedbasedon
which alternativesareranked.The obtainedresultsis presenin Table5.

Presentation afainedvalues S

Alternatives | Si(min)

MSA 0.2095

FA 0.1728

PSO 0.2691

PSOGSA 0.1996

PSOCGSA 0.1490
v Obdl e

MSA oégo 0'208 0.0084 | 0.0083 | 0.0000 0'802 0'(1’12 0.0036
FA oé%o 0'208 0.0083 | 0.0082 | 0.0000 0'800 0'803 0.0002
PSO 0.00 1 0.008| 4 noga | 0.0084| 0.0417 | 9011 | 0016 | (55199
84 4 5 4
PSOGSA oégo 0'9108 0.0083 | 0.0085 | 0.0000 0'323 0'207 0.0239
PSOCGS| 0.00 | 0.008 0.004 | 0.002
A o | 0908 | 0.0083 | 0.0082| 0.0000 | *F 202 | 0.0020
Crite
Alternativ Computation time (Ct) Convergence(C)
esZ
1R lrey |[faey | n©E | 2 | 1B8E) ]| 40©
(Cy | (Cy
MSA Oé%O 0'210 0.0065 | 0.0100| 0.0175 | 0.0163 0'824 0.0162
FA 04911 0.211 0.0161 | 0.0130| 0.0109 | 0.0114 0'208 0.0115
PSO oéc;o 0'309 0.0046 | 0.0061| 0.0071 | 0.0064 0'203 0.0054
PSOGSA oé%o 0'204 0.0071 | 0.0030| 0.0030 | 0.0047 0'202 0.0029
PSOCGS| 0.00 | 0.006 | 54374 | .0095| 0.0033 | 0.0029 | 9994 | 0.0057
A 63 | 6 1
vable 3
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Alternatives Qi Rank
MSA 0.1839 | 4
FA 0.2226 | 2
PSO 0.1429 |5
PSOGSA 0.1928 | 3
PSOCGSA 0.2581 |1
vObl e 5.
Ranking list of algorithm using

Thebestrankedalgorithmappliedin four differentfunctionsaccordingto the best
results, standarddeviation, computationtime and convergenceis PSOCGSA,
followed by the FA, PSOGSAMSA andPSOalgorithm.

5 Validation of results using EDAS method

To further validatethe resultsobtainedthroughthe COPRASmethodandensure
theaccuracyf theranking,theEDAS (EvaluationBasedon Distancerom Average
Solution) methodwas employed[24]. EDAS is a multi-criteria decisionmaking
techniquethat evaluatesalternativesbasedon their distancesfrom an ideal or

averagesolution [25], providing a complementaryperspectiveto the COPRAS
method.In this approachthealternativesareassesselly calculatingtheir positive
(§*) and negative(S") distancesfrom the averagesolution, which representa

referencepoint in the decisionspace.Thesedistancesare then usedto rank the

alternatives,with the smallestpositive distanceindicating the bestperforming
alternativd26]. Table6 displaysthefinal rankingsof theanalyzedhlgorithmshased
ontheEDAS method.

Alternatives | S* S S Rank
MSA 0.7107 0.4184 0.565 4
FA 1 0.6513 0.826 2
PSO 0.3018 | O 0.151 |5
PSOGSA 0.8770 | 0.4234 | 0.650 | 3
PSOCGSA 0.9836 0.9378 0.961 1

Table 6
Ranking list of algorithm using EDAS method

COPRAS mjthod

212



The resultsobtainedby the rankedalgorithmsusing the EDAS methodshowed
consistencyn the ranksobtainedfor differentperformanceneasuresomparedo
the COPRAS method results. Namely, the application of the EDAS method
indicateghatthebestrankedalgorithmis PSOCGSAaccordingo thebestresults,
standarddeviation,computatiortime, andconvergence)which pointsout thatthe
validity of the obtainedresultswasachieved.

Theapplicationof the EDAS methodallowedfor the crossvalidationof theresults
derivedfrom COPRASmMethod,providing additionalconfidencein the robustness
and consistencyof the obtainedranking. By comparingthe rankingsfrom both
methods,a more comprehensivand reliable assessmerf the alternativeswas
achievedenhancinghe overalldecisionmakingprocess.

Conclusion

This studyappliedthe COPRASmulti-criteriadecisionmakingmethodto rankand

evaluate metaheuristicalgorithms for solving the multi-objective Economic
dispatch problem. The ranking criteria were basedon multiple performance
measures,assessingeach a | g o r ieffebtivedessin addressing different

subproblem®f the optimizationtask.By integratingthesecriteria,the PSOCGSA
algorithmwas identified as the most suitablesolutionfor the Economicdispatch
problem.The COPRASmethodfacilitateda structurecandsystematicomparison,
ensuringthat the final ranking consideredthe accuracyand robustnesf the

algorithmsandtheir computationakfficiency andstability acrossvariousproblem
variants.The EDAS methodwasemployedto validatethesefindings, confirming

our ranking procedure'seliability. The resultsof this study demonstratehat the

proposedmethodologyis effective and can be extendedto other optimization
problemsrequiringthe selectionof the mostappiopriatemetaheuristi@lgorithm
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Unlocking food security: the power of labelling
in consumertrust and saety

Du Yuwel
ObudaUniversity, Budapest, Hungargluyuwai@stud.urobuda.hu

Abstract:Food safetyand food securityare critical to public health,economicstability, and
national security.This studyexplorestherole of food labelling in strengthenindgood safety
by enhancingconsumertrust. To investigatethis relationship, we conducteda literature
review, selectingstudiesbasedon predefinedinclusionand exclusioncriteria. The review
focusedon peerreviewed studies publishedin English between2014 and 2024 that
investigatedhe associatiorbetweerfood labelling and food safetyand security.Improved
food labelling can ensurethat consumershave accessto reliable and accurate product
information, therebymitigating food insecurity. In addition, the adoptionof digital food
labelling systemsand certification mechanismsan improve food safety outcomesand
enhanceonsumetrust.

1 Introduction

Foodsecurityhasevolvedfrom a narrowconcepof food supplyandavailability to

a multidimensional concept that encompasse&conomic, social and cultural

aspectfl]. Ensuringfood securityrequiresnot only adequatesupplybut alsosafe,
nutritious and accessibl€ood. Food safetyis a fundamentalcomponentof food

security,ensuringthat food is free from contaminationand fit for consumption,
providing nutritional valug2]. Without food safety, the broadergoal of food

security cannot be fully achieved, as hunger causesanxiety and fear, or

contaminatedynsafefood underminesiealthandwell-beind3-8].

Foodlabelsareadirectchannebf communicatiorbetweermanufacturergetailers,
regulatorsthird-party certificationbodiesand consumeri®]. This studyexamines
the interaction betweenfood safety, food safety and food labelling, analysing
mandatonjinformation(suchasnutritional content productiondateandexpiration
date)andvoluntarylabelling (suchasorganiccertificationand GMO-free claims).
In addition, we assesfhiow emergingtechnologiesincluding blockchainand Al -
basedtraceability systems,can improve the transparencyand credibility of food
labels.Giventhe increasingcomplexity of food systemsandthe growing needfor
transparencythis study focuseson the role of food labelsin strengtheningood
safety,particularlyby increasingconsumetrust. Furthermorefood insecuritycan
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exacerbateonflict andundermineregionalstability. Integratingfood systemsnto
nationalsecurityframeworkscanenhanceheresilienceof food systemandreduce
vulnerabilitiesthatcanbeexploitedin timesof crisisby focusingontheintersection
of food safety,securityandtechnology.

2 Methodology

For studieson food labeling with safety and secuity, we developedresearch
gquestionsand inclusion and exclusioncriteria. The inclusion criteria usedin this

systematigeviewwere (i) focusingon therelationshipbetveenfood labellingand

food safetyandsecuity (ii) academigeerreviewedjournalsandresearctarticles,

(iii) publicationswritten in English,and (iv) paperspublishedwithin the research
timeline (2014-2024). Exclusioncriteriawerethosethat(i) werenotrelevantto the

topic of interest.

3 Results

3.1 Therelationship of food security and food safety

Food security has evolved constantlysinceits initial definition in the 1970sby
World FoodConference(1974)efinedfood securityasfood supply- assuringhe
availability and price stability of basicfoodstuffsat the internationaland national
level [10]. Accordingto World food summitin 1996,they statethatfood security
is i F o seclrityexistswhenall people atall times,havephysicalandeconomic
accesso sufficient,safeandnutritiousfood thatmeetsheir dietaryneedsandfood
preferencefor anactiveandhealthylife [11]6 FAO dividesfood securityinto four
parts: Food availability(supplyand resource) food Access(affordabilityor social
safety; utilization(sustainhealth and well-being) and stability(developmentind
sustainability)1],whichimprovedfood securityin termsof availability andaccess,
marketdevelopmentnaturalresourcemanagemensind accesso basicservices.
The focus of food security has shifted from food supply, food availability to a
broadedefinition. This shift reflectsanincreasingunderstandinghatfood security
involves multiple dimensionghat includeseconomic(economicaccesso food),
social,and cultural aspectsassociatedvith well-being (food preferencesquality,
safety, and nutrition) [2]. Food insecurity impactswell-being especiallyin less
developedcountry [4, 12]. Food insecuritywell-beingincludes threefactors: (i)
sensoryexperiencedunger)[3, 4]; (ii) affective experiences(sucasanxietyand
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fear, mentalhealthis found to be strongly associatedvith food insecurity[5-8]);
and(iii) evaluativeexperienceselativedeprivatior) [13].

Food safety is a foundational aspectof food security. Food safety involves
foodborneillnessandincludesthe handling,preparatiorand storageof food [14].

Food safetyis an essentiatomponenbf food security,particularlyin the context
of food utilization[1]. Foodsafetyrefersto the entireproces$rom food production
to consumptiongnsuringthatfood is safewheneatenanddoesnot causeharmto

consumershealth[15]. It includes:pollution preventionand control: preventing
food from being contaminatedy biological (suchas bacteria,viruses),chemical
(suchas pesticidesheavy metals)and physical (suchas foreign matter)[16-18];

handling and storage: ensuring that food remains hygienic and safe during
production, processingtransportationand storage[19, 20]; and regulationsand
standards:complying with relevant food safety regulationsto ensure food

traceabilityandcontrollability [15, 21,22].

Food Safety

Figurel
Therelationshipbetweerfood securityandfood s&ety

Amongthem,the standardgandsystemcommonlyusedin food safetyassessment
are:HACCP (HazardAnalysisandCritical ControlPoints;|SO 22000(FoodSafety
ManagementSystem); GFSI (Global Food Safety Initiative; IFS (International
FeaturedStandardsFSSC22000(Food Safety SystemCertification 22000, Food
Safety System Certification); Codex Alimentarius (Food Code); FSMA (Food
SafetyModernizationAct) of the United StatesRegulationof the Europear-ood
Safety Authority (EFSA); China'snationalfood safetystandard{GB standards),
etc.,asshownin Tablel. Thesestandardandsystemsnainlyincludeinternational,
regionalandnationalfood safetystandards$o ensurehatall links in the production,
processingtransportatiorandsalesof food meetthe requirements.
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As mentionedabove,food security focuseson whetherfood can be effectively
obtained and continuously supplied, including four key elements:availability,
accessibility utilization andstability. The utilization partis closelyrelatedto food
safety, ensuring that the food obtained is safe, nutritious and suitable for
consumption.Without food safety, the other dimensionsof food securityd
particularly accessand utilizationd cannot be fully realized, as unsafe food
underminesheverygoalof providingnutritiousandreliablesustenancé hus,food
safetyactsasafoundationfor achievingbroaderfood security.

In the situation of resourceconstraintsfood security prioritizes concernsabout
persistenfood shortagesandhungerwhenhungeris moreurgentto be addressed
than food safety [23]. However,generallyfood security always prioritizes food
safety over healthy nutrition [24]. To establishhealthy and sustainablefood
productionandfood systemsfood safetyis alsovery important,andfood safety
and food securitymustbe combinedto meetthe food security challengedacing
humanity.

Standal Descriptic Applica Aera
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HACCP HazAnaIQ/rx_;(ﬂra ti manufact Global
ContProdiInt s process

cat eati ;.
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ISO 22000 Man a g eShyesntte Foasdipphg Global
Retfhoodd
GFSlI Global FoodSafetylnitiative manuf act Global
subpohadtnc
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IES InternationalFeatured Manuf act Eur o
Standards (retanmnd ¢
supplie
FoodSafetySystem Fopd oduc
Certification22000b a soend p r o c easnsdi
FSSC22000 | SD200O6CcOgMy z manufact Global
GFSI . enterpr
Codex | d evelbotphted i t €
Alimentarius Nat iammdéWwo r Helal Altly ppefso o  Global
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European addi ries easlnme hre Altlypmdsoo Eur o
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standar petc €
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Table2
The standards and systems commonly used in food safety assessment

220



3.2 Foodlabelling: away to enhancefood security

3.2.1 Foodlabelling guidelines

Foodlabelsrefer to informationon prepackagedood [25]. "Prepackagedieans
packedor preparedn advancen acontainerandreadyto beprovidedto consumers
or for cateringpurposesTheinternationallyrecognizediefinition of food labelling
is any label, brand, mark, picture or other descriptivematerial, etc. In modern
society,food systemsare often madeup of long supplychains,which resultsin a
large degreeof separatiorbetweenconsumersand growers,reducingc on s umer s 6
understandingndinvolvementin food production[26]. Foodlabelsarethe main
way for consumerso obtainfood-relatedinformation,alsoseenasa policy tool to
helptransitionto healthier moresustainabldood systemsAt the sametime, food
producersareveryinterestedn usingproductlabelsto inform consumersboutthe
quality of their productsand brandsat the point of purchaseandto connectwith
consumerg?25]. Food labels refer to information on pre-packagedfood, "Pre
packaged'meangackagear madeupin advancen acontaineryeadyfor offer to
theconsumeror for cateringpurposesTheinternationallyrecognizediefinition of
food label is any tag, brand, mark, pictorial or other descriptivematter, written,
printed, stencilled,marked,embossear impressecn, or attachedo, a container
of food [27]. Accordingto the Generalstandardfor the labelling of prepackaged
foodsby CodexAlimentariusCommissionthefollowing informationis mandatory
labelling content:the nameof food; list of ingredients;net contentand drained
weight; name and addressof the manufacturer,exporter, importer, packer,
distributoror vendor;countryof origin; lot identification;datemarkingand storage
instructions; instructions for use; The Codex Alimentarius Commission also
providesfor the following eight foods and ingredientsknown to causeallergies
should always be declaredon the label as table 2 showed.(wheat, crustacean
shellfish, egg, fish, peanutsand soy, milk, tree nutsandsulfurizing agentswhen
Sulphitein concentration®f 10 mg/kgor more)needto belabeled[27-29]. If the
food hasbeentreatedwith ionizing radiation,a written statementnustbe attached
[27]. In somecasesguantitativdabellingof ingredientss alsorequired According
to Codex generalstandardfor the labelling of prepackagedfoods must not be
describer presentednanylabelin amannethatis false,misleadingor deceptive
or as this could create an erroneousimpressionin any respectas to their
characteristic§27]. Sinceconsumetrustis animportantdriver of consumerfood
choiceq30, 31]. It follows that,food labelsplay a vital role in build custometrust.
Therefore,ensuringaccurateand transparenfood labels helps consumersnake
healthierandsaferfood choiceq32].

Currently,althoughthepre-packagedood labellingguidelinesaroundtheworld are
basedon the Food CodexAlimentariusof the Food and Agriculture Organization
of theUnitedNations(FAO)andWorld HealthOrganization(WHO) therearegreat
differencesn specificregulatoryrequirementamongcountrieg25].
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Table3
Mandatorylabelling - foodsandingredientsknownto causeallergies

3.3 Food labelling with food security and consumertrust

Foodlabelsarea direct communicatiorchannelbetweemmanufacturersietailers,
regulatorsandthird-party certification bodiesand consumen®]. Researcton the
credibility of food labels plays a key role in food security researcf83]. When
consumergdoubt label information, it may affect their trust in product quality,
which in turn hasa negativeimpact on their purchasingdecisions.In addition,
inaccurateor ambiguoudabel information (suchas unclearexpiration datesand
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opaqueingredients)may causeconsumergo refuseto buy and evencausefood
wastg34]. With the developmenbf emergingtechnologiegsuchas blockchain,
foodtraceabilitysystemsartificial intelligence) thetransparencgf thefood supply
chainhasbeensignificantlyimproved35, 36]. Thesetechnologie$ielpenhancehe
authenticityof food labelsandincreaseconsumetrustin labelg37, 38].

Given the increasingcomplexity of food systemsand the growing need for
transparencythis studyfocuseson therole of food labellingin strengtheningood
safety,particularlyby increasingconsumetrust.

By analyzing mandatory information on labels (such as nutritional content,
production date, shelf life, etc.) and voluntary information (such as organic
certification, GMO-free, etc.), we can explore the differencesin consumers
perceptionand trustin labels.In particular,how emergingtechnologiessuchas
blockchainand Al-basedraceabilitysystemscan enhancehe transparencyf the
food supplychain,improveconsumergrustin food labels,andprovideareference
for optimizing the safetyof food labeldesign.

4 Discussion

Food labels are a bridge betweenfood safety policies and consumerbehavior.
Accurateandtransparentabelsare essentiako foster consumettrust andreduce
food-relatednhealthrisks.In addition,emergingechnologie$avea positiveimpact
on food labelling transparencyBlockchaintechnologyenablessafe,tamperproof
traceability in the food supply chain, providing consumerswith verifiable
information about product origins and safety standards.Similarly, Al-driven
certification systemscan improve labelling accuracy and prevent fraudulent
misrepresentation®y integratingthesetechnologiesnto food labelling systems,
regulatorsaandindustrystakeholdersanimprovefood safetyandminimizetherisks
associateavith mislabeledor contaminategbroducts.

Anotheraspecis the psychologicabndbehavioralresponsef consumerso food
labels.Clearand easyto-understandabelshavea positive impacton purchasing
decisionsyeduceuncertaintyand improve productsafety.Distrustin food labels,
especiallyin regionswith ahistoryof food safetyscandalsganleadto peoplebeing
reluctantto consumeproductsand even causefood waste. Therefore,enhanced
public educationon food labelling and improved regulatory enforcementcan
enhanceonsumerconfidence.

In addition thisstudyhighlightsthebroadesafetyimpactof foodlabelling In crisis
situations such as conflict or natural disasters,ensuring the authenticity and
traceabilityof food sourcess critical. A robustfood labellingframeworkcanserve
asa nationalsecuritytool to preventfood fraud, mitigateeconomiaisruptionsand
promotestability in the food supplychain.
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Conclusion

This studyhighlightsthecritical role of food labdling in improvingfood safetyand
consumertrust. Blockchain and Al-driven labdling systemsoffer promising
solutionsto improvetraceability,preventfood fraud, and ensurecompliancewith
safety standardsFutureresearchshould explore the long-term impact of digital
food labeling on consumerbehavior, especiallyin different cultural contexts.
Policymakersshould also consider harmonizing food labdling regulationsto
facilitateinternationatradeandenhancelobalfood security,sothatfood labeling
canbecomeanimportanttool to achievea saferandmoretransparentood system.
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Abstract The Intelligent Transport Systemhas made transportation more efficient. With
available traffic information and 5G technology,cars can effectivelytransmit relevant
information to other road users, such as congestion,environmentalforecasting, and
accidents.This information is vital to designinga fast and efficient meansof transport.
However,manypeopledo not participatein the sharingof information,evendependingon
the possibility, becausehis meansthat a lot of personalinformationaboutthe car andits
ownermustbeprovided.Theinformationsystemsisedsofar couldnotsolvetheseproblems.
However,n thecaseof vehiclesauthenticatedn theblockchain the personaldataof thecar
ownerwill remainsecretandwill notbemadepublic. Dueto decentralizationfrustis based
on blockchaintechnologyand not on personaland sensitivedata. To this end, theresearch
goal is to createa blockchainwherelTS data can be safelystored.Sincethe registration
data can be efficiently savedin the blockchain,a smart contractis createdwithout any
specialknowledgeof its useby the end user. A smart contract alwaysrequiresa simple
registration, which is recordedin the contract. The data specifiedin the contract are
automaticallysavedin the blockchain,avoiding all “traditional” centralizeddata storage
solutions therebyincreasingthe safestorageof data.

Keywords:Blockchaintechnology Smart contract,Data security,Ethereunsidechain

1 Introduction

The 21st Century has beencontinuouslydigitalized, which gradually helpedto
introduce new and innovative technologies[1]. The rapid and dramatic
developmentf informationtechnology,overthe recentdecadegannotbe denied
[2], which has seenmany good and bad solutionsin the past[3]. Blockchain
technologyand distributedledgersare attractingmassiveattentionand triggering
multiple projectsin different industries[4]. Traffic managementand passenger
safetyareimportantdomainswhereubiquitousconnectivitybetweernvehiclescan
play avital role [5]. This crucialandimperativeneedin our transportatiorsystem
is notonly importantbut alsoextremelyessentiafor the presentndfuture of road
networks yvehicles andusersustenancémprovementn roadandvehicletransport
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technologyhas continuedto redefinethe currentexpectationsand subsequently
prospect®f sustainabléransportandtraffic managemer6].

The applicationof blockchaintechnologymakesit possibleto transferthe ITS
solution to a decentralizedenvironment.Due to the structureof the blockchain
called ITSB, the blocks are closely connectedand form a high level of security
suitablefor data storage.Blocks of the blockchaincontain all ITS-relateddata
importantfor road users.The structureof the ITSB blocksis shownin the Fig. 1
below.

Blockchain called ITSB
Block-Header Contain:

Time Stamp, Block version,
Nonce, nBits, Merkle Tree
Root, Parent Block Hash

Block-Body Contain:
ITS Data

Blockchain called ITSB
Block-Header Contain:

Time Stamp, Block version,
Nonce, nBits, Merkle Tree
Root, Parent Block Hash

Block-Body Contain:
ITS Data

Figurel
Building the structureof the blocksof the blockchaincalled I TSB

Theresearchyuestionghatguidedthis studywereasfollows:
ResearcltQuestionl:

Is it possibleto createa blockchainwith private accessto securelystore data
generatedy smartintelligenttransportsystems?

Achievingthis researclgoalis a big challengebecausealecentralizegeerto-peer
data storagesystemsare much more complex than the centralizeddata storage
solutionsthathavebeenfrequentlyusedandacceptedip to now.

ResearctQuestion2:

Canthe datageneratedy intelligenttransportsystemsbe automaticallyuploaded
to the privateaccesdlockchainby usinga smartcontract?

Themotivationalgoalis to write asmartcontractthatcanautomaticallyuploaddata
to the ITSB blockchainfor supply chainmanagementUntil now, sucha solution
hasnot beencreatedn scientificlife.

Trendsare the resultsof economicprocesseshat can evenchangedevelopment
trends[7]. Centralizeddatastoragesolutionsare widely acceptedhesedays,but
thisis alsoa trendthatwill presumablychangesincenewerandsaferdatastorage
canbeimplementedn a decentralizegnvironmentwhichis oneof theimportant
motivationalpointsof this researchilt is typical of this researchhatit presentso
manynew solutions the acceptancef whichis not uniformevenin thelT sector.

Theresearchs structuredaccordingto thefollowing structure:
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Modernsolutionsbetween TS andblockchaintechnology,
Creationof ablockchaincalledITSB,

Creatinga smartcontractfor the automatedstorageof datafor the ITS
system.

2 Building a Model of the Relationship Betweenitsb
Blockchain and the its Smart Contract for
I ntelligent Transportation Systems
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Creating a blockchain called
ITSB

Data authentication by
consesus mechanism

i

Creating a smart contract
called ITSSC

l

Storage management

l

Access to blockchain data
for registered ITS

Figure2
More importantstepsin building ablockchainrbased TS system

To build the system 3 layersareneededwhich areclosely connectedin thefirst
step,the datais enteredthe communicatiorayeris connectedo this, andthenthe
layerresponsibldor security.Securityis of paramounimportancen this case as
this necessitateshe use of blockchain technology. Without modern database
securitysolutions,the availablel TS informationlosesits relevance Accordingto
my formulation,databaseecuritycanbe definedasfollows:

Databasesecurityis definedas the ability to resistthreatsand attacks,and the

totality of defendingresourceswhichwill avertall unauthorizechatural andlegal

entities, as well as maliciouscomputerp r o g r iatentodsin influencing the

d at a baperaidnas well astheir causingany typeof damagetod at abas e d s
rightful owners,or users.Thesecurityrequisitesare confidentiality,integrity, and
accessibility aswell asundeniabilityand authenticity[9].

Fi gbhel prwe stehhen gy ear e dh i o £ bl€ETEENEIl 0 ¢ kscyhsati enm.
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Smart Contract, ITS application,

Input layer — blockchain

!

Communication layer

l

Security layer —

P2P network, 5G, Communication
mechanism

Timestamp, SHA algorithm, Hash
function, Consensus mechanism

Figure3
Thelayeredarchitectureof the ITS andblockchainsystem

3 Creation and Configuration of ITSB Blockchain
GenesisBlock

The first and mostimportantstepin creatinga blockchainis to createa Genesis
block. TheGenesiblockis essentiallythefirst blockin theblockchain Fig. 4 below
presentshe closerelationshipbetweerthe genesidlock andsubsequerthlocks.
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Transaction tx |

|

Transaction tx
n+2

ITSB - Blocks

ITSB Blockchain

Trans:llitlion tx
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<y
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U

Genesis
Block 0

f

Block 4

\ Recording Blocks \

ITSB_Consensus

PoS
Mechanism

SHA algorithm

Not Verified and

Confirmed Transactions

£

ITS - Smart Contract

Figure4

Schematidlock diagramof the blockchainbasemode

The sourcecodeof thefirst block of the ITSB blockchainis demonstrateih Fig. 5

below.
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"config": {
"chainld": ITS 100,
"homesteadBlock™:1,
"ERC20Block":1,
"byzantiumBlock":1
h
"difficulty™: "200",
"gasLimit": "50",
"extraData":"0x00",
"alloc™: {
"56c5kza8obv0097562220872534698hjdsjcyq94n":
"balance":"2"
h

"hol84dpmv82554kpcneqfwwjm00054867596kng":

"balance";"2"

}

Figure5
Creationof ITSB blockchainGenesidblock

The following are the mostimportantcommandsusedduring the creationof the
ITSB blockchain:

233



1 Config: It definesthe blockchainconfigurationand determineshow the
networkwill work.

9 Chainld: This is the chain numberusedby severalblockchains.The
Ethereummainchainnumberis fi 1 Any randomnumbercanbeusedif it
doesnot matchwith anothemlockchainnumber.

1 HomesteadBlockit is the first official stableversionof the Ethereum
protocol,andits attributevalueis i 0 @ne canconnectother protocols
such as Byzantium, eip155B, and eip158. To do this, under the
homesteadBlockadd the protocol name with the Block prefix (for
example gip158Block)andsetthe parameteil 0tdthem.

1 Difficulty: It determineghedifficulty of generatingolocks.

GasLimit: Gasis the fi f u thdti® usedto pay transactionfeeson the
Ethereummetwork.Themoregasa useris willing to spendthehigherwill

bethepriority of histransactiorin thequeuelt is recommendetb setthis
valueto ahigh enoughlevelto avoidlimitations.

1 Alloc: It isusedto createacryptocurrencyvalletfor theprivateblockchain
andfill it with i f a étherilo].

4 Creating a Smart Contract for Automatic Data
Storage in the Blockchain Database

Writing a smartcontractrequiresnotonly legalknowledgebut alsolT knowledge.
Broken down into skills, hard skills (textbook knowledge) are necessaryfor
programmingaswell assoft skills to understandiow the systenmworks[11].

In terms of Blockchain, a smart contract automatically enforces agreements
betweerntwo or morepartieswithout a trustedintermediary.Thesesmartcontracts
are implantedas computerprogramsin Blockchain softwarelike Ethereumand
HyperledgerParticipantgoin the networkdependinguponthetype of Blockchain
and can requestthe executionof a particular contractfor a transactionin the
BlockchainP2Pnetwork. The history of thesetransactionss storedin blockchain
is similar to digital currenciesThe stateof the contractandparticipantsassetsare
determinedy the sequencef transactionén the blockchain[12].

Thecorrectexecutiorof smartcontractsloesnotrely onatrustedhird partysimilar
to cryptocurrenciesConsensugrotocolsarethereto resolveany potentialconflict
betweencontractualparties. There are different solutions availablefor conflict
resolutiondependingon the platform[13].
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Ethereum supports smart contracts. Blockchain platforms that support smart
contractsare often referredto as programmabléblockchains[14]. An Ethereum
basedsmartcontractis acryptographidoxthatstoresnformation,processemputs
writesoutputs,andis only accessibléo theoutsideif certainpredefinecconditions
aremet[15].

Benefitsof SmartContract:

f

Autonomy: Smartcontractsremovethe needfor trustedintermediaries,
enablinga higherdegreeof autonomywhenit comesto transactionand
otherprocesses.

Trust & TransparencySincet h e me thisl-party involvement and
becausetransactionrecordsare sharedacrossthe blockchain network,
t h e ncenéeslto questionwhetherthe information hasbeenalteredfor
personabain.

Efficiency: As soonasa conditionis met, the contractwasteso time and
executesimmediately. Moreover, since smart contractsare digital and
automatedthey minimizethe potentialfor humanerror.

Savings: With smart contracts, intermediariesd o nréeéd to handle
transactionswhich removesassociatedime delaysandunnecessarfees
[16].

The smartcontractconditionsare calledtriggers. The following 4 conditionsare
requiredwhenconcludinga smartcontract:

f
f

f

Forthe subjectof the contractwhichis the subjectof the contract,

To defineconditionsprecisely.The provisionsof the contractcanonly be
implementedf theyarefulfilled,

For authenticationThe subjectof the contractandits conditionsmustbe
authenticateavith a digital signature,

Finally, ablockchainis alsoneededvherethecontractcanbecreated17].

Fig. 6 below presentghe connectiorbetweerthe ITS SmartContractandthe ITS
blockchain.
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Generated Generated Generated
ITSB ITSB ITSB
block n block n+1 block nt+2
ITS Smart Contract Updated ITS
:> block
ITS ITS ITS
usern user n+1 user n+2
Figure6
ITS SmartContract

4.1 Platforms for Smart Contract

In the caseof the ITS system,it is advisableto choosefrom 3 different Smart
Contractplatforms.Thesearethefollowing:

9 Bitcoin is a public blockchain platform that can be usedto process
cryptocurrencytransactiondut with a very limited computingcapability.
Bitcoin usesa stackbasedytecodescriptinglanguage.

1 NXT is apublic blockchainplatformthatincludesbuilt-in smartcontracts
as templatesNXT only allows developingsmart contractsusing those
templateslt doesnot, however,allow customizedsmartcontractsdueto
thelack of Turing completenesm its scriptinglanguage.

1 Ethereumis a public blockchainplatform that can supportadvancedand
customized smart contracts with the help of Turing-complete
programmindanguageEthereunplatformcansupportwithdrawallimits,
loops, financial contractsand gamblingmarkets.The codeof Ethereum
smartcontractgs writtenin a stackbasecdytecoddanguageandexecuted
in EthereumVirtual Machine(EVM). Severalhigh-level languagege.g.,
Solidity, SerpentandLLL) canbeusedto write Ethereunsmartcontracts.
Thecodeof thoselanguageganthenbe compiledinto EVM bytecodedo
berun[18].

In the caseof the ITS system,it is recommendedo choosethe Ethereumbased
smartcontractplatform. The ETH blockchainis a stableblockchainon which the
smart contractplatform is built. In addition to security, reliable operationand
continuousavailability are very importantaspectsthat the ETH SmartContract
meets.
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4.2 Creating a Smart Contract

Theattitudetowardsinnovationis a key factor, asit is throughinnovationthatnew
solutions can be created.Such is the application of the smart contractin the
intelligenttransportsystem19].

Oneof themostimportantstepswhenwriting a smartcontractis connectingo the
ITS systemlIn thesmartcontractjt is necessarjo entertheregistratiordata,which
the systemstoresin the privateITSB blockchain.This meanghat personaldatais
protectedandcanbe storedsafely.

Fig. 7 below presentghe sourcecodeof the smartcontractcalled ITSSC,which
enablesisersto registerin thesystem.

pragmasolidity 0.8.0;
contractnamel TS SmartContract{
/I Storage
stringfirstName_Krisztan;
stringlastName_Balint;
constructor(stringnemory_firstName stringmemory_lastName]

mapping(address> vehicleladdressbalances;

functionfullname (Krisztian Balint) privateview returns(string memory){

returnstring(abi.encodePacked(lastName_Balint;
firstName_Krisztian));

}
}

functionssendITS data(ITSB blockchainaddresy

}

Figure7
ITS SmartContract
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Conclusions

The application of blockchain technology provides the opportunity to expand
IntelligentTransportSystemandmakethemmoreefficient. Safestorageof datais
akeyissuein this sector.Theefficientandsafeidentificationof roadusershasbeen
an unsolvedproblem until now, as many peopledid not want to provide their
sensitivepersonabataduringidentification.As aresult,buildingandexpandinghe
systemwasanunsolvedproblem.

The ITSB blockchainensureghe safeandlong-term storageof ITS systemdata.
Dueto the structureandconsensumechanisnof the blockchaincalledI TSB, data
canbe storedmoresecurelythanin the caseof their centralizedcounterparts.

The smart contract called ITSCC provides an additional opportunity in the
developmenbf theITS systemsincethe personablataof theregistered TS parties
will neverbe madepublic, andthey will not be known to the other participants,
despitethis, all smartcontractmemberdrusteachother,sinceeveryonemustmeet
the samesmartcontractconditionsbasedon a strict mathematicasolution.

It canbe concludedthat the connectionof the creatediTSB blockchainwith the
smartcontractmay be an important part of the ITS systemin the future, thus
providing newopportunitiesn thefield of furtherdevelopment.

References

[1] A . Tick,i | n d d4.8narraiveghroughthe eyesof SMEsin V4 countries,
SerbiaandB u | g aActa PalfitechnicaHungarica20:2,21 p, pp.83-104,
2023.

[2] P.T.MaiandA. Tick,fi Cy ISecurityAwarenesandbehaviorof youthin
smartphoneusage:A comparativestudy betweenuniversity studentsin
HungaryandV i e t nAatarPolytechnicaHungarica,18(8),67-89,2021.

[3] C.Cs i s-Kdesiri M GaraiFodor & J. Varga, i Wh #&as become
importantduringthep and e mi ¢ ? prefeaeacesans gurcmasging
habits as an aftermathof the coronavirusepidemicthrough the eyes of
different g e n e r a Acta ®olyseéhnicaHungarica,18(11), pp. 49-74,
2021.

[4] M. Nofer, P. Gomber,O. Hinz, & D. Schiereckfi B| o ¢ kBudinasstn .
informationsystems n g i n e $pringenFgdhmedierwiesbadenp. 59,
pp.183-187,2017.

[5] M. A. Javed,E. B. Hamida, A. Al-Fugaha,& B. Bhargava,i Adapt i ve
security for intelligent transportsystema p p | i c ¢EEE lotelligdnt,
TransportatiorBystemdMagazine 10(2),pp.116120,2018.

[6] A.B.Nkoro,& Y. A. Vershinin,fi C u r anéfuturetrendsin applications
of Intelligent Transport Systemson cars and i nf r ast t7thct ur efi,

238



[7]

[8]

[9]

International EEE Conferencen IntelligentTransportatiorsystems|TSC,
pp.514519,2014.

M. GaratFodor,ii A n a lofyfFmandally Aware ConsumeiSegmentgrom
the Perspectiveof ConsciousConsumerB e h a v iAotai Pofytechnica
Hungarica20(3),pp.83-100,2023.

M. WaseemK. A. Ahmed,& M. T. Azeem,i B| o c kbaskdatelligent

transpors y s t weterefits j d3§ dedets § @Y e Jlstyr - dzts k@)% d d
2021.

K.B 8 | it b &aSeaurityStructureofaSt u d AtreridanddregisteBased
on Security Camerasand Blockchain T e ¢ h n o IE&HE Jointd22nd
International Symposiumon Computationallintelligence and Informatics
and8th InternationalConferencen RecentAchievementsn Mechatronics,
Automation, Computer Science and Robotics (CINTI-MACRo 2022):
Proceeding8udapestMa gy ar 418 s m.886189,6p, 2022

K. Sagarii H otevSetupYour Own PrivateEthereurmN e t w o(acke8sad:
2023.11.12), https://www.geeksforgeeks.org/he-setupyour-own-
private-ethereurmnetwork/2022.

I. Holik, I. D. Sandaand G. Mo | nf8Tr Necessityof DevelopingSoft
Skills in STEM Areas in Higher Education, with Special Focus on
Engineeringl r a i nAUTEd@(4),pp.199214,2023.

[12] N. Atzei, M. Bartoletti,T. Cimoli, S.Lande,andR. Zunino,6 6 S Orifaveling

[13]

[14]

Bitcoin smartc o n t r ia Procsint. &dnf. Princ. Secur.Trust, pp. 217
242,2018.

M. N. M. Bhutta,A. A. Khwaja,A. NadeemH. F. Ahmad,M. K. Khan, M.
A. Hanif & Y. Cao, 6 6 survey on blockchain technology: Evolution,
architectureands e ¢ u rlHEE Acc¢ebs®, pp.6104861073,2021.

G. A. Oliva, A. E. Hassang& Z. M. Jiang,i A axploratorystudy of smart
contracts in the Ethereum blockchain p | at f Brmpinidal. Software
Engineering25, 18641904,2020.

[15] A. Bogner,M. Chanson& A. Meeuw,fi Adecentralizegharingapprunning

[16]

a smartcontracton the Ethereumb | o ¢ k clrh Rraceedingf the 6th
InternationalConferencen the Internetof Things,pp. 177-178,2016.

Moralis: List of Smart Contract Ideas and Examplesfor Developers,
https://moralis.io/lisof-smartcontractideasandexamplesor-developers/
2023.

[17] K. B8 | i €t ¢ aftaiUnifired University Blockchainfor the Purposeof

Storing the Un i v e r Beaching®Msa t e r ilna 2023AIEEE 17th
International Symposium on Applied Computational Intelligence and
InformaticsSACI, pp.000159000164,2023.

239



[18] M. Alharby, & A. Van Moorsel, i B1 o ¢ kbashdamart contracts:A

systematignappings t u @rXivipreprintarXiv:1710.063722017.

[19] €. Cs i s-Kdzsiriakd J. Varga, "Innovation and factors leading to
innovativebehaviouraccordingo Hungariarbusinesses12023IEEE 17th
International Symposium on Applied Computational Intelligence and
Informatics(SACI), Timisoara,Romaniapp.000291000296,2023.

240



The Role of Corporate SocialResponsibility in
Achieving Economicand Social Sustainability

Liu Yi

Facultyof HumanitiesUniversityof P ® ¢ sP ®c s , Hungary,
1883156990@163 com

Wu Yue

B § nlkd nRactultyof MechanicalandSafetyEngineeringDoctoralSchoolon
SafetyandSecurityScience ObudaUniversity, Budapest, Hungary,
wuyue.budapest@gmail.com

Abstract Corporate Social Responsibility (CSR) has becomea pivotal strategy for

businesseto addressglobal challengesand promotesustainabledevelopmentThis study
examinegherole of CSRin achievingeconomicand social sustainabilityby analyzingits

impacton corporateperformancesocial equity,and environmentapreservationThrough
aliterature reviewandqualitativeanalysis theresearchindsthat CSRinitiativesalign well

with the United NationsSustainableDevelopmenGoals (SDGs).Theresultsindicate that
CSRnotonly enhancesorporatereputationandstakeholdetrustbut alsofostersong-term
economic growth while addressing social and environmental issues. However, the
effectivenesef CSRdependn its integrationinto core businessstrategiesand genuine
commitmento sustainability. This studyconcludeshat CSRis a vital tool for balancing
economicand social sustainability,but its implementatiorrequiresrobustgovernanceand

stakeholdeengagement.

Keywords:CorporateSocialResponsibility EconomicSustainability;SocialSustainability;
SustainabldevelopmenGoals; StakeholdeEngagementEnvironmentaPreservation

1 Introduction

In latestyears,asthe global organisatiorsurroundingkeepsto evolve,Corporate
Social Responsibility(CSR) hasend up a key methodfor addressingessential
worldwide challenges,togetherwith weatherexchange,social inequality, and
financial uncertainty.CSR refersto the integrationof social, environmentaland
ethicalworriesinto busines®perationsandstakeholderelationships[1], [2]With

growing worldwide attentionto sustainabledevelopmentCSR hasprogressively
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shiftedfrom beinga peripherapastimeto turninginto acritical methodfor lengthy
term commercialenterprisefulfillment and the introduction of social cost [1],
[2].Despitethe greatadoptionof CSR,therestaysan ongoingdebateaboutits real
impacton sellingfinancialandsocialsustainability Someresearctshowsthat CSR
canenhanceorganizationperformanceand contributepositively to socialwelfare
[3], whilst othersarguethatmanyCSRpracticesaresymbolicandshortagesizable
consequencgd]. To addressthesetroubles,modernframeworksemphasizethe
needto integrateCSRinto middle enterprisestrategiesandimplementit correctly
[5]. The scopeof CSRhasadditionallyadvanced from fundamentatompliance
to proactivecompanyobligation and leadershipimprovemend calling for extra
comprehensiv@rocesseto preparedestinybusinesgeaderdo tacklecomplicated
socialandenvironmentathallengefs], [7].

FurtherresearctexploresC S Rile in diversecontexts Forexamplesubsidiaries
in emergingnarketsegularlyalterCSRtechniques$o matchnearbysociofinancial
situationsevenasaligning with global goals[8]. Innovationis likewise found to
mediate the connectionbetween CSR and organization overall performance,
improving competitivenessand sustainablegrowth [9]. A metaevaluationalso
confirmsthepositiveimpactof CSRon financialperformancedisplayingthat CSR
is eachasocialresponsibilityandastrategiadevice[10]. However currentliterature
revealsseveragaps.Many researcttonsciousnessn specificindustriesor regions
and absencea holistic evaluationof CSR'soverall impact acrossvarious socioc
economicsettings.This is specially evidentin growing countries,wherein CSR
practicesare formed by meansof informal establishmentsand unique cultural
elementsScholarsarguethat CSRtechniquesieedto stability standardizatiomand
nearbymodel,asonelengthfits-all modelsmaynotbepowerfulglobally[11], [12].
Furthermorethe mechanismwia which CSR contributesto attainingthe United
Nations SustainableDevelopmentGoals (SDGs), mainly through its effect on
companytechniquesandgovernanceystemsstayunderexplored.

This study aims to explore how CSR contributesto both financial and social
sustainabilityby examiningits impacton corporateperformancesocialequity,and
environmentalstewardship.The researchalso seeksto assessCSR's role in
advancingthe SDGs and to provide practical guidancefor organizationsin
designingeffective CSRstrategies.

To fulfill this purposethelook ataddressethefollowing key questions:

(1) How doesCSReffectcorporateoverall performancendstakeholder
believe?

(2) To whatextentdoesCSRmakea contributionto sellingsocialjustice
andenvironmentaprotection?

(3) Whatarethecritical succeselementof CSRin supportingthe
realizationof the SDGs?

242



By exploringthosequestionsthis takealook at seekgo offer newinsights
andactionablesuggestion$or reinforcingthefunctionof CSRin sustainable
improvementhroughoutumerousnonetaryandcultural contexts.

2 Literature Review

CSR is broadly diagnosedas a key issue in promoting social fairness and

environmentabustainability It supportdaskswhich includestruthful wagesteam
of workersrange,and neighborhoodhetworkimprovementwhich now not most
effective improve corporatereputationhoweveralso havesignificantimpactson

societaproperly-being[13]. Thesesocialcontributiongeflecthowgroupscanhave
an impact on broader public pursuits via both inner practicesand outside
engagemenBeforesimilarly discussingts influencesit is essentiato distinguish
CSRfrom companysustainability Althoughthose phrasesarenow andagainused
interchangeablythey rangeof their underlyingfunctionsand strategicstrategies.
CSRemphasizepleasurableae mp | o so@ataddsnoral responsibilitiesat the

sametime ascompanysustainabilityspecializesn achievinglengthytime period,

balancedlevelopmenthroughougnvironmentalsocial,andeconomiadimensions
[2]. Understandinghis distinction offers a foundationfor analyzinghow CSR

contributego sustainablémprovementandinformsenterpriseselectioamaking.

In additionto its socialdimension CSRmovementdogethemwith loweringcarbon
emissionsand adopting sustainablesourcing practicesassistaddresspressing
environmentalchallengeq14]. Theseprojectshelp ecologicaldesiresand align
with internationaleffortscloserto responsiblenanufacturingandintake.However,
in practice, many CSR activities fall quick of expectations.Without clean
integrationinto commerciaknterprisgechniquesCSRregularlyremainssymbolic
or quick-termin nature missingthe potentialto generatdasting, significanttrade
[4]. Thisdisconneclimits bothsocialandenvironmentatonsequenceandrestricts
companiefrom knowing the full capability of CSR. One tremendoudarrier to
effectivenessis the absenceof a standardizedmethod for measuring CSR
performancelndicatorsvary extensivelyacrossbusinessesndustries,and areas,
which makes comparative evaluation tough and hinders the developmentof
effective benchmarkingstructures[15]. Therefore, organising a standardized
assessmerftameworkis importantfor agenciego screenconsequencegnprove
implementationanddisseminatdirst-ratepractices.

Despitethesechallengesthereis significantscholarlyagreementhat CSRcanbe
a effective strategictool while aligned with long-term commercial enterprise
targets Whenintegratednto the middle corporateapproachCSRcancreateeach
monetaryandsocialcost[13]. A completeframeworkthatalignsCSRtaskswith a
or g ani egisioh, strategigpsiorities,andexecutionmechanismsffersaclean
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routeto convertCSRintentionsinto realisticand powerfulmovemen{5]. Sucha
strategicapproachmo longersimplestenhanceshee n t e r papabilityeoGeply
to global social and environmentaldemandingsituationsbut also reinforcesits
competitivenesandresiliencean arapidly convertinginternational Takentogether,
previousstudiesshowsthat CSR holdsfull -size potentialin improving company
performance, promoting equity, and assisting environmental sustainability.
However, the fulfillment of CSR practicesin large part dependson how nicely
they're embeddedwithin company approachand whether their outcomesare
systematicallyevaluatedThis observebuildsin this foundationthroughexploring
how groupscanhigherlayoutandputin force CSRpracticego developlong-time
period sustainability throughout monetary, social, and environmentaldomain
names.

3 Methodology

To copewith the studiesquestionsmentionedon this look at, a comprehensive
techniqguebecamehired, utilizing a number statisticsresourcesand analytical
techniquesDatabecamecollectedfrom diversecrediblesourcesinclusiveof peer
reviewedmagazinearticles,enterprisereviews,and casestudiespublishedin the
beyond5 years.This choiceensuresheinclusionof updatedandrelevantstatistics,
reflecting contemporarydevelopmentsand practicesin CSR.The evaluation
ordinarily makes a speciality of exploring the effect of CSR on company
performanceand stakeholderagree with, investigatinghow CSR tasks make
contributiongo socialequityandenvironmentaprotectionandidentifying thekey
factorsinfluencingthe succesandeffectivenes®f CSRimplementationBy very
well analyzingthoseareasthis examineobjectivesto advantage deepeexpertise
of CSR'golein sellingsustainablelevelopmenandguidingagenciesowardsextra
impactful and longterm techniques.Previougesearch has emphasisedthe
imperativeconnectionbetweenCSR and sustainablelevelopmengoals (SDGs),
underscoringC S R patentialto make a contributionto each corporateoverall
performanceand broadersocietalwelfare [1].Furthermore studieshighlight the
differentiationbetweencompanyobligationandsustainability stressinghow each
contributes uniquely to longtime period business success and societal
improvemeni?].

4 Results

The Theoutcomef this havealook at demonstratsubstantiandsuperbresults
of CorporateSocial Responsibility (CSR) on numerousfactors of commercial
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enterpriseperformance Notably, CSR practicesrelatedto inexperiencedsupply
chain control have a marked fine impact on corporate overall performance.
Companieghatinclude sustainabilityprojectsinto their operationsare capableof
lessenmanufacturingchargeswhilst concurrentlyenhancingtheir environmental
photo.This, in turn, attractsenvironmentallyconsciouglients,contributingto both
elevatedcemblemrecognitionandimprovedfinancialperformance.

Thesefindings are constanwith previousstudiesthat highlightedthe high quality
courting betweenCSR andinnovation,aswell asthe monetarybenefitsof CSR
throughouta coupleof industrie§10], [16].Moreover,CSRinitiatives specializing
in fairnes® consisting of equitable wage regulationsand the promotion of
diversityd serveto build greaterpublic acceptastrue with, foster patronloyalty,
andguidemarketplaceenlargementTheseefforts, in flip, leadto greatedong-time
periodprofitability. TheeffectsconfirmthatCSRisn'talwaysmerelyaethicalduty
but a strategicenterprisedevicethat can significantly makecontributionsto both
socialfee andfinancial performance.

4.1 CSRand Social Equity

In phrasesof social fairness,CSR projectsplay a vital function in decreasing
disparitiesand fosteringinclusive increase Companieghat undertakefair salary
regulations, endorse for gender equality, and put money into community
developmentprojects are definitely impacting the lives of their personneland
surroundingcommunities.A key instanceis Starbucks"Global FarmerFund,"
which promotessustainablefarming practicesand helps coffee farmersgrowth
productivity and earnings.This initiative aligns with the findings of previous
studies, which demonstratehow CSR investmentsin sectorslike schooling,
healthcare and infrastructuremake a contributionto greaterequitablesocieties
[14]. Theseeffortsnolongerhandiespaintingsto reduceinequalitybut additionally
contributeto long-time periodsocialstability via assistingstructuralenhancements
within communities. Therefore, CSR plays a key position in advancingsocial
fairnesghroughbridginggapswithin andamonggroups,in theendcontributingto
aextrainclusiveandsustainablduture.

4.2 CSRand Environmental Sustainability

CSR also performsa considerablerole in selling environmentalsustainability.
Many organization$avetakenproactivestepsto limit their environmentalmpact
by meansof adopting renewablestrength sourcesand lowering emissions.A

wonderful exampleis Tesla,whosecommitmentto inexperiencedechnologies,
includingelectricautomobileandsmoothelectricityanswersshowcasehow CSR
canleadto both carbondiscountandmanagemernin the inexperiencednnovation
sector.This locating aligns with previousstudies,which indicatesthat CSR can
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power sustainable innovation and create long-time period economic cost
[14].However,challengesemainin fully realizingthe capacityof environmental
CSRefforts. Althoughmanyorganization$iavelaunchedenvironmentaprotection
initiatives, researchsuggestghat the dearthof cohesive,systematictechniques
regularly preventstheseefforts from reachingtheir full potential. Companieghat
correctly integrate environmental sustainability into their center enterprise
techniques,but, now not handiestgeneratetremendousecological outcomes
howeveralsoenhanceheir aggressiveositioning.This emphasizethe needfor a
greaterstrategicjncorporatednethodto environmentaCSR.

4.3 Challengesin CSR Implementation

Despite the high-quality affects observed,the examinealso highlights several
demandingsituationsthat businessestumble upon in enforcing CSR projects
efficiently. One main issueis the mixing of CSR into a ¢ 0 mp a cogros
commercialenterprisestrategy.Many agenciesonflict to align their CSR efforts
with lengthytime period strategicgoals, leadingto fragmentedand quick-term
actionswhich haverestrainedengthytermimpact.

Another giant undertakingis the absenceof standardizedCSR assessment
frameworks.Without a unified gadgetfor measuringCSR consequencest will
becomehard to evaluateoutcomesacrossunique industriesand regions. For
instance somebusinessesletermineCSR achievemenprimarily basedon social
effect metrics, whilst othersconsciousnessn environmentalsigns like carbon
emissionsmainto inconsistenandnon-similarresults.Thislack of standardization
hindersthe potentialto sharehigh-quality practicesacrosssectorsandimpedeghe
wider adoptionof a succes€SRtechniques.

Therefore the findings recommendhe wantfor a extrastandardizedechniqueto
measuringCSR outcomeswhich might facilitate the effectivenessand scalability
of CSR projectsthroughoutindustries.A unified frameworkoughtto permit for
greatemeaningfulcomparisonsndhigherunderstandingharing,in thelong run
enhancingheimpactof CSReffortsinternational.

5 Discussion

This study showsthat CorporateSocial Responsibility(CSR)is essentiafor each
financial and social sustainability,improving companyperformance promoting
social fairness,and supportingenvironmentakafety. The findings affirm current
researctwhilst emphasizin@CSR'sinterconnectednpacton economic social,and
environmentakffects.

246



5.1 Concluding remarks

CSRpositivelyinfluencescorporateoverallperformanceCompaniesmplementing
sustainablepractices like greensupply chain managementiessenexpensesand
entice environmentallyaware customers, aligning with preceding research
displayingCSRdriveseconomigperformancevia innovationandstrongeremblem
reputation[10], [16].CSRtaskspromotingfairnesswhich includestruthful wages
and genderequality, additionally beautify public believe,consumeroyalty, and
marketplacencreasg13].

CSR also advancessocial fairness.Companiesadopting honestregulationsand

investing in community developmentenhanceresiding situations.St ar buc ks 6
"Global FarmerFund,"asan example supportssustainablegricultureandboosts

farmer income, reflecting CSR'sposition in fostering greaterequitablesocieties

[14].

In environmental sustainability, CSR drives wonderful alternate. Companies
prioritizing renewableelectricity and wastediscount,like Tesla,no longer most
effectivereducetheir environmentakffecthoweveradvantage competitivepart.

Despite many efforts, the shortageof cohesivestrategiesrequently limits their

fulfillment [4]. However integratingsustainabilityinto corebusinesstrategiesan

leadto long-time periodecologicalandeconomicadvantagegl4].

Despiteits blessingsCSRfacesdemandingsituations,in particularin aligning it
with broader businesstechniques.Many agenciesstruggle with integration,
proscribing lengthyterm effectiveness [4]. Additionally, the shortage of
standardizedCSR assessmentrameworks hamperssteady dimension and the
sharingof satisfactorypracticeghroughoutndustrieg15].

5.2 Future ResearchDirections

While this examine highlights the tremendousimpact of CSR on corporate
performance,social equity, and environmental sustainability, several regions
continueto beunderexploredr-utureresearctoughtto cognizancen thefollowing
key areas:

1.Developinga unified CSR assessmenstandardto quantify the social and
environmentalbenefits of CSR. This would improve the comparisonof CSR
practicesacrossndustriesandregions addressinghecurrentgapregardinghelack
of standardize@dssessmentiteria[4].

2.Exploring the role of technologyin CSR, particularly the use of blockchainto
enhancesupply chaintransparencyndartificial intelligenceto optimizeresource
utilization. These technologiescan improve the efficiency of CSR practices,
ensuringcompaniesmeet sustainabilitystandardswhile also enhancingbusiness
operations.
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3.Investigating CSR implementation across different industries and cultural
contextsto understandhe variationsin CSR practicesandtheir impact. This will
helpdevelopmoretailoredstrategiedor differentsectorsandregions[14].

Conclusion

This study concludesthat Corporate Social Responsibility (CSR) performs a
important role in achieving a balance between financial growth and social
sustainability. CSR practicesmake a contribution notably to each long-term
monetary blessingsand high-quality social and environmentalinfluences. By
addressingnternationaldemandingsituationswhich includessocialinequalityand
climate change,CSR facilitates companiesnow not handiestthrive financially
howeveralsoforce broadersocietalchange fosteringfairer and extra sustainable
development.Tha hit implementationof CSRis contingentuponits integration
into the core strategiesof companiesand alignmentwith common enterprise
objectives.Transparencyresponsibility,andlively engagemenwith stakeholders
are importantadditivesthat permit CSR to absolutelyrecogniseits capacityand
help lengthyterm sustainableimprovement.Inconclusion,despitethe fact that
challengesemaininsidetheimplementatiorof CSRpracticestheir ability to make
acontributionto sustainablémprovements sizable With improvementsn eraand
the developmeniof more sophisticatecevaluationsystemsthe affect of CSRis
poisedto makebigger,fosteringworldwide sustainablehanges.
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Abstract: With the rapid developmenof Artificial Intelligence(Al) technology significant
technologicakhangesavebeenintroducedinto enterprisesupplychainmanagemeniThis
studyexamineghe transformativepotential of Al-driven demandforecastingtechniquesn

enterprise supply chain managementUsing qualitative assessmentnethod,the study
comparedraditional statistical methodswith advancedAl-driven forecastingmodelsand
analysesnternationallyrenownedcompanieghat haveappliedAl for demandorecasting,
aimingto revealhowAl canenhancehecompetitiveadvantagef enterprisesandtheimpact
of Al on supply chain managementand the results of the studyare expectedo provide
valuableinsightsfor the strategicintegrationof Al technologiesTheresultsare expectedo

providevaluableinsightsinto the strategicintegrationof Al technologieswhichcanprovide
companieswith more reliable forecaststo help optimizeinventory managementreduce
stockouts, and avoid overstocking,thus improving the decisionmaking process and
operationalefficiencyin supplychainmanagement.

Keywords: Al-Driven Demand Forecasting, Supply Chain Management, Traditional
StatisticalMethods EnterpriseEfficiency

1 Introduction

Accordingto areportby FortuneBusinessnsights,theglobalartificial intelligence
marketgrewfrom $81.4billion in 2019andis projectedo reach$695.16billion by
2032,with a compoundannualgrowth rate (CAGR) of 37.7%during the forecast
period.This significantgrowthindicatesgheincreasingadoptionof Al technologies
acrossvarious industries,including demandforecasting[1]. In today's rapidly
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changingmarketenvironmentbusinesse$ace unprecedentedhallengesuchas
shifting consumepreferencessconomiauncertainty andsupplychaindisruptions,
which, coupledwith increasingconsumedemandor personalize@xperienceand
faster deliveries, make accuratedemandforecastingmore important than ever.
Demandorecastings oneof themostcritical aspect®f supplychainmanagement,
asit drivesdecisiongelatedto supplychainmanagementChainmanagemengsit
drives decisionsrelated to procurement,production planning, and inventory
managemer[2] .

Traditionaldemandforecastingmethodsrely on historicaldataandlinear models,
suchastime seriesanalysis,regressiormodels,and so on. Analysis, regression
models.However traditionaldemandorecastingnethodshavemajor limitations.
Onthe onehand,whentraditionalforecastingmodelsdealwith changingdataand
complexmarketenvironmentsthey may haveproblemssuchaslow accuracyand
pooradaptability, andthereforeoftenfail to effectivelyreflectthedynamicchanges
in the market.On the otherhand,traditionalmethodsrely moreon historicaldata,
so changesin external markets are difficult to take into account. Artificial
Intelligence,on the other hand, excelsin the processingof changingand large
amountsof data,so the adoptionof Artificial Intelligence(Al)-basedforecasting
methodsthat utilize machinelearningandreattime dataprocessinganprovidea
more accurateand flexible solution to help companiesbetter cope with market
fluctuationsandimprovetheir marketefficiency. In recentyears,companiesuch
as CocaCola, for example,have begunto use Al-basedforecastingmodelsto
optimizeinventorylevelsandaccuratelypredictcustomeidemandsothattheycan
providecustomerswith betterservice.

This studyexaminesow artificial intelligence(Al) anddataanalyticscanimprove
the accuracyof demandforecastingin supply chain managementand what
advantage®\| -driven demandforecastingmodelshave over traditional statistical
methodsin supply chain managementln addition, the study not only aims to
provide new insightsinto theoreticalframeworksin the field of supply chainwill

also provide practical guidanceon how companiescan effectively integrateAl

technologyin their reatworld operations,analysingthe technology'spotential,
implementatiorchallengesandfuture trends.The researchresultsare expectedo
provide valuablereferencedor enterpriseso improve supply chain efficiency,
reducecosts,andenhancenarketcompetitiveness.

2 Literature review

Traditionaldemandforecastingmodelssuchastime seriesmodels(e.g. ARIMA)
and ExponentialSmoothingTechniquegETS), etc., thesemodeling approaches
rely on historical dataand have more stringentdatarequirementsuchas stable
linearpatternsFor example Zhangsuggesthattraditionalmethoddail to address
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complexdemandfluctuationsin highly volatile environmentsmaking themless
effectivein meetingthe needsnf modernbusinesseR3].

In recentyears,with the adventof big data,Al and machinelearningtechniques
have becomeincreasingly popular for demandforecasting.Al-driven models,
particularlydeeplearningtechnologiesuchasLong Short TermMemory (LSTM)
networksand ConvolutionalNeuralNetworks(CNN), excelin capturingcomplex
andnortlinearpatternsn demandLSTM models;n particular,arehighly effective
for time-seriesforecastingdueto their ability to retainlong-term dependencied.i
foundthatLSTM outperformedraditionalmodelsin e-commercesalesorecasting,
demonstratinguperioraccuracy{4].

Al-basedforecastingmodelsoffer severaladvantage®ver traditional statistical
methods.While traditional modelsare limited by their linear assumptionsAl

modelscanhandlecomplex,nonlinear datarelationshipsjmproving theaccuracy
of forecastsWang comparedthe performanceof ARIMA and LSTM in retail
demandforecastingand found that LSTM outperformedARIMA in dealingwith

demandfluctuations,seasonalityand unexpectecvents[5]. Additionally, hybrid

Al modelswhichcombineAl with traditionalmethodshavebeenshownto achieve
even better forecastingaccuracy, as they capitalize on the strengthsof both
approachefs].

Futureresearchin demandforecastingmay focus on improving the transparency
and interpretability of Al models. This would help decisionmakerstrust Al-
generatedorecastsMoreover,hybrid modelsthatintegrateboth Al andtraditional
forecastingtechniquesare expectedto gain more attention,as they combinethe
flexibility of Al with the robustnes®f traditionalmethods.The integrationof Al
with emergingtechnologiessuchasblockchainandthe Internetof Things(loT),
could further improve forecastingaccuracyand reattime decisionmaking. Khan
exploredthe combinationof Al andblockchainfor demandforecastingin supply
chains,demonstratinghe potentialfor increasedtransparencyand efficiency in
supplychainoperationg7].

3 Methodology

An empiricalinquiry thatinvestigates contemporanphenomenomvithin its reak

life contextwhentheboundarie®etweerphenomenoandcontextarenotevident;
andin which multiple sourcesf evidenceareused[8]. The casestudy methodin

gualitativeresearctcanhelp discovercauseand effect relationshipsby analyzing
thecharacteristicef theresearchobjectandexaminingtherelationshigbetweerthe
objectandtheresearclcontextbasedon selectingan appropriateresearctobject.
The methodcaneffectively integratemultiple datasourcesincreasehe credibility
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and authenticity of the study, and make the resultsof the study have practical
guidancevalue.

This studyadoptsa combinationof casestudyandliteratureanalysisto explorethe
impactof Al demandn enterpriserom representativenterpriseor industrycases
in the currentmarket,and also extractsrelevantinformationandthe development
trendof Al predictionmodelsfrom existingindustryreportsandacademiqapers
throughliteratureanalysisThecombinatiorof quantitativeandqualitativeanalyses
allows for a betterunderstandingf the impactof Al-driven demandforecasting
modelsbasedon Al on enterprisesupply chains.The potential,implementation
challengesand future trends of the technology are analysedin their actual
operationsTheresultsof the studyareexpectedo providevaluablereferencesor
enterprisego improve supply chain efficiency, reducecosts,and enhancemarket
competitiveness.

4 Results

4.1 Amazon

Amazon, as the world's leading e-commercegiant, has always had stringent
requirementgor its supplychainmanagement.

In the early days before Al becamecommonplace Amazon relied heavily on

traditional forecastingmethodsfor inventory planning and customerdemand
prediction. While thesemethodsperformedreasonablywell in predicting best

selling products,for long-tail productswith sparsedataand irregular purchasing
behavioursthepredictionerroroftenexceede®0%,leadingto frequentstockouts
or backlogsandalsoreducingthe efficiency of logisticsschedulind9].

To improve supply chain efficiency, Amazon haswidely adoptedAl prediction
models,especiallyin inventorymanagemenanddemandorecasting 10]. Dueto

the large and variableamountof datathat Amazonneedsto dealwith, it hasan

extremeamount of variability. Therefore,traditional prediction models cannot
satisfy Amazon'spredictionneedswell. Amazonusesdeeplearningand machine
learningmodelsto predictcustomeidemandn realtime. Thesemodelscananalyze
large amountsof historical and reattime salesdatato help Amazonaccurately
forecasproductdemandluctuationsandautomaticallyadjustinventorylevels[11].

Amazon'sAl forecastingmodel, Amazoncan make good predictionsof product
demandfor the next six hours, automaticallymaking adjustmentgo inventory
levels,usinghistoricalandreattime salesdatafor morethan 10 million products.
Through Al prediction models, Amazon can achieve precise inventory
managementeduceoverstockingandstockoutsJower storagecosts,andimprove
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customersatisfaction.Researchshowsthat Amazonreducedinventory costsby
15% andshortenedrder processingimesby 25% throughAl predictionmodels
[12]. This advantagenasnot only improved Amazon'soperationalefficiency but
alsoenhancedts competitivenesi theglobalmarket.Thistransformatiomotonly
enhancesperationalflexibility and customersatisfaction,but also improvesits
overall competitivenessin the highly competitive global marketplace.The
application of Al technology enables Amazon to quickly adapt to market
fluctuationsandaccuratelyrespondo customemeedstherebysteadilyexpanding
its marketshare.

4.2 CocaCola

As a global leaderin beveragemanufacturing.CocaCola facescomplexsupply
chain challenges.CocaCola relied on regressionand econometricmodels to
estimateproduct demandbasedon factors such as seasonatrends, advertising
expenditures,and macroeconomicindicators. Despite incorporating multiple
variables, these traditional models frequently experienced mean absolute
percentageerrors (MAPE) of around20%, especiallyduring seasontransitions
wheredemandecaméharderto model.Moreover therelianceon humanjudgment
and domain experienceintroduced additional subjectivity, reducing forecast
robustness[13].To addressinventory managementssues causedby demand
fluctuations, CocaCola introducedAl-driven prediction modelsto optimize its
supply chainoperationg 14]. Demandfor CocaCola asa beveragds typically a
seasonallyarying figure andtherearealsomorepromotionalactivitiesthat make
for a variable sales environment. Researchshows that CocaCola reduced
productioncostsby 5% andshortenedgupplychainresponséimesby 30%through
Al predictionmodels[15].

4.3 Walmart

Walmart combinesAl prediction modelswith big data analyticsto accurately
forecastproductdemandin different regionsand periodsby analyzinghistorical
saledatafrom over5,000SKUs,seasonathangesgeographidocationsandother
factors.By adoptingAl models,Walmartreduceddemandforecastingerror rates
by 30% and increasedinventory turnover by 20% [16]. This application
demonstrateshow Walmart leveragesAl technology to improve operational
efficiencyin thecomplexretail environmentachievingsignificantadvantagesver
traditionalmethods.

254



4.4 Summary of results

Overall,thesecaseshowthatthe applicationof Al predictivemodelsin thesupply
chaincansignificantlyimproveforecastccuracypptimizeinventorymanagement,
andreduceoperationakosts.Despitethe challengeof technologyadaptatiorand
dataquality in the implementationprocessthe advantagesf Al havegradually
emerged, helping companiesachieve greater competitivenessin the global
competition.As technologycontinuesto advancethe role of Al in supply chain
managemenill becomeanoreandmoresignificant,andit is expectedo provide
moreenterprisesvith smarterandmoreefficientoperatiormodesin thefuture.

5 Discussion

5.1 Concluding remarks

Theresultsof this studyshowthat Al -basedlemandorecastingnodelsoffer clear
advantage®ver traditional statisticalmethodsin complexand rapidly changing
supplychainenvironmentsin the casesof Amazon,CocaCola,andWalmart,Al
systemsimproved forecastingaccuracy,reducedinventory costs,and enhanced
responsivenesso market changes.These findings support existing research
advocatinghe useof Al in supplychainmanagement.

For example Amazonreplacedits traditionalmodel$ which hadover30% error
ratesfor lesscommonproduct® with reattime Al systemshatimprovedforecast
accuracy.This alignswith Wanget al. [5], who found that LSTM modelshandle
nonlineardemandpatternsbetterthan ARIMA. Similarly, CocaColaexperienced
seasonaforecasterrors using traditional methods,reflecting Zhang et al.'s [6]
conclusionthat suchmodelsperform poorly in volatile conditions.The 15 30%
efficiencyimprovementseeracrosghesecompanieslsosupporti etal.[4], who
highlightedthe benefitsof deeplearningin dynamicmarketsWa | m ausebf@®\ls
andbig dataechoesKhan et al. [7], who emphasizedhe value of combiningAl
with I0oT to improvetransparencyndefficiency.

In short, this study confirms that Al-poweredforecastingtools give businesses
greatefflexibility andaccuracyin supplychainplanning.While traditionalmethods

remainusefulin stablesettings,Al is becomingessentiafor dealingwitht oday 6 s

complexsupplychaindemands.
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