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Abstract: In a previous study I modified the original DOSPERT questionnaire. And 

I added a new domain on IT security risk appetite. In a previous publication I 

presented the results of my surveys with this modified questionnaire. In the present 

publication, I examine the relationship between the IT security questions in the 

modified questionnaire and the questions in the other domains of the questionnaire. 

My hypothesis is that the new questions are not necessary to assess respondents' 

willingness to take IT security-related risks. I assumed that the answers to the 

original DOSPERT questions could be used to measure IT security risk appetite in 

my sample. Statistical tests have disproved this assumption and further 

investigation is needed. 
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1 Literature review  

In my literature search, I examined different definitions of risk and security models. 

From these, I have highlighted tools that deal with the human factor and can be used 

for assessment. I have highlighted Weber, Blais and Betz's DOSPERT (Domain-

Specific Risk-Taking) study published in 2002, in which they created a new 

psychometric assessment instrument on risk-taking, measuring risk-taking 

propensity in different domains of life.[1][2] 

The domains measured by the instrument: 

▪ Financial, 

▪ Health/Safety, 

▪ Sport and Recreation, 

▪ Ethical, 

▪ Social 

Respondents can answer the questionnaire questions by selecting a value on a 
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seven-point Likert scale. These questions ask about the perceived risk, the expected 

gain and the likelihood of choosing a given course of action.Attacks on 

decommissioned smartphones 

2 Methodology 

For my research, I modified the 2006 version of the DOSPERT questionnaire 

translated into Hungarian by István Radnóti; I added a new area (do-main) 

measuring attitudes towards the security of information and communication 

technology, which contains five new questions. These are simple, situational 

questions that match the original questions of the questionnaire, both in content and 

form. 

These questions are: 

• Would you forward company information to your private email?  

• Would you connect to public, open WiFi?  

• Would you use your pin, your password or unlock pattern in front of others?  

• Would you let someone use your smart device without your prior consent?  

• Would you copy company data to your smartphone? 

In order not to lengthen the questionnaire, which contained 40 questions before the 

modification, I removed one question from each domain. To eliminate the questions 

to be removed and to test the questions related to the new domain, I tested them on 

a small sample. Then, after evaluating the results, I made small modifications and 

used the questions presented in the previous paragraph in my research. 

In designing the questions, I aimed to formulate short, easy-to-understand 

behaviours that ask for actions that have an IT security risk and can be carried out 

by almost anyone. 

The aim of my research was to test the DOSPERT questionnaire itself. Is the 

questionnaire itself suitable to measure IT security risk-taking among university 

students. In particular, whether there is a significant difference between the 

respondents to the modified questionnaire in the sample in terms of the degree 

course they are studying. 

I therefore hypothesised that there would be a significant difference in the IT 

security questions based on the subjects studied by the students. [3][4] 

Also, I assumed that risk appetite is a general personality factor that correlates at a 

detectable level across different domains of life, and thus IT security risk appetite 

does not need to be measured separately.[5] 
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3 Data and results 

3.1 The sample 

The sample was collected in autumn 2019 using an online questionnaire. Minimal 

demographic information was collected from students (age, gender, major studied) 

The sample size was 357 students. Of these, 302 were male and 55 female. 

 

Figure 1. 

Sex ratio in the sample 

(source: own composition based on the sample) 

 

Figure 2. 

Age distribution in the sample 

(source: own composition based on the sample) 

The average age of the respondents was 21.479 years and the average deviation 

from the mean was 2.684 years, so the sample was predominantly between 19-24 
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years old. So they are generation Z students and possible future managers[6][7]. 

3.2 Results 

I examined the relationship between my IT security questions and the original risk-

taking question from the DOSPERT based on the sample responses. I used a 

regression analysis for this study. 

3.2.1 Would you forward company information to your private email? 

 

 

 

Figure 3. 

Age distribution in the sample 

(source: own composition based on the sample) 



 

641 

 

The results show that there is no strong correlation between this question and the 

other questions. Interestingly, only the question "Walking home alone in an unsafe 

neighbourhood" shows a weak positive relationship. 

3.2.2 Would you connect to public, open WiFi? 

 

 

 

Figure 4. 

Age distribution in the sample 

(source: own composition based on the sample) 

The next question was whether you would connect to a public, open WiFi network, 

and no significant relationship was found between this and other questions in the 

sample. 
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3.2.3 Would you use your pin, your password or unlock pattern in front of 

others? 

 

 

 

Figure 5. 

Age distribution in the sample 

(source: own composition based on the sample) 

On the question of whether the respondent would allow others to see his or her 

password, two weak links were found: one was repeatedly "walking home alone in 

an unsafe part of town", while the other was "bungee jumping off a high bridge".  
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3.2.4 Would you let someone use your smart device without your prior 

consent? 

 

 

 

Figure 6. 

Age distribution in the sample 

(source: own composition based on the sample) 

For the question on whether the respondent would let someone else use their 

smartphone or tablet without their consent, a weak relationship was found with how 

risky the respondent thought it was to tell a friend's secret, but the strength of the 

relationship between these two questions was also weak positive. 
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3.2.5 Would you copy company data to your smartphone? 

 

 

 

Figure 7. 

Age distribution in the sample 

(source: own composition based on the sample) 

A weak positive relationship was found between the question "copying work data, 

documents to phone" and the question "write questionable expenses on tax return".  

Overall, contrary to my assumptions, no significant correlation was generally found 

between IT security issues and risk appetite for other issues in the sample. 

Conclusions 

My results suggest that the original DOSPERT questions in the sample study were 

not in themselves able to predict responses to IT security questions, and no clear, 

strong, regression relationship could be demonstrated between them. 
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On this basis, my hypothesis that the DOSPERT questionnaire alone can predict IT 

risk appetite is rejected. Thus, the application of this questionnaire alone cannot be 

used to assess the IT security risk-taking propensity of young adults, a new security 

awareness survey instrument is needed to help assess the IT risk-taking behaviour 

of prospective and current employees and thus increase the level of IT security in 

the company. 
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