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Abstract: This paper presents the design, implementation, and evaluation of a novel control
node for managing Intrusion Detection Systems (IDS). Existing IDS management solutions
primarily focus on data visualization and lack comprehensive management capabilities,
which are critical for effective intrusion detection. Our approach addresses these
limitations by developing a centralized control node capable of managing multiple IDSs,
providing real-time monitoring, configuration management, and enhanced security
features. The control node uses SSH and SCP protocols for secure communication,
supporting both centralized and distributed rule configurations. This flexible architecture
enables efficient intrusion detection, even in high-traffic environments. The implemented
system, featuring an intuitive graphical user interface (GUI) and robust management tools,
supports both novice and advanced users, improving the overall usability and effectiveness
of IDS management. Evaluation of the system under real-world conditions demonstrates
that the control node reduces resource consumption, minimizes packet loss, and enhances
detection efficiency by distributing workloads across multiple IDSs. The proposed solution
offers a significant improvement in security management by enabling better control,
monitoring, and configuration of IDSs, contributing to the overall security of the protected
network.
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1 Intrusion Detection Systems

Intrusion detection systems (IDS) have become a critical area of focus due to the
increasing frequency and sophistication of new attacks and intrusions.
To understand it, it is necessary to deal with the definition of an intrusion.
This can be interpreted as follows:
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e according to [1], it is an activity aimed at gaining access to the system,

e according to [2], it is successfully gaining control of a computer
system, compromising it or making it inaccessible,

e according to the papers [3] and [4], it is an attempt to violate file access
rights, file integrity and computer system accessibility.

Intrusions occur primarily because of existing security vulnerabilities within the
system. The biggest source of security vulnerabilities are vulnerabilities in
programs and operating systems, which arise mainly when extending their
functionality. Patel [5] and Paulins [6] categorize attacks into two types based on
their origin:

. external attack,

e internal attack, i.e., the user is trying to gain or abuse access rights.

Several methods can be used to protect against such attacks, such as implementing
firewalls, cryptography, intrusion detection systems, and attack prevention
systems. According to papers [3], [7], [8] and [9], intrusion detection is defined as
the process of monitoring events in an application, computer system, or network
and analyzing them for potential intrusions. Paper [10] states that it is the most
consistent technique in protecting against attacks. According to the definitions of
intrusion detection systems in [6], [11], [12] and [13] it can be defined as security
software or hardware that automates the process of detecting intrusions.

1.1 Classification of the IDS

Classification of intrusion detection systems based on the divisions given in the
publications [1], [5], [14] and [15] is shown in Fig. 1.
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Figure 1

Classification of intrusion detection systems

Host IDS according to [16] and [17] monitors the characteristics and events of a
single computer, e.g. packets sent to the computer, registers, log files, etc.
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According to [10] and [18] network IDS monitors network traffic at the packet
level, which it captures and then analyzes. The application IDS described in [5]
consists in analyzing the logs of a specific application or analyzing its
performance.

According to the authors [6], [11], [19], [20], the principle of how detection works
is based on comparison with patterns of known attacks represented by rules.
The main advantage of this detection method is its ability to reliably identify
known attacks while maintaining a low false detection rate. The main
disadvantage of this detection method, described in [13], [17] and [21], is the fact
that new or modified types of attacks may not be detected due to the absence of a
pattern or an unsatisfactory form of the pattern.

The anomaly detection described in [10], [13], [14] and [17] consists in defining a
model of the standard behavior of the system. Based on the assumption that the
attacker's behavior is different from that of a normal user, any deviation from the
defined model is considered an attack.

According to [5], [11] and [14], data mining can enhance the efficiency of
intrusion detection by reducing false positives through the identification of
patterns, anomalies, changes, and significant events within the data. Techniques
used in this type of data mining include e.g., cluster analysis. The disadvantages of
this approach are high memory load and increased storage space requirement.
The statistical analysis described in [5] and [14] consists of comparing two
behavioral profiles — one that represents normal traffic and one that represents
actual traffic.

Machine learning as defined in [5] and [14] is a method of analysis using artificial
intelligence. The computer learns based on the analyzed data, thus increasing the
detection efficiency. In [5], [24], [28] the authors defined the following terms as
follows:

e IPS is an IDS with the ability to stop a potential attack, e.g., by
changing the configuration of other security features, e.g., firewall.

e Distributed system is a system in which the resulting data is collected
from multiple locations or sources.

e  Centralized system is a system in which data are collected from a single
location or source.

e  Real-time detection is a detection method in which attacks are detected
as long as the system, network or application is monitored by the IDS.

e  When detecting in unreal time, the data is processed with a delay.

Currently, IDS are also implemented in mainstream security products. Attacks
caught by IDS are mostly logged as events with varying priority. Events may or
may not be attacks. As a general rule, the higher the priority of the event, the
greater the likelihood of an attack.
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We chose these IDSs because of the fact that we wanted to test multiple
approaches. Suricata uses a multi-threaded architecture, which allows it to handle
high-traffic environments more efficiently, whereas the single-threaded approach
is used by Snort.

1.1.1  IDS Snort

Snort is a network IDS that uses a set of predefined rules for intrusion detection,
i.e. it uses the principle of misuse detection for intrusion detection.

The Snort IDS is configured via the "*.conf” configuration file. The most
important settings in terms of proper functionality are the configuration of event
logging, the configuration of the path to the rules and the configuration of the
rules themselves. More is found in [30].

1.1.2 IDS Suricata

Suricata is a network IDS that uses a set of predefined rules for intrusion
detection, i.e., it uses the principle of misuse detection for intrusion detection [31].

1.1.3  Barnyard

Barnyard is a program that can process unified binary files in the "unified2”
format. The biggest advantage of using this program is that IDS can concentrate
all its resources on intrusion detection, leaving slow operations such as writing to
the database to Barnyard [29].

1.2 IDS Management Tools

The Intrusion Detection Systems Management Tool is software designed to
simplify working with IDS in any of the following ways [27]:

e  simplification of IDS configuration,
e  IDS station management,

e analysis of occurrence records,

e  visualization of events,

e  monitoring the occurrence of events.

There are currently several intrusion detection programs. The most well-known
include Snorby, IDScenter and Log Siphon.

Snorby

According to [25], Snorby is a web application aimed at displaying statistical
information about the occurrences of individual IDS events. The application
supports various IDSs such as Snort, Suricata and Sagan. The most important
functionalities of the application are the clear display of statistical data about
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detected events presented through diagrams and tables, detailed information about
detected events and the possibility to classify them, information and easy
management of IDS stations and user management. In the main window of the
application, the user can find the number of events for the selected period and a
graph that visualizes:

e  number of events captured by each sensor,

e number of events depending on severity,

e  number of events depending on the protocol,
e  pie chart with percentage display,

e  percentage display of attack sources,

e  percentage display of attack targets.
IDScenter

According to [26], IDS center is a program that simplifies the configuration and
management of IDS Snort. The application offers a wide range of Snort
configuration and management options. The solution offers the possibility to
perform basic operations such as start or stop Snort, view detected events, test
Snort configuration.

Log Siphon

Log Siphon is a program that can collect and analyze events in real-time.
The program supports all systems that provide data via the Syslog standard and
also IDS Snort and Suricata. The most important functionalities offered by the
application include real-time monitoring of events, clear display of statistical data
about the occurring events presented through charts and tables.

Evaluation of the Tools Analysis

Based on the analysis of the different tools, it is possible to create a table from
which it can be deduced that there are currently few IDS management tools.
The solutions are focused on visualization of collected data and not on monitoring
and management. None of them provide the possibility of remote management of
IDS stations to a sufficient extent, thus creating room for the emergence of a new
solution. All the features are shown in Table 1.

Table 1
Comparison table of functional properties of the analysed tools
Feature Snorby IDScenter Log Siphon
Fee Yes Yes No
Easy to install Yes Yes Yes
Intuitive GUI Yes Yes No
Support of several IDSs Yes No Yes
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Support of several running IDSs Yes No Yes
Platform independence Yes No Yes
Monitoring of devices Yes Yes Yes

Web interface Yes No Yes

Remote control No No No
Interactive configuration option No Yes No
Automatic updates Yes Yes No
E-mail notifications Yes Yes Yes
Program logs No Yes No

Direct configuration file edit No Yes No
Statistics Yes No Yes

2 Control Node for the Management of Intrusion
Detection Systems

The design of an IDS management node can be divided into the following steps:
1) defining the requirements for the functionality of the future system,
2) defining the ways of using the system from the user's point of view,

3) design of the architecture and method of communication between the
system components,

4) database design,

5) creation of the design of devices and their interconnections.

2.1 Basic Requirements for the Functionality of the System

Among the most important requirements for the future system is the management
of IDS, which includes standard operations of adding, deleting and modifying
IDS. The functionality is important because of the ability to manage and configure
multiple IDSs. Another important requirement in this respect is a local database
whose role is to store all data associated with IDS information.

IDS management is carried out remotely, so the need for secure communication
over an insecure network must be addressed.

From the IDS management point of view, the most important requirement is to
modify the IDS configuration. This includes the need for manual editing of the
configuration file, aimed at more advanced users, and the need for interactive rule
management, aimed at less advanced users. Rule management includes enabling,
disabling, adding and deleting a rule.
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The most important requirement in terms of IDS monitoring is to monitor the
status and utilization of the IDS and to be alerted when an event occurs. Further
requirements are: control node, authentication, GUI, IDS management, adding,
deleting and modifying IDS, securing communication over an insecure network,
modifying IDS configuration, modifying and changing the configuration file, rule
management, enabling, disabling, adding and deleting a rule, remote IDS
management (start, restart and shutdown), monitoring the status (on, off) and
utilization of stations (CPU, RAM), event alerting, event occurrence report and
local database.

2.2 Architecture of the Proposed Solution

The architecture of the proposed solution (Fig. 2) is diversified into three layers
according to their focus:

e network traffic capture layer,
e intrusion detection layer,

e synchronization layer.

The role of the network traffic capture layer is to mirror the network traffic
through the switch to each IDS. The goal of the intrusion detection layer is to
detect intrusions using rules. The layer can consist of one or more IDSs.
If multiple IDSs are used, each IDS may have:

e different rule configuration, allowing potentially more efficient detection
by avoiding packet dropping due to IDS congestion or by using different
rules for the same type of attack,

e the same configuration of rules, which guarantees a greater level of
security in the event of an IDS failure due to a malfunction or attack, or
in the event of a change in the configuration of the IDS, which requires a
reboot of the IDS.

The combination of these options allows you to take advantage of both
approaches, but rapidly increases the cost of the hardware.

The role of the synchronization layer, consisting of the control node and stations
interconnected through the network, is the management and control of individual
stations, i.e., the control and management of the intrusion detection layer.
A description of the functionality of the control node is given in Section 2.1.

The goal of the proposed architecture is to improve the efficiency of intrusion
detection, management and control of IDS stations and therefore ultimately and
more security of the entire system.
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Figure 2
Proposed architecture

Two databases are placed on the control node:
e local database,

e central database.

The local database is used to store user and individual IDS data. It is described in
more detail in subsection 2.3. The central database is a database designed to store
all events from each IDS. The events are stored in a standardized form, which
allows support for multiple IDS types. The standardized form is achieved by the
use of Barnyard [29].

Detail of the proposed architecture is shown in Fig. 3.

The proposed architecture is based on a client-server architecture. The client
(control node) sends requests to the server (IDS station), which processes them
and sends them back to the client. The control node typically communicates with
multiple stations.
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Figure 3
Detail of the proposed architecture

The SSH and SCP protocols can be preferably used for communication between
the stations and the control node. The SSH protocol is used for monitoring the use
of system resources of the station, monitoring the status of the station and IDS,
remote management of the station and the IDS itself. The SCP protocol is used to
send configuration files. The operations that need to be performed on the station
side are implemented using scripts.

2.3 Local and Central Database Design

The local database is used to store login credentials, information about individual
stations, and configuration files. During the implementation phase of the solution,
new requirements from the target group arose and so the original design was
modified.

The role of the central database is to store information about basic station
characteristics and detected events. It consists of a structure that uses the Banyard
program. It is complemented by the central table which stores the basic
characteristics.
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3 Control Node Implementation

The biggest challenge in implementation is solving the issue of concurrency,
ensuring secure communication over an insecure network, as well as the overall
security of the system and ensuring the ability to monitor and manage stations and
IDS.

3.1 Network Communication

Communication over a computer network is a necessary element of the solution.
Network communication is used for every action performed through the
application. Therefore, it is necessary to choose the appropriate means, ensure
proper functionality and ensure the security of the communication so that it cannot
be misused.

The first type of communication is the IDS communication with the database, for
which the MySQL Connector/JDBC library is used. The second type is the
communication of the control node with the IDS, which is described in Section
3.1.1. The last type is the communication from the central database to the control
node, described in Section 3.1.2.

3.1.1 Control Node Communication with IDS

The SSH and SCP protocols are used for communication between the control node
and the IDS.

The SSH protocol is used for station monitoring (status, CPU usage, RAM usage,
amount of data transferred, number of discarded packets), station management
(shutdown, restart), IDS and Barnyard monitoring (status) and IDS and Barnyard
management (configuration change).

The application of the SPC protocol is in sending files from the control node to the
IDS and vice versa, which is used in IS and Barnyard management. With the SCP
protocol, the sending and receiving of files between the control node and the
station is implemented. This is particularly important because of the ability to edit
IDS Suricata, IDS Snort and Barnyard files and upload them back.

3.1.2 Communication between the Central Database and the Control Node

The communication between the central database and the control node is
implemented using the TCP/IP protocol. The data are retrieved and transmitted
using a trigger.
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3.2 System Security

The security of the system is implemented by means of authentication and security
features. For successful user authentication, knowledge of correct login data —
name and password, which must be entered through the application login window,
is required. The login credentials are stored in the database. For increased security
of sensitive data stored in the database system, login data is hashed and station
data is encrypted.

3.3 GUI

The system includes a graphical user interface, which allows less computer-savvy
users or users who are not familiar with the detailed management of ITS to work
with the application. For this reason, the GUI is designed to be as simple and
intuitive as possible.

The application contains only three program windows, namely the login window,
the main application window (Fig. 4a) and a window that the user can open
separately for each IDS, which displays basic information about the IDS (Fig. 4b).
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4 Testing of the Proposed Solution

Testing of the application was carried out from the early stages of the
implementation of the program to the final form. The aim was to detect bugs
earlier and uncover any inconsistencies with the requirements of the target group.
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4.1 Test Phase I — Major Deficiencies Identification

The objective of the Phase I test was to identify the major deficiencies in the
system functionality and the ability to communicate with the station over the
network. Another objective was to eliminate any GUI deficiencies so that the
application could be handled by users who are less proficient or users who are not
familiar with IDS management in detail.

During the test phase I, deficiencies in the form of faulty RAM count and faulty
IDS operation start-up were detected. Two new requirements arose during Test
Phase I, namely a requirement for basic Barnyard program management and a
requirement for tracking the percentage of packets discarded.

4.2 Test Phase II - Communication Verification

The main objective of the test phase I was to verify the ability to communicate
with multiple IDSs. Testing was, therefore, carried out on three devices, two of
which were dedicated to the IDS and one to the control node. Another objective
was to discover undetected bugs from the previous testing phase, or newly
discovered bugs, and possibly implement new requirements.

During test phase II, the following deficiencies were identified: failure to detect
basic characteristics and inability to apply changes to the IDS settings. At the
same time, there were requirements for displaying basic data about individual IDS
in separate windows, support for IDS Snort and support for multiple IDS Snort
running on a single station.

4.3 Test Phase III — Functionality Verification

The main objective of the test phase III was to verify the overall functionality of
the application and to eliminate any potential deficiencies. Testing phase III is
purely a testing phase and thus no requests for functionality additions were
accepted by the target group. Testing included artificially created situations that
could lead to non-standard behavior of the application, or to its non-functionality
or termination. During this testing phase, only one deficiency was identified in the
form of the non-functionality of changing the IDS identifier.

5 Evaluation of the Proposed Architecture

Testing of the proposed architecture (see Section 2.2) was carried out on five
devices (Fig. 5). The role of the communication generator and the attack generator
is to simulate the network traffic on the VLAN200 network. Intrusion detection is
implemented using two IDSs that sniff the communication from the VLAN200
network through two mirrored ports. The synchronization layer consists of a
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control node and two IDSs control node and two IDSs that communicate with
each other over VLAN100. The proposed system has been deployed on the control
node.

---------- VLAN 100
VLAN 200
— — — mirrored ports

IDS 2

Communication generator Attacks Generator
in the background

Figure 5
Connected devices used during the testing

The aim of the testing is to verify the effectiveness of the proposed architecture,
i.e., to verify whether splitting the rules among multiple IDSs will reduce the IDS
load and increase the detection efficiency, and whether using different types of
IDSs or their configurations will make the intrusion detection more efficient.

The amount of data transferred in the simulated network traffic was at the level of
930 Mbps. The tests were carried out with both IDSs having the same
configuration. First, one IDS was tested on which all rules were enabled. During
the testing, the CPU and RAM utilization characteristics were measured and also
the information about the number of discarded packets. After the test was
completed, about half of the rules were disabled on this IDS and a second IDS was
prepared with the rules that were disabled on the first IDS. On both IDSs, CPU
and RAM utilization characteristics were measured during the test, as well as
information on the number of discarded packets, as in the testing of one IDS.

The Suricata system was tested first. The CPU and RAM utilization of the
Suricata IDS with all available rules enabled can be seen in Fig. 5 and the number
of discarded packets is shown in Fig. 6.
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The CPU and RAM utilization of the two Suricata IDSs with approximately equal
distribution of available rules can be seen in Fig. 7 and the number of packets loss
is shown in Fig. 8.
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Based on the figures shown in Fig. 6, Fig. 7, Fig. 8 and Fig. 9, it can be concluded
that in the case of splitting the rules between two IDSs, the load has also been
distributed and the number of packets loss has been minimized, hence the overall
security of the system has been increased.

IDS Snort was also tested in the same way. The CPU and RAM utilization of IDS
Snort with all available rules enabled can be seen in Fig. 10 and the number of
packets loss in Fig. 11.
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CPU and RAM utilization of IDS Snort with all rules activated
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The CPU and RAM utilization of the two Snort IDSs with approximately equal
distribution of available rules can be seen in Fig. 12 and the number of packets
loss is shown in Fig. 13.

Based on the figures shown in Fig. 10, Fig. 11, Fig. 12 and Fig. 13, it can be
concluded that in the case of splitting the rules between the two Snort IDSs, the
load has also been distributed and the number of packets loss has been minimized,
hence the overall security of the system has been increased.
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Figure 12

Total number of packets sent and discarded when using two Snort IDSs with approximately equal
distribution of rules

The second test to validate the proposed architecture is a test in which attacks are
generated while both IDSs are loaded. During testing, several attacks were
encountered and detected by both IDSs. One example can be a DoS attack on the
MSSQL database.
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Furthermore, there were types of attacks that were detected only by the Suricata
IDS, e.g., Full SYN Scan, a type of attack that detects which ports are open, and
types of attacks that were detected only by the Snort IDS, e.g., an attack in which
packets are sent that are subsequently scanned out of sequence. The reason for this
phenomenon is the use of different rules by each IDS. The attack may not have
been detected due to a non-conforming rule form or due to the absence of a rule. It
can be concluded that the use of different IDS or different rules for the same type
of attack increases the security of the system.

The solution provides the possibility of using the system for people who are not
familiar with the issues. The solution also allows to fully perform all basic
activities without the need to know the issues of these systems.

The solution performs continuous monitoring of devices and their basic
characteristics (CPU utilization, RAM, amount of transferred data and number of
discarded packets), which allows earlier detection of problems with the IDS
connected station and thus a greater degree of security of the entire system.

The system supports the possibility of connecting multiple IDSs, each IDS can
have a different configuration, which allows for faster detection and/or more
efficient detection in case of using different rules for the same type of attack.

Conclusion

The analysis of tools for managing intrusion detection systems points to a major
shortcoming of existing solutions, which is that the solutions focus on the
visualization of collected data and not on monitoring and management of the IDS,
which is critical in terms of system functionality. The analysis of these tools, their
pros and cons are the basis for the design of the solution.
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The result of the work is the implementation of a system for the management of
intrusion detection systems, built on solid foundations, i.e., platform-independent
modern object-oriented language Java in combination with a platform-independent
relational database system with open-source MySQL. The solution is, in contrast
to the currently existing solutions, oriented to monitoring and management of IDS.
The system is designed and implemented in such a way that it does not require any
non-standard tools for its operation, which greatly simplifies its deployment into
operation and its initial configuration. The tool offers a simple and intuitive GUI,
which makes it possible for people without in-depth knowledge of IDS to work
with the system. On the other hand, it offers a wide range of functionality, making
it suitable for more advanced users.

The main goal of the system is to increase the security of the system in addition to
making the work of configuring and working with the IDS easier and faster.
The control node contributes to the security of the system in several ways. The
solution can work with several IDSs at the same time, supporting two types of
IDSs - Snort and Suricata. Each IDS can have a different configuration, which
allows to speed up the detection process. The use of different IDS systems or
different rules for the same type of attack can lead to more efficient detection.
Individual IDSs can also have the same rule configuration, which eliminates
problems in the event of a failure of one of the IDSs. It is also possible to combine
both approaches, which also means combining the benefits of these approaches.
The system performs continuous monitoring of the devices and their basic
characteristics (CPU utilization, RAM, amount of data transferred and number of
discarded packets). This feature can help detect problems with the IDS station
earlier. Unlike other similar solutions, the solution is able to monitor events in
real-time and alert the user if an event occurs. The control node supports the
Barnyard program, which is responsible for event logging, and thus the IDS can
focus all of its resources on detecting anomalies. This feature of it contributes to
more efficient detection of pranksters. The system offers the possibility of check
node duplication, i.e., multiple check nodes can monitor the same IDS. All these
features contribute significantly to the overall security of the system.

The implemented intrusion detection system management system allows logging
records of CPU and RAM utilization, the percentage of discarded packets and the
amount of data transferred to the database, so that this data can be used and
processed by another program. In the future, the solution can be extended by
adding a number of interactive IDS configurations, adding support for other IDSs
and optimizing the system.
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