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Abstract: The banking sector has experienced substantial transformations as a result of the 
proliferation of financial technology, commonly known as FinTech. The introduction of these 
breakthroughs has caused a transition from conventional banking to digital services, 
bringing forth a range of developments like AI platforms, Blockchain technology, virtual 
currencies, Robo-advisors, and chatbots. Despite the speedy and easy services offered by 
FinTech, there are still difficulties regarding trust, security, and data privacy, particularly 
in nations such as Pakistan. This study explores the integration of Robo-advisors within 
Pakistan's FinTech sector, focusing on the challenges of trust, security, and data privacy. 
Chatbots, playing a crucial role in the banking and telecom industries, encounter challenges 
such as customer skepticism and the potential for cybersecurity threats. Using Grounded 
Theory and Social Representation Theory (SRT), the study comprehensively examines how 
chatbots and Robo-advisors in the Pakistani FinTech industry address these challenges.  
The findings indicate that establishing trust, guaranteeing data security, and enhancing user 
experience are of utmost importance. Transparent communication, robust security measures, 
and user-centric design have been identified as critical for building trust and driving 
adoption. Collaboration with financial professionals, continuous innovation, and user 
education emerge as crucial answers. The study highlights the significance of transparency 
and adherence to regulations, while proposing future research avenues to investigate the 
psychological aspects influencing the adoption of FinTech and the effects of developing 
technologies. These insights contribute to the growing discourse on FinTech innovation and 
its potential to enhance financial inclusion in developing economies. 
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1 Introduction 
In recent years, the banking sector has witnessed a transformative expansion in 
financial technologies, commonly called FinTech. This paradigm shift has 
significantly reshaped traditional banking services. FinTech, or Financial 
Technology, leverages algorithm-driven technology to streamline and automate the 
delivery of financial services, simultaneously spawning novel investment 
opportunities and revenue streams through innovative business models [1] [2].  
The evolution of FinTech, transitioning from analogue to digital technologies, has 
predominantly been spearheaded by financial banking institutions. This 
technological revolution encompasses diverse developments including AI-enabled 
platforms, blockchain, virtual currencies, crowdfunding platforms, robo-advisors, 
Insure tech, and central bank digital currency [3] [4]. The rise of FinTech has 
ushered in an era of rapid, secure, and convenient financial services, increasingly 
preferred by consumers for transactions [5] [6]. Propelled by advancements in AI, 
machine learning, and big data analytics, this shift underscores the immense 
potential and promising future of FinTech in the realm of financial services [7] [8]. 

Chatbots have become an essential tool for businesses, especially in the banking 
and telecom sectors, in Pakistan's rapidly growing digital landscape. Their adoption 
is motivated by the necessity to offer streamlined customer service and manage the 
growing influx of online interactions. Nevertheless, the incorporation of chatbots 
raises substantial apprehensions around trust, security, and data privacy. These 
issues are particularly noticeable in a country such as Pakistan, where the level of 
digital literacy is still developing, and cybersecurity procedures are in their early 
stages. Users frequently exhibit reluctance to divulge personal information to 
automated systems due to concerns about potential data breaches and unauthorized 
utilization. 

Trust is fundamental to the way users engage with chatbots. Establishing this trust 
is imperative in Pakistan, considering the prevailing distrust towards digital 
platforms. Companies are improving the human-like interaction skills of AI- driven 
chatbots to address this issue. Chatbots are being developed to comprehend and 
reply in local languages such as Urdu by utilizing advanced Natural Language 
Processing (NLP) and Machine Learning (ML) techniques. It enhances the user 
experience by providing more personalized and relatable interaction [9] [10]. 

Furthermore, transparent chatbot operations can establish user trust, explicit 
communication regarding their functionality, and the presence of visible certificates 
or endorsements from reputable authorities [11]. The growing emphasis on 
digitalization across numerous sectors in Pakistan has heightened the importance of 
security as a primary concern. To address this issue, corporations are incorporating 
strong encryption techniques and rigorous data protection procedures into their 
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chatbot systems. To ensure user data privacy, we implement routine security audits, 
strictly adhere to worldwide cybersecurity standards, and comply with Pakistan's 
regulatory framework for data protection. In addition, providing users with 
information about secure processes and the steps taken to safeguard their data is 
crucial in reducing concerns about data privacy. This paper investigates how 
chatbots in Pakistan's FinTech sector address trust, security, and data privacy 
challenges, providing practical solutions to overcome these barriers. 

The adoption of chatbots in Pakistan’s FinTech sector holds immense potential for 
advancing financial inclusion. However, trust deficits, security vulnerabilities, and 
data privacy concerns hinder widespread adoption [12] [13]. Resolving these issues 
is crucial for building confidence in digital financial services and fostering a more 
inclusive digital ecosystem in developing nations. This study uniquely explores the 
interplay of cultural, linguistic, and regulatory factors in Pakistan that impact 
chatbot adoption in FinTech. Unlike prior research, it integrates Grounded Theory 
and Social Representation Theory to offer a nuanced understanding of trust-building 
mechanisms in a developing economy. 

This research faced challenges in accessing relevant participants, given the nascent 
stage of chatbot adoption in Pakistan, and in navigating the socio-cultural 
complexities influencing user perceptions. 

The future of chatbots in Pakistan depends on achieving a harmonious equilibrium 
between technology progress and user-centered considerations. Advancing chatbot 
technology in a secure and trustworthy manner will depend on the continuous 
enhancement of AI algorithms and the establishment of a robust legislative 
framework dedicated to AI and data privacy. Furthermore, using frequent feedback 
loops with users to comprehend their issues and customize chatbot features 
accordingly will guarantee that these digital assistants are not only technologically 
proficient but also in harmony with Pakistan's cultural and social context. With the 
increasing digital awareness, chatbots are expected to play a crucial role in the 
digital ecosystem, revolutionizing the way businesses engage with their customers. 
In summary , this study offers actionable insights and a proposed framework for 
building secure, trustworthy, and culturally relevant chatbot systems, paving the 
way for greater adoption of FinTech innovations in Pakistan. 

The remainder of this paper is organized as follows: Section 1 is the introduction 
and reviews the theoretical background of related work. Section 2 details the 
research methodology and data analysis process. Section 3 presents the results and 
findings on trust, security, and privacy challenges, proposes a framework for 
addressing these issues. Finally, Section 4 provides conclusions and suggests 
directions for future research. 

1.1 Theoretical Background 
Chatbots in the realm of financial technology (fintech) are a notable advancement, 
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aligning with the overall trends of automation and digitization in the Fourth 
Industrial Revolution [14]. Initially conceived as basic automated responders, 
chatbots have advanced into sophisticated instruments driven by artificial 
intelligence (AI) and machine learning (ML)[15]. They possess the ability to 
proficiently manage intricate customer service responsibilities, such as addressing 
financial queries, overseeing account administration, and facilitating transactions 
[16]. The incorporation of chatbots into fintech corresponds to the growing 
inclination of consumers towards digital-first engagements, wherein convenience 
and expediency take precedence [17]. Trust is a fundamental and essential aspect of 
the financial industry, particularly in fintech, where digital interfaces are used 
instead of human contacts [1]. In this particular setting, chatbots encounter the 
difficulty of establishing and preserving customer confidence. Research suggests 
that users' trust in chatbots can be greatly influenced by their perceived intelligence 
and resemblance to humans [18]. Fintech businesses prioritize improving the 
cognitive capacities of chatbots, aiming to make them  prompter and more 
instinctive. The trust is influenced by the cultural background, especially in regions 
such as Pakistan. Adapting chatbots to comprehend and engage in regional 
languages and cultural norms can greatly reduce the trust deficit [19] . 

Due to the sensitive nature of financial data, security is of utmost importance in the 
field of fintech. Chatbots provide distinct security concerns as a result of their ease 
of access and the enormous volume of data they handle.  To tackle these issues, 
fintech organizations are implementing sophisticated encryption techniques, safe 
data storage solutions, and stringent authentication procedures within chatbot 
systems [2 0 ] . Moreover, adherence to regulations, particularly in the areas of 
data protection and privacy, is of utmost importance. For fintech organizations in 
Pakistan, it is essential to adhere to international standards and take into account 
local regulatory frameworks when utilizing chatbot technology [21]. 

Data privacy in the finance industry, specifically in the functioning of chatbots, is 
an additional crucial domain [22]. Transparent data regulations and user permission 
methods are necessary to address users' concerns regarding utilizing and 
disseminating their data through chatbots. Increasingly, fintech organizations are 
adopting the practice of including privacy by design in chatbot creation. This 
approach prioritizes the protection of user data as a fundamental concept. 
Furthermore, providing users with knowledge about data privacy policies 
contributes to the establishment of trust in chatbot interactions [23, 24]. So, the 
following research question can be constructed for further research analysis. 

RQ1 How do chatbots address the problems of trust, security, and data privacy? 

The subsequent section presents the findings, highlighting the key challenges and 
solutions identified through qualitative analysis. 
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2 Methodology 
In this study, the qualitative data analysis followed three distinct phases: open 
coding, where key terms and concepts were identified; axial coding, which grouped 
similar codes to discern patterns and relationships; and selective coding, which 
consolidated categories into overarching themes. Using NVivo software, these 
phases ensured a systematic and thorough exploration of the data, allowing for a 
grounded understanding of the challenges and proposed solutions [25]. This 
qualitative research approach is particularly suited to our aim of developing a deep 
understanding of complex phenomena directly from the data. 

2.1 Participant Selection and Snowball Sampling 
The study involved 34 participants, selected using snowball sampling, a technique 
well-suited for accessing specialized and interconnected populations like fintech 
professionals. Starting with a few critical informants identified through professional 
networks and targeted LinkedIn searches, the sampling expanded as these initial 
participants referred additional interviewees within their networks. Grounded 
Theory [26] is a systematic methodology in the social sciences involving the 
construction of theories through methodical gathering and analysis of data. It is 
particularly effective for exploring areas with limited existing research or 
theoretical frameworks, making it apt for our study on the relatively new application 
of chatbots in fintech. Semi-structured interviews were used to collect data, 
allowing for open-ended responses while guiding the conversation towards specific 
topics. This format facilitated rich, detailed insights into the experiences and 
perceptions of fintech professionals regarding chatbot technology. Interview 
guidelines were carefully crafted to align with Grounded Theory principles, 
focusing on generating rich, qualitative data that could inform the development of 
new theories. The guidelines included open-ended questions to explore how 
chatbots are being used in fintech, the challenges and strategies related to trust, 
security, and data privacy, and the overall impact of chatbots on the fintech industry. 

2.2 Data Analysis Process 
Consistent with the principles of Grounded Theory, the data analysis process 
entailed a constant interaction between gathering and processing data.  
The transcribed interviews underwent coding, with the codes being consistently 
compared and refined to discern significant themes and patterns. 
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The study utilized QSR NVivo software to code and conduct in-depth textual 
analysis, which is essential for organizing and analyzing qualitative data in 
Grounded Theory research. The analysis was organized into three distinct phases 
[27]: During the open coding phase, the main objective was to find important terms 
and concepts from the interview transcripts. Axial coding, the second phase, 
involved categorizing comparable concepts to facilitate the recognition of patterns 
and connections within the data. Selective Coding: The concluding stage was 
consolidating these categories into a cohesive coding hierarchy, which directed the 
meticulous examination of the data (Figure 1). 

Figure 1 
World Cloud 

2.3 Open Coding Phase 
Open Coding Phase Nodes Distribution 

Further themes were identified in the open coding phase. At the initial stage of 34 
interviews several codes were made later it was categorized in a few codes and then 
they were aggregated to themes. 

Table 1 
Challenges behind the adoption of Robo-Advisors in Fintech identified from the literature. 

Sr. No Challenge Sources 
1 Trust  [28-32] 
2 Data Privacy  [28, 33, 34] 
3 Security  [33, 35] 

The emergence of Robo-advisors, which are automated investment platforms that 
employ algorithms and technology to offer tailored financial guidance, has 
fundamentally transformed the investment industry [36]. Nevertheless, the 
extensive utilization of Robo-advisors has been impeded by apprehensions 
regarding trust, data privacy, and security, despite their capacity to democratize 
financial planning and enhance accessibility [37]. These worries arise because of 
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the delicate nature of financial information and the possibility of being misused or 
compromised it. 

The question of trust is a fundamental difficulty in the adoption of Robo-advisors. 
Investors frequently have concerns about relying on algorithms and software 
systems to manage their finances, especially when dealing with large amounts of 
money [38]. Acquiring consumer trust necessitates creating a reputation, 
showcasing transparency, and offering explicit explanations of investment 
reasoning and tactics. Robo-advisors gather comprehensive personal and financial 
information from users in order to customize investment suggestions [39].  
The presence of this data raises substantial privacy concerns, as it holds 
considerable value for identity thieves and other harmful individuals. To guarantee 
data privacy, it is necessary to implement strong security measures, establish 
explicit data handling policies, and provide transparent information about data-
gathering activities. 

Safeguarding user data from unauthorized access, tampering, or disclosure is of 
utmost importance when it comes to financial information. Robo-advisors are 
required to follow strict security measures, which involve implementing encryption, 
access controls, and vulnerability assessments. Regular system inspections and 
evaluations are crucial for detecting and resolving any security weaknesses. 

Table 2 
Solutions behind Challenges to adoption of Robo-Advisors in Fintech identified from literature 

Sr. No Solutions Sources 
1 Educate [36-38] 
2 Transparency [38-40] 
3 Regular System Check [41, 42] 
4 Advancement in Encryption [43, 44] 

Several approaches may be taken to overcome these obstacles and encourage more 
people to use Robo-advisors: It is critical to inform investors about the pros, cons, 
and dangers of Robo-advisors [45]. Disclosure of data privacy practices, 
algorithmic decision-making procedures, and investment strategies must be made 
transparent. Disclosure of Robo-advisors' investing strategies, data-gathering 
procedures, and fee structures is required [46]. Equally important is the unequivocal 
declaration of any possible conflicts of interest, including any revenue-sharing 
agreements with investment providers. To find and fix security flaws, it is necessary 
to conduct system inspections and audits  regularly. It is important that all aspects 
of the Robo-advisor, including its infrastructure, third-party service providers, and 
data and software systems, are thoroughly examined [47]. 

Secure enclaves and homomorphic encryption are two new forms of encryption that 
have the potential to significantly improve the security of sensitive financial data 
[48]. These technological advancements lessen the likelihood of data breaches and 
illegal access by enabling data processing and analysis without jeopardizing its 
confidentiality. Academic literature must prioritize the issues of trust, data privacy, 
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and security as they pertain to the adoption of Robo-advisors. To investigate these 
problems, assess the efficacy of potential remedies, and influence business policies 
and government oversight, researchers and academics are indispensable. Academic 
institutions may help build Robo-advisor systems that are safe, reliable, and 
extensively used by performing thorough research, sharing their results, and 
collaborating with industry players [38]. 

3 Results 

3.1 Challenges and Solutions Considering Robo-Advisors in 
Fintech 

Interpreting the results of qualitative research is somewhat emerging as a way to 
discuss the various challenges and their solutions involved in the upcoming 
technological advancements in fintech. While analyzing the interviews, the study 
categorized these challenges. Subsequently, the study discussed the sub- challenges 
and proposed solutions from thematic perspectives. This will help us to understand 
why consumers are not accepting Robo-advisors. 

3.2 Data Security 
Robust security protocols are of the utmost importance in the fintech industry. This 
need becomes apparent when looking at the results of the qualitative interviews with 
industry experts. The varied and complex nature of fintech security is shown by the 
insights gained from these interviews, which shed light on several issues and their 
solutions. According to Interviewee 11, one of the main issues is data security, 
which involves safeguarding sensitive consumer information. The suggested 
method calls for routine security assessments and upgrades to protect client data 
from ever-changing cyber dangers. The significance of constantly monitoring and 
upgrading security procedures to protect sensitive information is widely 
acknowledged in the business, and this accords with that view. 

The security and privacy of important financial records is another major concern 
voiced by Interviewees 2 and 12. Protecting this information is essential to keeping 
customers' faith in your brand, and it's also a technical consideration. The proposed 
approach emphasizes the importance of protecting client data, showing a deliberate 
effort to earn and keep confidence through trustworthy security measures. 
According to Interviewees 2, 3, and 4, the prevalence of cyber dangers and data 
breaches is further highlighted in the interviews. Interviewee 4 suggests using 
many layers of protection to combat this. The current cybersecurity techniques 
align with this suggestion, implying that a layered defense mechanism is better at 
reducing the likelihood of cyber assaults. 
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Two more important interviewees brought up the issue of identity verification, 
which is a major hurdle. According to the proposed approach, we must be vigilant 
and constantly innovate to authenticate user IDs. This method is reflective of the 
ever-changing nature of financial technology, where new security measures are 
always being developed to keep up with increasingly complex fraud schemes. 
Finally, Interviewee 9 stresses the significance of a safe system. The suggested 
approach involves reaching out to a wide audience, which suggests a holistic plan 
that incorporates education, community involvement, and technical solutions to 
enhance security. 

The intricacy of fintech security concerns is highlighted by these findings from the 
interviews when taken as a whole. Additionally, they display the many creative 
approaches experts are contemplating to tackle these problems, which helps 
improve security measures in the financial technology industry. The present status 
of fintech security and how to steer future changes in this dynamic area may be 
better understood with the help of this analysis. 

Table 3 
Data Security Challenges and Solutions from Interviews 

Challenge Category Solution 
Protecting sensitive customer 
information (11) 

Data Security regular security audits and 
updates (11) 

Security of sensitive financial data 
(12) (2) 

 confidentiality and integrity of 
customer (12) 

Cyber threats and data breaches 
(2)(3)(4) 

 multi-layered security protocols 
(4) 

Identity verification (24) (25)  constant vigilance and 
innovation (24) 

Secure infrastructure (9)  Extensive outreach (9) 

“The integration of chatbots in financial services poses challenges like data security 
and privacy. Protecting sensitive customer information and ensuring secure 
interactions are our top priorities.” 

(Interviewee 11) 

“The main challenge was ensuring the security of sensitive financial data handled 
by the chatbots. It was crucial to protect against cyber threats and data breaches. 
One challenge has been keeping up with the evolving data privacy laws and 
updating our chatbots accordingly.” (Interviewee 2) 

3.3 Privacy 
The incorporation of chatbots poses a myriad of complicated issues in the ever-
changing field of financial technology (fintech), calling for solutions that are just as 
proactive and advanced. According to several interviews, these problems mostly 
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include maintaining secure connections, keeping up with rapidly evolving data 
protection standards, and protecting client data. The assurance of privacy in 
conversations provided by chatbots is a key concern, as brought up by Interviewees 
11 and 4. Respondent 11 suggests cutting-edge encryption software as a solution, 
highlighting the need for sophisticated cryptographic techniques to safeguard 
private data. Further, to quickly detect and resolve possible security breaches, 
Interviewee 4 proposes real-time monitoring of chatbot conversations. 

Another key impediment cited by Interviewees 11, 12, 2, 24, 26, and 29 is the issue 
of keeping up with the continually increasing data privacy standards. Interviewee 
11 proposed a solution highlighting an agile compliance approach through 
continuous monitoring and regular updates to data protection processes. 

Interviewee 12 agrees and emphasizes the need to keep an eye on new laws and 
regulations and ensure everything is up to date. To successfully traverse the 
regulatory landscape, interviewee 29 stresses the importance of heavily investing in 
research and development. In addition, as stated by Interviewee 6, stringent data 
security procedures are necessary to safeguard client data. Building trust and 
confidence in fintech services relies on this strategy, which is essential for keeping 
client information secure and private. 

Interviewee 26's thoughts illuminate the larger issue of innovation and adaptation 
in fintech regarding the necessity of integrating chatbots seamlessly with multiple 
corporate systems and catering to clients' varied expectations. Deploying chatbots 
in a diversified and worldwide banking environment is complex and multifarious, 
as Interviewee 29 points out while discussing the difficulties of keeping up with the 
banking sector's fast technical and legal changes. 

Finally, there are a lot of problems with integrating chatbots into the financial 
industry, and a lot of creative and quick fixes are needed. By incorporating state- 
of-the-art encryption technology, real-time monitoring systems, regularly revising 
data protection policies, and allocating resources to R&D, these solutions 
demonstrate an all-encompassing and proactive strategy for handling the problems 
associated with chatbot integration in financial services, including data security, 
privacy, and regulatory compliance. 

Table 4 
Privacy Challenges and Solutions from interviews 

Challenge Category Solution 
Ensuring secure interactions 
(11)(4) 

Privacy latest encryption technologies (11) 
real-time monitoring (4) 

Rapidly changing data privacy 
regulations (11)(12) (2)(24)(26) (29) 

 Continuous monitoring and updating of 
our data protection practices (11) 

Protecting customer data (6)  ongoing monitoring of legal 
developments and regular system  
updates (12) Heavily invest in R &D 
(29) 
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“Additionally, ensuring our platform integrates seamlessly with various business 
systems and meets the diverse needs of our clients requires constant innovation 
and adaptability.” 

(Interviewee 26) 

“The primary challenges include keeping up with the rapid pace of technological 
advancements and regulatory changes in the banking sector. We've also had to 
address the diverse and evolving needs of banks in different regions.” 

(Interviewee 29) 

3.4 Trust 
A major obstacle to establishing and sustaining customer confidence in the fintech 
industry is the rise of Robo-advisors and other digital-only platforms [49]. 
Numerous factors contribute to the complexity of this problem, including the 
necessity to accommodate a wide range of financial requirements, guarantee the 
security of online transactions, and combat widespread low levels of financial and 
technological literacy. Education, openness, and constant innovation are the 
cornerstones of the ideas put up by the respondents  to resolve these trust-related 
problems. According to Interviewee 13, gaining confidence in an entirely digital 
environment is a major obstacle, especially regarding financial investments. One 
important tactic to address this is to educate customers. As pointed out by 
Interviewee 14, it's not only about giving them knowledge; it's also about constantly 
interacting with them. To help people understand and trust digital platforms, 
providing them with instructional resources like these is crucial. 

Respondent 17 highlights the difficulty of accommodating individuals varied 
financial demands and habits. Providing instructional materials and assistance is at 
the heart of the proposed solution, which allows for the customization and 
improvement of products to cater to specific user demographics. A shift towards a 
paradigm that is more user-centric, where services are customized to meet 
individual tastes and needs, is indicated by this approach. Providing pertinent 
resources and instructional content is key to resolving the conventional banking 
system trust difficulties brought up by Interviewees 22, 8, and 10. As pointed out 
by Interviewee 34, this is vital for connecting conventional and online banking. 
Making resources available for customers used to more conventional banking 
processes can help smooth the way. 

Transparency, highlighting security features, and educating customers are ways to 
approach the difficulty of generating confidence in digital transactions, as stated by 
Interviewee 23. Customers might feel more comfortable and confident using digital 
platforms for financial transactions if the security measures are explained to them 
and they are educated about the procedures involved. Interviewee 24 brings up the 
difficulty of keeping up with evolving financial fraud tactics and proposes a solution 
that involves continuous monitoring and inventiveness. This shows that fintech 
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platforms and Robo-advisors need to be flexible to fight emerging types of financial 
crime. Another major obstacle to trust-building is a lack of knowledge about money 
(Interviewees 27, 7, 9) and technology 
(Interviewees 30, 9). To provide consumers with the necessary knowledge and 
confidence to utilize digital financial services efficiently, it is vital to implement the 
offered solutions, which include community participation, instructional programs, 
and customer education activities. 

Lastly, the lack of awareness is addressed through various educational programs, as 
brought up by Interviewees 5 and 7. These programs aim to provide the groundwork 
for trust by making digital financial instruments more accessible and easier to use. 
Establishing confidence in fintech's Robo-advisors and other digital financial 
platforms ultimately calls for a concerted effort focusing on education, openness, 
and innovation. Fintech organizations may consistently create and sustain trust 
across a broad user base by educating consumers, providing specialized resources, 
exhibiting security features, and adjusting to changing demands and technology. In 
today's increasingly digital environment, the acceptance and expansion of digital 
financial services are dependent on this confidence. 

Table 5 
Trust Challenges and Solutions from Interviews 

Challenge Category Solution 
digital-only platform (13) Trust educating consumers (14) continually 

educating our users (13) 
Adapting to Diverse 
Financial needs (17) 

 offering educational resources and 
support (17) 

To address Traditional 
financial system trust 
(22)(8)(10) 

 Providing relevant Tools (10) 
Education (22) (8) 

Digital Transaction trust 
(23)(33)(34)(6)(11) 

 Transparent (11)(13) showing security 
features (23) Customer Education (33) 
(34) (6) 

Changing Financial Fraud 
Techniques (24) 

 constant vigilance and innovation  (24) 

AI models unbiased (25)   
Lack of financial literacy 
(27)(7)(9) 

 community engagement and 
educational programs (27) (7)(9) 

Lack of Digital Literacy 
(30)(9) 

 Customer Education Program (30)(9) 

Lack of Awareness (5)(7)  educational initiatives (5) (7) 

“One of the main challenges has been building trust in mobile banking, especially 
among those who are more accustomed to traditional banking methods.” 

(Interviewee 34) 
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“One major challenge is building trust in a digital-only platform, especially when it 
comes to investments.” 

(Interviewee 13) 

“A very important challenge is adapting to our users' diverse financial needs and 
behaviors, which we meet by continually refining and personalizing our offerings.” 

(Interviewee 17) 

“One of the main challenges has been building trust in digital transactions, 
especially among users who are accustomed to traditional payment methods. 
Another challenge is keeping pace with the rapidly changing technology in fintech, 
which we meet through continuous innovation and updates.” 

(Interviewee 23) 

3.5 Information System Integration 
The fintech industry's integration of chatbots and Robo-advisors calls for a thorough 
strategy to integrate information systems [38]. According to qualitative research, 
this problem encompasses a wide range of issues, including but not limited to fast 
technological development, managing customer expectations, user interface design, 
user experience, technology complement, and keeping up with fintech trends. 
Within this framework, the solutions put forth by interviewees emphasize the 
significance of ongoing innovation, teamwork, and putting the user first. A key to 
open banking's acceptability, according to Interviewee 14, is the difficulty of 
merging different financial systems. The proposal being put out calls for a 
partnership between financial institutions and ongoing technological progress. By 
taking this tack, we can ensure that chatbots and Robo-advisors are compatible with 
all the features of various financial systems and that integration is smooth. 

Respondents 15, 19, 20, 24, 32, and 33 all pointed out that making the UI easy to 
use is another major obstacle. Interviewees 19 and 20 suggest increasing the variety 
of tasks that chatbots can do, while Interviewee 24 suggests constantly innovating, 
Interviewee 32 suggests enhancing services based on user feedback, and 
Interviewee 33 suggests demonstrating how convenient they are. In order to 
increase consumer acceptance and trust in these technologies, these tactics are 
focused on improving the user experience by making it more intuitive and efficient. 
Focusing on the platform's design and usability, interviewee 16 emphasizes the 
relevance of user experience across different capabilities. This shows that the 
importance of user experience in increasing engagement and happiness with the 
product has been recognized. 

According to Interviewee 18, technology complements make chatbots and Robo- 
advisors more successful by utilizing financial professionals. This approach 
proposes a combined use of human and technological knowledge to deliver an all-
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encompassing service. Respondents 21 and 8 also mentioned that keeping up with 
fintech developments was difficult. Maintaining the platforms' relevance and 
innovation in a sector that is always changing requires a solution that combines 
continual research and development. 

Respondents 21, 22, 31, and 32 all agreed that meeting customers' expectations is 
no easy feat. Answers include working closely with clients (Interviewee 21), 
becoming involved in the community (Interviewee 22), investing in technology 
(Interviewees 31 and 32), and improving services based on consumer input 
(Interviewee 32). These methods stress the need to listen to and meet customers' 
demands. Discussing the difficulty of keeping up with quickly evolving 
technologies, Interviewee 23 joins Interviewees 26, 28, 29, 30, 32, and 34.  
A number of potential solutions have been put up, including providing ease and 
efficiency (Interviewee 23), investing heavily in R&D (Interviewee 29), and 
providing extensive functionality without sacrificing user experience (Interviewee 
28). If these tactics are implemented, the platforms will continue to be state-of- the-
art, user-friendly, and adaptable. 

Interviewee 31 pointed out that a talented staff committed to digital platform 
maintenance and enhancement is the key to scalability. This approach highlights the 
need to have a competent and flexible staff to guarantee the platforms can grow 
successfully as user demands and technology change. Finally, several issues 
pertaining to information system integration must be resolved for fintech chatbots 
and Robo-advisors to be integrated successfully. Important issues include adapting 
to technology changes, managing consumer expectations, scalability, and user- 
centric design. Other solutions involve collaborating with financial professionals 
and continuously innovating. All of these methods work together to boost 
confidence and acceptability among fintech users, which is crucial for the industry-
wide deployment of these technologies. 

“Another challenge is educating consumers about the benefits and safety of open 
banking, which we are tackling through outreach and user education programs." 

(Interviewee 14) 

Table 6 
Information system Integration Challenges and Solutions from Interviews 

Challenge     Category Solution 
Various financial systems (14) Information System 

Integration 
continuous technological innovation & 
Collaboration with financial 
institutions (14) 

User-friendly interface 
(15)(19)(20)(24)(32)(33) 

 expanding and diversifying the range 
of tasks (15) intuitive design and 
navigation (19) (20) constant 
innovation (24) feedback-driven 
service enhancements (32) 
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  Demonstrating convivence (33) 
User experience across 
different functionalities (16) 

 platform's design and usability (16) 

Technology Complement (18)  financial experts (18) 

Fintech Trends (21)(8)  continuous research and development 
(21)(8) 

Customer Expectation 
(21)(22)(31)(32) 

 Close Collaboration (21) 

Rapidly changing technology 
(23) (26)(28) (29) 
(30)(32)(34)(8) 

 Community engagement(22) Continue 
Investment in Technology 
(31) feedback-driven service 
enhancements (32) 

Scalability (31)  Convenience and efficiency (23) 
comprehensive features without 
compromising on user experience 
(28) Invest Heavily R & D and Learn 
Continually (29) Customer Education 
Program (8) (30) Continues Investment 
in technology (32)(34) 

Conclusions, Discussion and Future Directions 

This qualitative research study utilized grounded theory and the analytical 
capabilities of NVivo to conduct a comprehensive analysis of 34 interviews. This 
study aimed to examine the challenges related to the implementation and 
assimilation of chatbots and Robo-advisors in the financial technology industry. 
The research has successfully identified and advanced several important subjects. 
The  subjects discussed encompass safeguarding personal information and data, 
fostering trust in digital platforms, addressing the intricacies of integrating 
information systems and adapting to the dynamic nature of the financial landscape 
[50]. 

These findings significantly enhance the ongoing scholarly discourse on the topic 
of fintech innovation and user acceptance. They align with the viewpoints of 
prominent industry scholars, such as [51], who underscore the significance of trust 
and security. The proposed solutions, such as implementing transparent 
communication strategies and leveraging advanced encryption techniques, are 
feasible within the context of Pakistan’s FinTech sector. However, their success 
depends on stakeholder collaboration, regulatory support, and sustained 
technological innovation. 

The study has sparked a detailed discussion that illuminates the intricate connection 
between technical expertise, adherence to regulations, and the crucial importance of 
user experience in determining the acceptance of these contemporary financial 
technologies. Wang, et al. [52] highlight that safeguarding sensitive customer 
information is a critical problem in the financial technology sector. The emphasis 
on robust data security measures aligns with this goal. Furthermore, the study 
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emphasizes the significance of ongoing innovation and adjustment, aligning with 
discoveries [53]. This is done to tackle the ever- changing technical and regulatory 
landscape. Furthermore, it underlines the need to adopt a user-centric strategy, 
which prioritizes user education and participation as the essential elements in 
establishing trust and acceptance. This concept is substantiated by research 
conducted by Vrontis et al. [54]. 

This study is limited by its reliance on a small sample size and the snowball 
sampling method, which may introduce biases, by over-representing certain 
perspectives. Additionally, the findings are specific to Pakistan's socio-cultural and 
regulatory environment, limiting their applicability to other contexts. 

This research sets the stage for several new areas of study, with a focus on future 
prospects. Thompson, et al. [55] advocate for employing longitudinal studies as a 
methodological approach due to their capacity to provide a more comprehensive 
understanding of evolving consumer views and business practices within the field. 
Conducting a comparative study in different cultural and regulatory settings, as 
suggested by Lim and Teo [56], might uncover important contextual factors that 
influence the adoption of these technologies. Vrontis, et al. [57] argue that the 
increasing impact of emerging technologies like artificial intelligence and 
blockchain on the effectiveness and adoption of chatbots and Robo-advisors is a 
promising area for further investigation. Furthermore, doing a comprehensive 
examination of the psychological factors that impact user acceptance, building upon 
the theoretical frameworks proposed by Zhao and Bacao [58], would yield valuable 
insights into the cognitive and emotional dimensions of technology adoption. 
Ultimately, employing quantitative methods to validate and  expand upon this 
study's qualitative discoveries can provide a more comprehensive understanding of 
the phenomena [59]. 

In conclusion, this work underscores the importance of addressing trust, security, 
and privacy challenges to foster the adoption of Robo-advisors in Pakistan’s 
FinTech sector. By employing user-centric design, transparent communication, and 
robust data protection measures, FinTech companies can enhance user trust and 
expand financial inclusion. The study also highlights the need for longitudinal 
research and cross-cultural comparative analyses to better understand the evolving 
landscape of FinTech adoption. 

Overall, this study not only provides valuable insights into the current challenges 
and approaches in the fintech sector regarding the incorporation of chatbots and 
Robo-advisors but also opens up several opportunities for further research. 

The anticipated future initiatives will greatly enhance our comprehension of this 
rapidly advancing and crucially important subject. 

References 

[1] B. Sampat, E. Mogaji, and N. P. Nguyen, "The dark side of FinTech in 
financial services: a qualitative enquiry into FinTech developers’ 



Acta Polytechnica Hungarica Vol. 22, No. 6, 2025 

‒ 147 ‒ 

perspective," International Journal of Bank Marketing, vol. 42, no. 1, pp. 38-
65, 2024 

[2] P. K. Ozili, "Women digital financial inclusion and economic growth in 
Nigeria," Journal of Internet and Digital Economics, vol. 4, no. 3, pp. 161-
178, 2024 

[3] Y. Wang, Y. Lu, C.-Y. Shen, S.-J. Luo, and L.-Y. Zhang, "Exploring product 
style perception: A comparative eye-tracking analysis of users across varying 
levels of self-monitoring," Displays, vol. 84, p. 102790, 2024 

[4] S. Ahmed, J. A. Addae, and K. S. Ofori, Exploring the Dark Side of FinTech 
and Implications of Monetary Policy. IGI Global, 2023 

[5] L. Hsiao, Y.-J. Chen, H. Xiong, and H. Liu, "Incentives for disclosing the 
store brand supplier," Omega, vol. 109, p. 102590, 2022 

[6] E. Mogaji and N. P. Nguyen, "The dark side of mobile money: Perspectives 
from an emerging economy," Technological Forecasting and Social Change, 
vol. 185, p. 122045, 2022 

[7] P. Langley and A. Leyshon, "The platform political economy of FinTech: 
Reintermediation, consolidation and capitalisation," New political economy, 
vol. 26, no. 3, pp. 376-388, 2021 

[8] S. U. Rahman, F. Faisal, and A. Ali, "Financial development and shadow 
economy: a bibliometric analysis using the Scopus database (1985–2021)," 
Journal of the Knowledge Economy, vol. 14, no. 3, pp. 2238-2265, 2023 

[9] S. K. Abbas, A. Kő, and Z. Szabó, "B2B Financial Sector Behavior 
Concerning Cognitive Chatbots. Personalized Contextual Chatbots in 
Financial Sector," in 2023 14th IEEE International Conference on Cognitive 
Infocommunications (CogInfoCom), 2023: IEEE, pp. 000085-000090 

[10] S. K. Abbas, Z. Szabó, and A. Kő, "Current trends of development in chatbot 
systems," Specialusis Ugdymas, vol. 1, no. 43, pp. 1157-1168, 2022 

[11] S. K. Abbas, "AI Meets Finance: The Rise of AI-Powered Robo-Advisors," 
Journal of Electrical Systems, vol. 20, no. 11, pp. 1011-1016, 2024 

[12] K. Nizam and M. Z. Rashidi, "Barriers to digital financial inclusion and 
digital financial services (DFS) in Pakistan: a phenomenological approach," 
Qualitative Research in Financial Markets, vol. 17, no. 2, pp. 251-274, 2025 

[13] H. Qaiser and M. Fahad, "Fintech in Pakistan: Current Landscape, 
Challenges, and Global Insights," Bulletin of Business and Economics (BBE), 
vol. 13, no. 3, pp. 48-53, 2024 

[14] M. S. Mallisetty, Digital transformation: advancements in business. Book 
Saga Publications, 2023 

[15] A. Aggarwal, C. C. Tam, D. Wu, X. Li, and S. Qiao, "Artificial intelligence–
based chatbots for promoting health behavioral changes: systematic review," 



S. K. Abbas et al. Robo-Advisors in Fintech-Challenges and Solutions 

‒ 148 ‒ 

Journal of medical Internet research, vol. 25, p. e40789, 2023 

[16] L. Dervishi et al., "Facilitating federated genomic data analysis by 
identifying record correlations while ensuring privacy," in AMIA annual 
symposium proceedings, 2023, vol. 2022, p. 395  

[17] Z. Poorhadi Poshtiri, A. Gholipour Soleimani, N. Delafrooz, and K. 
Shahroodi, "Designing the insurance coverage model for FinTech startups: a 
novel approach to the necessity of digital transformation track of in 
insurance," Interdisciplinary Journal of Management Studies (Formerly 
known as Iranian Journal of Management Studies), vol. 17, no. 1, pp. 71-94, 
2023 

[18] E. Felten, M. Raj, and R. Seamans, "Occupational, industry, and geographic 
exposure to artificial intelligence: A novel dataset and its potential uses," 
Strategic Management Journal, vol. 42, no. 12, pp. 2195-2217, 2021 

[19] K. Ahmad, M. Maabreh, M. Ghaly, K. Khan, J. Qadir, and A. Al-Fuqaha, 
"Developing future human-centered smart cities: Critical analysis of smart 
city security, Data management, and Ethical challenges," Computer Science 
Review, vol. 43, p. 100452, 2022 

[20] G. Zhou, J. Zhu, and S. Luo, "The impact of fintech innovation on green 
growth in China: Mediating effect of green finance," Ecological Economics, 
vol. 193, p. 107308, 2022 

[21] A. Ahmed et al., "A review of mobile chatbot apps for anxiety and depression 
and their self-care features," Computer Methods and Programs in 
Biomedicine Update, vol. 1, p. 100012, 2021 

[22] C.-Y. Li, Y.-H. Fang, and Y.-H. Chiang, "Can AI chatbots help retain 
customers? An integrative perspective using affordance theory and service-
domain logic," Technological Forecasting and Social Change, vol. 197, p. 
122921, 2023 

[23] S. Li et al., "Understanding and addressing quality attributes of microservices 
architecture: A Systematic literature review," Information and software 
technology, vol. 131, p. 106449, 2021 

[24] I. K. F. Haugeland, A. Følstad, C. Taylor, and C. A. Bjørkli, "Understanding 
the user experience of customer service chatbots: An experimental study of 
chatbot interaction design," International Journal of Human-Computer 
Studies, vol. 161, p. 102788, 2022 

[25] J. S. Oktay, Grounded theory. Oxford University Press, 2012 

[26] B. Glaser and A. Strauss, Discovery of grounded theory: Strategies for 
qualitative research. Routledge, 2017 

[27] I. Maleksadati, S. Ziaei, and M. Kaffashan Kakhki, "What do experts say 
about the conditions affecting customer knowledge management in academic 
libraries? An integrated perspective," Aslib Journal of Information 



Acta Polytechnica Hungarica Vol. 22, No. 6, 2025 

‒ 149 ‒ 

Management, vol. 75, no. 2, pp. 342-363, 2023 

[28] D. Rodríguez Cardona, A. Janssen, N. Guhr, M. H. Breitner, and J. Milde, 
"A matter of trust? Examination of chatbot usage in insurance business," 
2021 

[29] M. Ng, K. P. Coopamootoo, E. Toreini, M. Aitken, K. Elliot, and A. van 
Moorsel, "Simulating the effects of social presence on trust, privacy concerns 
& usage intentions in automated bots for finance," in 2020 IEEE European 
symposium on security and privacy workshops (EuroS&PW), 2020: IEEE, 
pp. 190-199  

[30] R. Pillai and B. Sivathanu, "Adoption of AI-based chatbots for hospitality 
and tourism," International Journal of Contemporary Hospitality 
Management, vol. 32, no. 10, pp. 3199-3226, 2020 

[31] H. Trapero, J. Ilao, and R. Lacaza, "An integrated theory for chatbot use in 
air travel: questionnaire development and validation," in 2020 IEEE region 
10 conference (TENCON), 2020: IEEE, pp. 652-657  

[32] D. L. Kasilingam, "Understanding the attitude and intention to use 
smartphone chatbots for shopping," Technology in society, vol. 62, p. 
101280, 2020 

[33] T. Roh, B. I. Park, and S. S. Xiao, "Adoption of AI-enabled Robo-advisors 
in Fintech: Simultaneous Employment of UTAUT and the Theory of 
Reasoned Action," Journal of Electronic Commerce Research, vol. 24, no. 
1, pp. 29-47, 2023 

[34] E. C.-X. Aw, L.-Y. Leong, J.-J. Hew, N. P. Rana, T. M. Tan, and T.-W. Jee, 
"Counteracting dark sides of robo-advisors: justice, privacy and intrusion 
considerations," International Journal of Bank Marketing, vol. 42, no. 1, pp. 
133-151, 2023 

[35] D. Zumstein and S. Hundertmark, "CHATBOTS--AN INTERACTIVE 
TECHNOLOGY FOR PERSONALIZED COMMUNICATION, 
TRANSACTIONS AND SERVICES," IADIS International Journal on 
WWW/Internet, vol. 15, no. 1, 2017 

[36] I. Nain and S. Rajan, "Algorithms for better decision-making: a qualitative 
study exploring the landscape of robo-advisors in India," Managerial 
Finance, vol. 49, no. 11, pp. 1750-1761, 2023 

[37] D. Dhingra, V. Agarwal, and S. Ashok, "Emerging technologies in financial 
services," Disruptive Technology and Digital Transformation for Business 
and Government, pp. 323-347, 2021 

[38] A. Bhatia, A. Chandani, R. Atiq, M. Mehta, and R. Divekar, "Artificial 
intelligence in financial services: a qualitative research to discover robo-
advisory services," Qualitative Research in Financial Markets, vol. 13, no. 
5, pp. 632-654, 2021 



S. K. Abbas et al. Robo-Advisors in Fintech-Challenges and Solutions 

‒ 150 ‒ 

[39] M. Wu and Q. Gao, "Understanding the acceptance of robo-advisors: towards 
a hierarchical model integrated product features and user perceptions," in 
International Conference on Human-Computer Interaction, 2021: Springer, 
pp. 262-277  

[40] H. Zhu, E.-L. S. Pysander, and I.-L. Söderberg, "Not transparent and 
incomprehensible: A qualitative user study of an AI-empowered financial 
advisory system," Data and Information Management, vol. 7, no. 3, p. 
100041, 2023 

[41] J. Yang, Y.-L. Chen, L. Y. Por, and C. S. Ku, "A systematic literature review 
of information security in chatbots," Applied Sciences, vol. 13, no. 11, p. 
6355, 2023 

[42] S. M. Suhaili, N. Salim, and M. N. Jambli, "Service chatbots: A systematic 
review," Expert Systems with Applications, vol. 184, p. 115461, 2021 

[43] K. S. Kaswan, J. S. Dhatterwal, N. Kumar, and S. Lal, "Artificial intelligence 
for financial services," in Contemporary studies of risks in emerging 
technology, part A: Emerald Publishing Limited, 2023, pp. 71-92 

[44] S. Gopal, P. Gupta, and A. Minocha, "Advancements in fin-tech and security 
challenges of banking industry," in 2023 4th International Conference on 
Intelligent Engineering and Management (ICIEM), 2023: IEEE, pp. 1-6  

[45] J. W. Lam, "Robo-advisors: A portfolio management perspective," Senior 
thesis, Yale College, vol. 20, pp. 2023-01, 2016 

[46] X. Hong, L. Pan, Y. Gong, and Q. Chen, "Robo-advisors and investment 
intention: A perspective of value-based adoption," Information & 
Management, vol. 60, no. 6, p. 103832, 2023 

[47] R. H. Huang, C. C. Wang, and O. X. Zhang, "The development and 
regulation of robo-advisors in Hong Kong: empirical and comparative 
perspectives," Journal of Corporate Law Studies, vol. 22, no. 1, pp. 229-263, 
2022 

[48] R. Shrestha and S. Kim, "Integration of IoT with blockchain and 
homomorphic encryption: Challenging issues and opportunities," in 
Advances in computers, vol. 115: Elsevier, 2019, pp. 293-331 

[49] D. Fasnacht, "Open innovation ecosystems," in Open Innovation 
Ecosystems: Creating New Value Constellations in the Financial Services: 
Springer, 2018, pp. 131-172 

[50] H. Allioui and Y. Mourdi, "Exploring the full potentials of IoT for better 
financial growth and stability: A comprehensive survey," Sensors, vol. 23, 
no. 19, p. 8015, 2023 

[51] G. Elia, V. Stefanelli, and G. B. Ferilli, "Investigating the role of Fintech in 
the banking industry: what do we know?," European Journal of Innovation 
Management, vol. 26, no. 5, pp. 1365-1393, 2023 



Acta Polytechnica Hungarica Vol. 22, No. 6, 2025 

‒ 151 ‒ 

[52] S. Wang, M. Asif, M. F. Shahzad, and M. Ashfaq, "Data privacy and 
cybersecurity challenges in the digital transformation of the banking sector," 
Computers & security, vol. 147, p. 104051, 2024 

[53] M. Del Giudice, V. Scuotto, A. Papa, S. Y. Tarba, S. Bresciani, and M. 
Warkentin, "A self‐tuning model for smart manufacturing SMEs: Effects on 
digital innovation," Journal of Product Innovation Management, vol. 38, no. 
1, pp. 68-89, 2021 

[54] G. Kaur, "Understanding the Impact of CBDCs on Financial Stability: The 
Shift Towards a User-Centric Financial Ecosystem," in Concepts, 
Technologies, Challenges, and the Future of Web 3: IGI Global, 2023, pp. 
456-473 

[55] C. M. Thompson et al., "Living with long COVID: A longitudinal interview 
study of individuals’ communicative resilience through the “long haul”," 
Health communication, vol. 39, no. 10, pp. 2135-2151, 2024 

[56] V. K. Lim and T. S. Teo, "Cyberloafing: A review and research agenda," 
Applied Psychology, vol. 73, no. 1, pp. 441-484, 2024 

[57] D. Vrontis, M. Christofi, V. Pereira, S. Tarba, A. Makrides, and E. Trichina, 
"Artificial intelligence, robotics, advanced technologies and human resource 
management: a systematic review," Artificial intelligence and international 
HRM, pp. 172-201, 2023 

[58] Y. Zhao and F. Bacao, "How does the pandemic facilitate mobile payment? 
An investigation on users’ perspective under the COVID-19 pandemic," 
International journal of environmental research and public health, vol. 18, 
no. 3, p. 1016, 2021 

[59] P. Kumar, S. K. Sharma, and V. Dutot, "Artificial intelligence (AI)-enabled 
CRM capability in healthcare: The impact on service innovation," 
International Journal of Information Management, vol. 69, p. 102598, 2023 

 


	1
	1
	1
	1
	1 Introduction
	1.1
	1.1 Theoretical Background

	1
	2 Methodology
	1.1
	2.1 Participant Selection and Snowball Sampling
	1.1
	2.2 Data Analysis Process
	2.3 Open Coding Phase

	1
	3 Results
	1.1
	3.1 Challenges and Solutions Considering Robo-Advisors in Fintech
	3.2 Data Security
	3.3 Privacy
	1.1
	3.4 Trust
	1.1
	3.5 Information System Integration


