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Abstract 
The proliferation of interconnected systems in modern vehicles has increased the importance 

of cyber security in the automotive industry. This abstract describes a comprehensive 

examination of cyber security risk analysis methods, with particular emphasis on the engine 

control unit (ECUs), a fundamental component in vehicle functionality. 

The evolving scenario of the automotive sector requires stringent cyber security measures, 

which underlines the urgency and relevance of this study. The associated challenges and 

vulnerabilities found in contemporary automotive systems highlight the importance of 

mitigating cyber risks, prompting the addition of a robust regulatory framework such as 

ISO/SAE 21434 

A thorough exposition of the ECU’s architecture, functionality, and critical role within the 

vehicle establishes the basic understanding necessary for the analysis to follow. Then, 

leveraging the methodology recommended by ISO/SAE 21434, this study conducts an in-depth 

cyber security risk analysis according to the selected ECUs. 

Identification, assessment, and evaluation of potential threats and vulnerabilities to the ECUs 

illustrate the complex web of threats affecting vehicle operations. The conclusion of this 

analysis leads to a prioritization of risks based on severity and potential impact, highlighting 

the imperative need for effective mitigation strategies. Also, and foremost to an understanding 

of the cybersecurity risks, if this activity happens, and happens early in the product 

development lifecycle, it enables the timely and precise mitigation of the identified 

cybersecurity risks of the product. 

Falling into the realm of cyber security controls, this abstract presents a conceptual depiction 

of control measures specifically designed for ECUs. Emphasizing distribution, encryption, 

authentication, and intrusion detection, these measures provide a strong shield against 

identified threats, as mandated by ISO/SAE 21434. 

Finally, this summary advocates the full adoption of cyber security protocols within the 

automotive sector, with a targeted focus on ECUs, moving the industry towards stronger 

resilience against cyber threats. 
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1. Introduction 
The digital transformation of the automotive industry has ushered in unprecedented connectivity and 

technological advancements, revolutionizing vehicle features. This paradigm shift has accelerated the 

industry's vulnerability to cyber threats, necessitating a robust cyber security framework. The 

introduction provides an in-depth exploration of: 

• Automotive Industry Cyber Security Overview 

• Importance of ECUs in Vehicle Functionality 

Automotive Industry Cyber Security Overview: 

Importance of cyber security in vehicles: 
The increasing integration of digital systems into modern vehicles has ushered in a new era of 

automotive innovation, increasing convenience, efficiency, and safety [1]. However, this 

integration has simultaneously increased vehicles' vulnerability to cyber threats, emphasizing 

the importance of robust cyber security measures. 

Cyber security in vehicles plays an obvious role in ensuring the safety of passengers. The 

interconnected nature of vehicle systems exposes them to potential cyber intrusions, which 

can have serious consequences, from remotely manipulating vehicle functions to 

compromising essential safety mechanisms. Ensuring the integrity and resilience of vehicle 

systems through cybersecurity measures is critical to mitigating risks associated with 

unauthorized access or manipulation [1]. 

Modern vehicles collect a vast array of data, including driving patterns, geographic location, 

and personal preferences. This wealth of information is vulnerable to unauthorized access, 

posing significant privacy risks to vehicle occupants [1]. Strong cyber security protocols are 

essential to protect sensitive personal data from potential breaches or misuse, ensure 

compliance with data protection regulations and protect user privacy. 

Vehicle functionality and reliability rely heavily on complex electronic systems and software-

driven components. Cyber threats targeting these systems can compromise critical functions, 

leading to malfunction, system failure, or complete immobilization of the vehicle [1]. 

Implementing cybersecurity measures is essential to maintain the integrity and uninterrupted 

operation of vehicle systems, ensuring optimal performance and reliability. 

Cyber-attacks on vehicles can result in significant financial losses for manufacturers, suppliers, 

and consumers. The costs associated with correcting cyber-damages, remediating security 

breaches, and potential legal liabilities can be high [1]. Additionally, a compromised vehicle 

reputation can have far-reaching consequences for manufacturers, affecting consumer 

confidence and market perception. Effective cybersecurity measures mitigate these risks, 

minimizing financial and reputational damage. 
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With the evolution of regulatory frameworks and industry standards, cybersecurity has 

become a focal point within the automotive sector [1]. Adherence to GDPR and industry 

standards such as UNECE R155 and UNECE R156 is not only essential for legal compliance, but 

also demonstrates a commitment to ensuring cybersecurity best practices, but now we have 

a standard for building secure vehicles, ISO/SAE 21434. Compliance with these standards 

fosters a culture of accountability and continuous improvement of cybersecurity protocols 

within the automotive industry. 

Current challenges and vulnerabilities in automotive cyber security: 

The automotive industry faces numerous challenges and vulnerabilities in achieving robust 

cybersecurity initiatives, primarily stemming from the increasing complexity and 

interconnectedness of vehicle systems. Modern vehicles are equipped with electronic control 

units (ECUs), sensors and connectivity features, creating a complex web of interconnected 

systems. The complexity and diversity of these systems make vehicles susceptible to 

vulnerabilities arising from software errors, inadequate security protocols, and inter-device 

communication flaws [2]. 

The integration of vehicle-to-everything (V2X) communication systems and remote access 

features introduces new entry points for cyber attackers [2]. Remote access facilitates over-

the-air updates, diagnostics, and connectivity services, but it also creates potential threats 

whose malicious elements can compromise vehicle security and functionality [3]. 

Historically, cybersecurity was often an afterthought in vehicle design and manufacturing 

processes [2]. This legacy approach has led to inadequately secured systems and software, 

leaving vehicles vulnerable to cyber intrusions and attacks. Retrofitting security measures after 

production can be difficult and expensive [3]. 

Absence of universal cybersecurity standards is a major challenge in the automotive industry 

[2]. Although initiatives such as ISO/SAE 21434 aim to standardize cybersecurity practices, the 

lack of rigorous and universally adopted standards leaves room for inconsistencies and 

variations in cybersecurity implementation among manufacturers and suppliers. 

Additionally, the influx of data collected by vehicles raises considerable privacy concerns. With 

the abundance of sensitive personal and vehicle data being stored and transmitted within 

vehicles, ensuring strong data encryption, anonymity, and compliance with data protection 

regulations such as GDPR becomes a significant challenge [2]. 

Regulatory frameworks in automotive cyber security: 

The automotive industry operates within a regulatory landscape that emphasizes the 

importance of cyber security to ensure the safety, privacy and integrity of vehicles and their 

data. Two prominent regulatory frameworks significantly affecting the industry are the General 

Data Protection Regulation (GDPR) and the UNECE R155. 
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General Data Protection Regulation (GDPR) 

The GDPR, implemented in the European Union, establishes strict guidelines for data 

protection and individuals' privacy rights [4]. It extends its reach to the automotive sector due 

to the vast amount of personal data processed by vehicles. Under the GDPR, vehicle 

manufacturers and service providers must ensure the lawful and transparent processing of 

personal data, implement strong safeguards to protect data, and uphold the rights of 

individuals regarding their data privacy. Are bound to GDPR compliance is essential for 

automotive entities to avoid substantial fines and maintain consumer trust regarding data 

handling practices. 

UNECE R155 

The UNECE R155 standard stands as an important framework within the automotive industry, 

specifically addressing cybersecurity and software updates for vehicles. This regulatory 

standard, developed by the United Nations Economic Commission for Europe (UNECE), will 

play an important role in establishing guidelines and practices to enhance vehicle 

cybersecurity and effectively manage software updates. 

Importance of UNECE R155 

The increasing connectivity and complexity of modern vehicles has increased cyber security 

concerns. The UNECE R155 standard addresses these concerns by providing a comprehensive 

framework that promotes cybersecurity resilience in vehicles. It focuses on several important 

aspects, but one of its key provisions deals with software updates and cyber security 

management. 

• Within UNECE R155, the clause on software updates is of great importance. This clause 

outlines the procedures and requirements for managing software updates in vehicles. 

This emphasizes the need for a secure and reliable mechanism to update software in a 

timely manner. 

• The standard advocates for secure over-the-air (OTA) updates, ensuring that software 

updates are delivered securely to vehicles via encrypted channels. This approach 

minimizes the risk of unauthorized access or tampering during the update process, 

while maintaining the integrity of the vehicle's software. 

• The provision of software updates also illustrates the important balance between 

ensuring vehicle safety and security and the need for continuous improvement and 

innovation. It mandates that updates must not compromise the vehicles' safety, 

functionality, or emissions compliance. At the same time, it emphasizes the importance 

of promptly addressing cyber security threats through timely updates to enhance 

vehicle security. 

• The UNECE R155 standard's clause on software updates has far-reaching implications 

for the automotive industry. It sets a precedent for manufacturers to implement robust 

mechanisms to securely deliver software updates. Compliance with this standard 
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promotes consumer confidence by assuring vehicle resilience against cyber security 

threats and the ability to efficiently receive necessary updates. 

ISO/SAE 21434 Standard 

ISO/SAE 21434 is an emerging global standard developed specifically for automotive cyber 

security [4]. It outlines a comprehensive approach to establishing cybersecurity practices 

throughout the vehicle development lifecycle. The standard emphasizes risk assessment, 

secure development processes, and ongoing monitoring and improvement of cybersecurity 

measures. ISO/SAE 21434 aims to promote a standardized and proactive approach to reducing 

cybersecurity risks in vehicles, harmonizing cybersecurity practices in the automotive industry 

(ISO, SAE International, 2020). 

 

Clause 4 (General considerations) is informational and includes the context and perspective of 
the approach to road vehicle cybersecurity engineering taken in this document. 

Clause 5 (Organizational cybersecurity management) includes the cybersecurity management 
and specification of the organizational cybersecurity policies, rules, and processes. 
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Clause 6 (Project dependent cybersecurity management) includes the cybersecurity 
management and cybersecurity activities at the project level. 

Clause 7 (Distributed cybersecurity activities) includes requirements for assigning 
responsibilities for cybersecurity activities between customer and supplier. 

Clause 8(Continual cybersecurity activities) includes activities that provide information for 
ongoing risk assessments and define vulnerability management of E/E systems until end of 
cybersecurity support. 

Clause 9 (Concept) includes activities that determine cybersecurity risks, cybersecurity goals 
and cybersecurity requirements for an item. 

Clause 10 (Product development) includes activities that define cybersecurity specifications 
and implement and verify cybersecurity requirements. 

Clause 11 (Cybersecurity validation) includes the cybersecurity validation of an item at the 
vehicle level. 

Clause 12 (Production) includes the cybersecurity-related aspects of manufacturing and 
assembly of an item or component. 

Clause 13 (Operations and maintenance) includes activities related to cybersecurity incident 
response and updates to an item or component. 

Clause 14 (End of cybersecurity support and decommissioning) includes cybersecurity 
considerations for end of support and decommissioning of an item or component. 

Clause 15 (Threat analysis and risk assessment methods) includes modular methods for analysis 
and assessment to determine the extent of cybersecurity risk so that treatment can be 
pursued. 

Clauses 5 through 15 have their own objectives, provisions (i.e., requirements, 
recommendations, and permissions) and work products. Work products are the results of 
cybersecurity activities that fulfill one or more associated requirements. 

This international standard, jointly developed by the International Organization for 
Standardization (ISO) and the Society of Automotive Engineers (SAE), provides a 
comprehensive framework for incorporating cybersecurity in the design and development 
processes of automotive systems. ISO/SAE 21434 outlines principles and methods for 
conducting cybersecurity risk assessments, establishing cybersecurity management processes, 
and defining cybersecurity-related vehicle development requirements. In the field of 
cybersecurity, it's essential to consider various sources of information, such as Triggers, 
Cybersecurity Events, and Weaknesses from Cybersecurity Events, Vulnerability Analysis, 
Evidence of Managed Vulnerabilities, and ISO 21434. 
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ISO 21434 outlines specific requirements. For instance, one requirement mandates the 
identification of item boundaries, item functions, and preliminary architecture. Furthermore, 
there is a requirement for describing the operational environment relevant to cybersecurity. 

A comprehensive analysis is required based on the item definition. This includes asset 
identification, threat scenario identification, impact rating, attack path analysis, attack 
feasibility rating, and risk value determination. The identification of damage scenarios and 
assets with cybersecurity properties is essential, leading to the identification of threat 
scenarios. 

Threat scenarios are thoroughly analyzed to identify attack paths, and associated risk values 
are determined. These risk values, ranging from 1 to 5, represent the level of risk, with 1 
indicating minimal risk. Additionally, safety-related impact ratings are derived from ISO 26262-
3:2018, 6.4.3. 

The assessment extends to damage scenarios against potential adverse consequences in 
safety, financial, operational, and privacy categories. If a damage scenario results in an impact 
rating, and it can be argued that other impacts are less critical, further analysis for those 
impacts may be omitted. 

For each attack path, the feasibility rating is determined based on a selected approach from 
the following predefined options: an attack potential-based approach, a CVSS-based. These 
approaches include an attack potential-based approach, a CVSS-based approach, or an attack 
vector-based approach. With the attack-potential based approach, factors such as such as 
elapsed time, specialist expertise, and knowledge of the item or component are considered in 
determining feasibility. 

Risk treatment options are determined based on the analysis results. These options include 
avoiding, reducing, sharing, or retaining the risk. If risk reduction is chosen, corresponding 
cybersecurity goals are specified, while sharing or retaining the risk requires the specification 
of corresponding claims. 

Verification is a critical step to confirm the correctness and completeness of the analysis 
results. Technical and/or operational cybersecurity controls are described in detail, considering 
dependencies between item functions and/or cybersecurity claims. 

Furthermore, cybersecurity requirements are defined for the item and its operational 
environment, and they are allocated accordingly. 

Finally, a set of work products, including item definition, Threat, and Risk Analysis (TARA), 

cybersecurity goals, claims, verification reports, a cybersecurity concept, and associated 

reports, are generated to document and facilitate the implementation of the cybersecurity 

measures. 



 

17 
 

Significance of ECUs in vehicle functionality: 

What is an ECU? 

The use of the term ECUs may be used to refer to an Engine Control Unit, however ECUs also 

refers to an Electronic Control Unit, which is a component of any 

automotive mechatronic system, not just for the control of an 

engine. 

In the Automotive industry, the term ECUs often refers to an 

Engine Control Unit (ECUs), or an Engine Control Module (ECM). 

If this unit controls both an engine and a transmission, it is often 

described as a Powertrain Control Module (PCM). 

For the purposes of this article, we will discuss the ECUs as an Engine 

Control Unit and say it electronic controller. 

What does an electronic controller do? 

Fundamentally, the engine electronic controller controls the injection of the fuel and, in petrol 

engines, the timing of the spark to ignite it. It measures the position of the engine’s internals 

using a Crankshaft Position Sensor so that the injectors and ignition system are activated at 

precisely the correct time.  While this sounds like something that can be done mechanically 

(and was in the past), there’s now a bit more to it than that. 

An internal combustion engine is essentially a big air pump that powers itself using fuel. As the 

air is sucked in, enough fuel must be provided to create power to sustain the engine’s 

operation while having a useful amount left over to propel the car when required. This 

combination of air and fuel is called a ‘mixture’. Too much mixture and the engine will be full 

throttle, too little and the engine will not be able to power it or the car. 

Not only is the amount of mixture important, but the ratio of that mixture must be correct. 

Too much fuel - too little oxygen and the combustion is dirty and wasteful. Too little fuel - too 

much oxygen makes the combustion slow and weak. 

Engines used to have this mixture quantity and ratio controlled by an entirely mechanical 

metering device called a carburetor, which was little more than a collection of fixed diameter 

holes (jets) through which the engine ‘sucked’ the fuel. With the demands of modern vehicles 

focusing on fuel efficiency and lower emissions, the mixture must be more tightly controlled. 

The only way to meet these strict requirements is to hand over control of the engine to an 

electronic controller, the Engine Control Unit. The electronic controller has the job of 

controlling the fuel injection, ignition and ancillaries of the engine using digitally stored 

equations and numeric tables, rather than by analogue means.   

Figure 1: An ECU 
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Precise Fuel Management 

An electronic controller must deal with many variables when deciding the correct mixture 

ratio. 

• Engine demand 

• Engine/Coolant temperature 

• Air temperature 

• Fuel temperature 

• Fuel quality 

• Varying filter restriction 

• Air pressure 

• Engine pumping efficiency 

These require several sensors to measure such variables and apply them to logic in the 

programming of the electronic controller to determine how to correctly compensate for them. 

Dependence of Modern Vehicles on Electronic Controller: 

The automotive industry has witnessed a transformative evolution, moving from traditional 

mechanical systems to highly sophisticated, interconnected electronic systems. This paradigm 

shift is fueled by the widespread integration of Electronic Control Units (electronic controllers) 

into various vehicle functionalities, a hallmark of modern vehicle technology. 

Integration into Vehicle Architecture: 

Electronic controllers, essentially embedded computers, play an important role in managing 

and managing critical functions within vehicles [6]. These functions encompass a wide array 

of operations, including but not limited to: 

Power Train Control: electronic controllers manage the engine, transmission, and drivetrain 

systems, adjusting fuel injection, ignition timing, and gearshifts for better performance and 

fuel efficiency [6]. 

Safety Systems: Advanced safety features such as anti-lock braking systems (ABS), electronic 

stability control (ESC), collision avoidance systems, and airbag deployment to process sensor 

data and execute timely responses to potential hazards relies heavily on electronic controllers 

for [6]. 

Infotainment and Comfort: electronic controllers control the vehicle's entertainment, navigation, 

climate control, and driver assistance systems. This integration enhances passenger comfort 

and convenience while providing a rich driving experience [6]. 

Diagnostic and Maintenance Functions: electronic controllers continuously monitor vehicle 

systems, detect malfunctions, and generate error codes to aid diagnosis. They facilitate 

predictive maintenance, allowing timely intervention to prevent potential malfunctions [6]. 
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Effect on Vehicle Functionality and Performance 

Reliance on electronic controllers has revolutionized vehicle functionality, enabling levels of 

sophistication and precision previously unattainable with mechanical systems alone. Through 

rapid advances in computing power and software capabilities, electronic controllers have 

become integral to improving vehicle performance, enhancing safety, and seamlessly 

integrating diverse features. 

Performance Optimization: The ability of electronic controllers to process vast amounts of data 

in real time enables dynamic adjustments to improve engine performance, transmission 

efficiency, and overall vehicle dynamics [6]. 

Increased Safety: Integration of electronic controllers into safety systems helps in reducing 

potential hazards on the road. Their fast response to sensor inputs increases vehicle stability, 

traction control, and collision avoidance [6]. 

Customization and Personalization: electronic controllers enable personalized driving 

experiences through custom settings for various vehicle parameters, tailoring vehicle behavior 

to driver’s preferences [6]. 

Adaptability and Future Innovations: The modular nature of electronic controllers facilitates 

seamless integration of new features and technologies, promoting adaptability for future 

innovations and upgrades within the automotive landscape [6]. 
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2. The Architecture and Functionality of the Electronic Controller: 

An electronic controller is often referred to as the ‘brain’ of the engine. It is essentially a 

computer, a switching system and power management system in a very small case. To 

perform even on a basic level, it must incorporate 5 different areas of operation. 

• Input:  

This typically includes temperature and pressure sensors, on/off signals, and 

data from other modules within the vehicle and is how an electronic controller 

collects the information it needs to make decisions. 

An example of an input would be a Coolant Temperature sensor, or an 

Accelerator Pedal Position sensor. Requests from the Antilock Brake System 

(ABS) module may also be considered, such as for the application of traction 

control. 

• Processing: 

Once the data has been collected by the electronic controller, the processor 

must determine output specifications, such as fuel injector pulse width, as 

directed by the software stored within the unit. 

The processor not only reads the software to decide the appropriate output, it 

also records its own information, such as learned mixture adjustments and 

mileage. 

• Output:  

The electronic controller can then perform an action on the engine, allowing 

the correct amount of power to control actuators precisely. 

These can include controlling fuel injector pulse width, exact timing of the 

ignition system, and opening of an electronic throttle body or the activation of 

a radiator cooling fan. 

• Power Management: 

The electronic controller has many internal power requirements for the 

hundreds of internal components to function correctly. In addition to this, for 

many sensors and actuators to work, the correct voltage must be supplied by 

the electronic controller to components around the car. This could be just a 

steady 5 Volts for sensors, or over 200 Volts for the fuel injector circuits. 

Not only does the voltage have to correct, but some outputs must handle more 

than 30 Amps, which naturally creates a lot of heat. Thermal management is a 

key part of electronic controller design. 
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Figure 2: Block Diagram of an electronic controller system 

Overview of Electronic Control Units: 
Electronic Control Units (electronic controllers) represent the technological backbone of 

modern vehicles, comprising embedded systems that regulate and manage diverse vehicular 

functions. These units equipped with intricate hardware and sophisticated software, play a 

pivotal role in enhancing vehicle performance, safety, and comfort. 

Evolution and Types of electronic controllers 

Over time, electronic controllers have evolved to encompass various types, each dedicated to 

governing specific vehicle systems: 

Engine Control Module (ECM): ECMs, a cornerstone electronic controller type, manage critical 

engine functions. They control fuel injection, ignition timing, and emission systems, optimizing 

performance and efficiency [7]. 

Transmission Control Module (TCM): TCMs oversee automatic transmission operations, 

optimizing gear shifts, torque distribution, and transmission efficiency for improved driving 

experiences [8]. 

Body Control Module (BCM): BCMS handles body-related features like lighting, climate control, 

door locks, and more, enhancing overall vehicle usability and comfort [9]. 

Functionality and Operation 

Electronic controllers operate through a series of interconnected functionalities: 

Input Processing: electronic controllers receive inputs from an array of sensors distributed 

across the vehicle, capturing data on parameters like engine temperature, speed, throttle 

position, and more [10]. 
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Data Processing and Control: With sophisticated algorithms embedded in their software, 

electronic controllers process sensor data, executing precise control strategies to optimize 

vehicle performance and ensure safety. 

Actuation and Output Control: These units communicate with actuators and control units, 

orchestrating specific actions like fuel injection adjustments, braking engagements, or gear 

ratio alterations based on processed data. 

Advancements and Future Trends 

Integration of Artificial Intelligence (AI): Future electronic controllers are poised to integrate AI 

and machine learning algorithms, fostering adaptability, predictive analytics, and 

advancements in autonomous driving functionalities [11]. 

Cyber security and electronic controllers Protection: With increased vehicle connectivity, ECUs face 

heightened cybersecurity risks. Consequently, robust security measures and protocols are 

being implemented to safeguard these critical control units from cyber threats. 

 

Figure 3: electronic controllers Controlling Specific Systems of Vehicles 

Significance of Electronic Control Units in Modern Vehicles: 
Electronic control units (ECUs) play a significant role in modern vehicles, playing a vital role in 

shaping their performance, safety, performance, and functionality. Here is a study of their 

importance: 

Improved Vehicle Performance: ECUs play a central role in improving engine efficiency and 

performance by precisely controlling fuel injection, ignition timing, and other critical 

parameters. They ensure that the engine performs at its best, resulting in better power output, 

fuel economy, and reduced emissions. 
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Safety Systems Integration: ECUs play an important role in managing advanced safety features 

such as anti-lock braking system (ABS), traction control, stability control, and airbag 

deployment. These systems rely on real-time data processed by ECUs to quickly respond to 

potential threats to enhance overall vehicle safety. 

Transmission Optimization: In vehicles with automatic transmission, ECUs manage gear shifts 

and torque distribution based on driving conditions. This refinement contributes to smoother 

acceleration, better fuel economy, and overall driving comfort. 

Comfort and Convenience Features: ECUs control various comfort and convenience features 

inside vehicles, such as climate control, lighting systems, power windows, and entertainment 

systems. These systems enhance the overall driving experience for the occupants. 

Diagnostic Functions: ECUs continuously monitor various vehicle systems, detect 

malfunctions, and generate error codes when problems occur. This facilitates early detection 

of potential problems, enabling timely maintenance or repairs to prevent more significant 

failures. 

Adaptability and Future Innovations: ECUs are adaptable and can accommodate new 

technologies and features, enabling integration with emerging trends such as autonomous 

driving, electrification, and connectivity. Their modular nature allows for easy updates and 

enhancements, contributing to the future of automotive innovation. 

Cyber Security and Data Protection: As vehicles become more integrated, ECUs face increasing 

cyber security risks. Ensuring the security and protection of ECUs from cyber-attacks is critical 

to protecting sensitive vehicle data and ensuring user safety. 

Regulatory Compliance: With the emergence of standards such as ISO/SAE 21434, ECUs play 

an important role in ensuring compliance with cybersecurity and safety standards in the 

automotive industry. Adherence to these standards helps manufacturers make safer and more 

reliable vehicles. 

Overall, the importance of ECUs in modern vehicles spans various domains, from improving 

performance and safety to enabling future innovations and ensuring compliance with changing 

industry standards. Their role continues to evolve, contributing to the advancement of 

automotive technology and the overall driving experience. 

Examination of Architecture and Functionality of Chosen electronic controllers: 

Theoretical Model: Advanced Engine Control Module (A-ECM) 

Architecture Review 

The Advanced Engine Control Module (A-ECM) represents a theoretical electronic controller 

designed to improve engine efficiency, emissions, and overall performance in modern vehicles. 

Its architecture consists of discrete components and interfaces, exhibiting a robust design for 

managing the engine's critical functions. 
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Hardware Components: 

Microcontroller Unit (MCU): The heart of the A-ECM, houses the processor and memory unit, 

runs complex algorithms and controls various engine parameters. 

Input/output Interface: Connects to sensors measuring engine temperature, air-fuel ratio, 

throttle position, and more. Interface with actuators controlling fuel injection, ignition timing, 

and exhaust systems. 

Communication Bus: Facilitates data exchange with other vehicle systems, allowing for real-time 

monitoring and adjustment of engine operations based on varied inputs. 

Software Layers: 

Operating System (OS): Provides the platform for electronic controller’s operation manages 

resources and enables multiple tasks to be performed simultaneously. 

Application Software: Implements algorithms for engine management, including strategies for 

fuel optimization, emissions control, and diagnostics. 
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3. Performance Review of the Electronic Controller: 

Optimization of Engine Performance: 

Fuel Injection Control: The A-ECM precisely regulates fuel injection timing, quantity and pressure 

based on sensor input, ensuring optimum combustion and power output. 

Ignition Timing Control: Monitors engine parameters to adjust ignition timing, improve efficiency 

and performance while reducing emissions. 

Emission Control: 
Catalytic Converter Monitoring: Analyzes sensor data to manage the performance of catalytic 

converters, ensuring effective reduction of harmful emissions. 

Oxygen Sensor Feedback: Uses feedback from the oxygen sensor to adjust the fuel and air 

mixture, maintaining the ideal ratio for efficient combustion and low emissions. 

Diagnostic Functions: 
Fault Detection and Error Codes: Continuously monitors engine parameters for anomalies, 

generates error codes for diagnosis and alerts users to potential malfunctions. 

On-Board Diagnostics (OBD): Implements the OBD protocol to provide standard access to 

diagnostic tools, helping with quick and accurate troubleshooting. 

Adaptive Strategies: 
Learning Algorithms: Uses adaptive learning algorithms to adjust engine parameters over time, 

optimizing performance based on driving habits and environmental conditions. 

Adaptability to Different Fuels: Add flexibility to adapt to different fuel blends ensuring optimal 

engine performance regardless of fuel type. 

Integration and Future Enhancements 
A-ECM's architecture enables seamless integration with emerging technologies: 

Connectivity and over-the-air updates: 

Wireless Connectivity: Add connectivity modules for remote diagnostics and updates, enabling 

over-the-air software enhancements and cybersecurity patches. 

Integration of Artificial Intelligence: 
Machine Learning Algorithms: Envisions integration with AI algorithms to analyze vast datasets, 

improve predictive maintenance, and further improve engine performance. 

Finally, the theoretical A-ECM exemplifies a state-of-the-art electronic controllers architecture 

intended to enhance engine performance, emissions control, diagnostics, and adaptability to 

future innovations within the automotive landscape. Its multi-faceted design and functionality 

underlines the important role of ECUs in modern vehicle operations and developments. 
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Self-diagnosis of an electronic controllers and Peripherals 

The complexity of implementing all this control, all these inputs and all these outputs requires 

relatively advanced self-diagnosis capability – traditional engine diagnosis becomes obsolete. 

The inputs and outputs of an electronic controllers are individually monitored by the 

processor, often dozens of times a second, to ensure they’re within the tolerances set in the 

software. If a sensor reading falls outside of these tolerances for the pre-determined period, 

a fault is registered, and a fault code stored for retrieval by the technician. 

Fault Codes 

When a fault code is stored in the memory, it usually results in some of the logic within the 

software being bypassed with reduced engine efficiency, albeit with the engine still being able 

to function on a basic level. In some circumstances, the self-diagnosis routine discovers a 

serious fault that either fundamentally prevents the engine from running or shuts the engine 

down in the interest of safety. 

With modern engine management, the first fault diagnosis step for a vehicle technician is to 

access fault codes from the electronic controller’s memory. These are often stored as 5-digit 

alphanumeric codes beginning with a P, B, C, or a U, followed by 4 numbers. 

In addition to these codes, the technician can also view live sensor data through the diagnostic 

tool while the vehicle is running. This allows them to see a sensor reading that is incorrect, but 

not out of tolerance by enough of a margin to flag a fault code. 

Electronic Throttle Control 

Many people question the necessity of drive-by-wire throttle control. Introduced in the 90s, it 

is now fitted to almost every engine produced today, but what are the advantages over a 

traditional cable? 

Until the 80s, most throttle/accelerator control was managed with a cable from the pedal to 

the carburate. The idle speed was set by simply adjusting a screw to keep the throttle flap 

open slightly until the engine idled correctly. This simple method required regular adjustment 

of idle speed and was prone to deviation when an engine was cold or as various parts wore 

out. 

In the 1980s, with the mainstream introduction of ECUs, electronic Idle Air Control valves were 

introduced which solved many of these issues, however the electronic controllers were now 

controlling part of the airflow and yet all the other components remained. 

With efficiency of engine operation and efficiency in car assembly moving forward, electronic 

throttle control was introduced. This sped up the manufacture of a car (no stiff throttle cables 

passing through the firewall), it removed the need for an Idle Air Control valve, and it allowed 

the engine electronic controllers additional control over the engine for improved EGR function, 

improved control over engine shutdown and improved starting. 
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One important advantage of electronic throttle control is that the electronic controllers can 

adjust the throttle angle during acceleration to compliment the actual airflow through the 

engine. This improves the speed at which the air passes through the intake and provides gains 

in torque and drivability. This is known as torque-mapping and is only possible with electronic 

throttle control.    

Adaptations 

Modern vehicles are built to much tighter tolerances than those of the past; however, they are 

still susceptible to manufacturing variation, mechanical wear, and environmental aspects. As 

such, they can adapt to gradual changes in the operation of the engine. 

As an air filter gets blocked by dust, the electronic controllers can start the engine running with 

a slightly reduced fuel injection quantity to compensate. This allows it to perform at peak 

efficiency from engine startup, rather than starting at factory levels and working towards the 

optimum mixture on each journey.  It does this by storing the Lambda values over previous 

journeys. 

These adaptations apply not just too blocked air filters, but to many systems on an engine or 

transmission. As components in hydraulic systems wear, they require changes to the timing of 

solenoid activation to compensate. Similarly, as the engine wears throughout, the ability to be 

an air pump deteriorates slightly and the opening angle of the throttle flap will need to change 

to maintain correct idle speed. 

An increase in engine demand (such as accelerating) will require an increase in the overall 

quantity of mixture. Because of the combustion characteristics of the fuels in use, it also 

requires a change in the ratio of this mixture. When you press the accelerator pedal, your 

throttle flap will open to allow more air into the engine. The increase in airflow to the engine 

is measured by the Mass Air Flow sensor (MAF) so the electronic controllers can change the 

amount of fuel that’s injected, keeping the mixture ratio within limits. 

It doesn’t stop there. For best power levels and safe combustion, the electronic controllers 

must change the ratio of the mixture and inject more fuel under full throttle than it would 

during cruising – this is called a ‘rich mixture’. Conversely, a fueling strategy or a fault that 

results in less than a normal quantity of fuel being injected would result in a ‘lean mixture’. 

In addition to calculating the fueling based on driver demand, temperature has a considerable 

part to play in the equations used. Since petrol is injected as a liquid, evaporation must occur 

before it combusts. In a hot engine, this is easy to manage, but in a cold engine the liquid is 

less likely to vaporize, and more fuel must be injected to keep the mixture ratio within the 

correct range for combustion. 

Flashback: Prior to the use of the electronic controllers, this function was managed by a ‘choke’ 

on the carburetor. This choke was simply a flap that restricted the airflow into the carburetor 
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increasing the vacuum at the jets to promote more fuel flow. This method was often 

inaccurate, problematic, and required regular adjustment. Many were adjusted manually by 

the driver while driving. 

The temperature of the air also plays a role in combustion quality in much the same way as 

the varying atmospheric pressure.   

Perfecting Combustion 

Since a car engine spends most of its time at part throttle, the electronic controllers 

concentrate on maximum efficiency in this area. The ideal mixture, where all the injected fuel 

is combusted and all oxygen is consumed by this combustion, is known as ‘stoichiometric’ or 

often as ‘Lambda’. At stoichiometric conditions, Lambda = 1.0. 

The Exhaust Gas Oxygen Sensor (Lambda sensor, O2 Sensor, Oxygen Sensor or HEGO) 

measures the amount of oxygen left over after combustion. This tells the engine whether there 

is an excess of air in the mixture ratio – and naturally whether there is excessive or insufficient 

fuel being injected. The electronic controllers will read this measurement, and constantly 

adjust the fuel quantity injected to keep the mixture as close to Lambda = 1.0 as possible. This 

is known as ‘closed loop’ operation and is a major contribution to the advanced efficiency that 

comes from using engine ECUs. 

Because of the strict emissions regulations now in force, there are many other systems on an 

engine that help to reduce fuel consumption and/or environmental impact. These include: 

• Exhaust Gas Recirculation (EGR) 

• Catalytic converter and Selective Catalytic Reduction 

• Exhaust Air Injection Reaction (AIR) 

• Diesel Particulate Filters (DPF) 

• Fuel Stratification 

• Exhaust Additive Injection (Such as AdBlue) 

• Evaporative emissions control (EVAP) 

• Turbo charging and supercharging 

• Hybrid powertrain systems 

• Variable Valve train Control (Such as VTEC or MultiAir) 

• Variable Intake Control 

Each of the above systems affects engine operation in some way and therefore need to be 

under full control of the electronic controllers. 

Basic Electronic Controllers’ Function 

The first stage of electronic controllers’ operation is in fact power management. This is where 

various voltages are regulated and the power-up of the electronic controllers is handled. Most 

ECUs have sophisticated power management due to the variety of components inside, 
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accurately regulating 1.8V, 2.6V, 3.3V, 5V, 30V and up to 250V all from the car’s 10-15V supply. 

The power management system also allows the electronic controllers to have full control over 

when it powers itself down – i.e., not necessarily when you turn off the ignition switch. 

Once the correct voltages are supplied, the microprocessors can begin to boot up. Here the 

main microprocessor reads software from the memory and performs a self-check. It then reads 

data from the numerous sensors on the engine and converts them into useful information. 

This information is often transmitted over the CAN bus – your car’s internal computer network 

– to other electronic modules. 

Once the main microprocessor has interpreted this information, it refers to the numeric tables 

or formulae within the software and activates outputs as required. 

The Crankshaft Position Sensor show the engine is about to reach maximum compression on 

one of the cylinders, it will activate a transistor for the relevant ignition coil. The formula and 

tables within the software will cause the activation of this transistor to be delayed or advanced 

based on throttle position, coolant temperature, air temperature, EGR opening, mixture ratio 

and previous measurements showing incorrect combustion. 

The operation of the main processor inside the electronic controllers and the activation of 

many outputs are overseen by a monitoring microprocessor – essentially a second computer 

that makes sure the main computer is doing everything correctly. If the monitoring 

microprocessor is not happy with any aspect of the electronic controllers, it has the power to 

reset the whole system or shut it down completely. The use of the monitoring processor 

became imperative with the application of drive-by-wire throttle control due to safety 

concerns should the main microprocessor develop a fault. 

Identification of Critical interfaces and Communication Channels within the 

Electronic Controllers: 

Critical Interfaces in the A-ECM 

Sensor Interfaces: 

Engine Sensors: These include temperature sensors, throttle position sensors, oxygen sensors, 

and pressure sensors. They provide critical data regarding engine parameters, enabling the A-

ECM to make precise adjustments. 

Communication Protocol: The A-ECM interfaces with these sensors using standardized 

communication protocols Local Interconnect Network (LIN), which is master-slave, directly 

invented for sensor/actuator management ensuring seamless data transfer. 

Actuator Interfaces: 

Fuel Injectors and Ignition Systems: These actuators receive commands from the A-ECM for 

precise fuel injection and ignition timing adjustments based on the processed sensor data. 
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Communication Protocol: Utilizes protocols compatible with actuator systems, ensuring accurate 

and timely actuation commands, typically employing Pulse Width Modulation (PWM) or digital 

signaling. 

Communication Bus: 

Internal Bus: The A-ECM employs an internal communication bus, like CAN, to enable data 

exchange among its internal components, facilitating coordinated operations. 

External Connectivity: Interfaces with the vehicle's broader communication network, linking 

with other ECUs, such as Transmission Control Units (TCUs) and Body Control Modules (BCMs), 

through standardized vehicle communication protocols. 

Communication Channels in the A-ECM 

Data Processing and Decision Making: 

Sensor Data Acquisition: Continuous acquisition of sensor data from critical engine components, 

which is processed by the electronic controllers to make real-time adjustments. 

Algorithm Execution: Utilizes embedded software algorithms to interpret sensor data, execute 

control strategies, and generate outputs for actuators. 

 

Figure 4: Block diagram of the electronic controller 

Control and Actuation: 

Actuator Commands: The A-ECM communicates with actuators, sending signals to adjust fuel 

injection, ignition timing, and emission control systems based on processed data and 

algorithmic decisions. 

Feedback Loop: Receives feedback from actuators and sensors to ensure that commanded 

actions have been executed correctly, enabling closed-loop control.  

CAN Bus Protocol: Predominantly used for inter-electronic controllers’ communication within 

vehicles, ensuring reliable data transmission and standardized messaging formats [12]. 
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4. Cyber Security Risk Analysis Introduction: 
Cybersecurity risk analysis in automotive systems is a comprehensive process that 

evaluates potential threats and vulnerabilities in vehicle systems, with the goal of 

identifying, evaluating, and mitigating the risks associated with cyber-attacks. This analysis 

is critical due to the increasing integration of digital technologies into modern vehicles, 

making them vulnerable to cyber threats. Here is an in-depth study of its definition, 

significance, and methodology. 

 

Figure 5: Cyber Attack Possibility 

Definition and Significance of Cybersecurity Risk Analysis in Automotive Systems: 
Cybersecurity risk analysis in automotive systems involves the systematic assessment and 

management of potential cyber threats, vulnerabilities, and their potential impact on vehicle 

safety, functionality, and data security. It consists of several steps: 

Vulnerability Identification: Identifying potential threats that could compromise vehicle systems, 

such as unauthorized access, malware, or tampering with critical components. Identifying 

weaknesses in software, hardware, or communication protocols that could be exploited by 

cyber attackers. 

Vulnerability Assessment: Analyzing the exploitability of vulnerabilities and assessing the 

potential impact on vehicle security, user privacy and functionality. 

Risk Reduction: Implementing measures to reduce risks, which may include enhancing security 

protocols, updating software, or adopting encryption mechanisms. 
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Importance of Cybersecurity Risk Analysis in Automotive Systems 

Security Concerns: With the integration of advanced technologies such as autonomous driving 

and connected systems, vehicle safety relies heavily on cyber security. Any cyber breach could 

potentially compromise the safety of passengers and other road users. 

Data Protection: Vehicles store vast amounts of sensitive data, including personal information 

and driving patterns. Cyber-attacks can lead to data breaches; endanger user privacy and 

potentially expose sensitive data to malicious entities. 

Functional Integrity: Modern vehicles rely heavily on electronic control units (ECUs) and 

interconnected systems. Cyber threats can disrupt these systems, affecting vehicle 

functionality, performance, and reliability. 

Consumer Trust and Credibility: Compromising cybersecurity puts the reputation and trust of 

vehicle manufacturers at stake. Incidents of cyber-attacks or data breaches can significantly 

affect consumer confidence in the brand and its products. 

Regulatory Compliance: Adherence to cybersecurity standards and regulations, such as UNECE 

R155, is essential. Failure to comply can lead to legal ramifications, fines, and damage to brand 

reputation [14]. 

Methodology in Cybersecurity Risk Analysis 

Threat Modeling: Identifying potential threats and attack vectors based on vehicle architecture 

and functionality. This includes scenario-based analysis to determine potential attack paths 

and their impact. 

Vulnerability Assessment: Examining software, hardware, and communication protocols for 

vulnerabilities that can be exploited. Penetration testing and vulnerability scanning are 

commonly used techniques. 

Risk Assessment Framework: Using frameworks such as OCTAVE, FAIR, or the NIST Cybersecurity 

Framework to assess and quantify risks. These frameworks provide systematic methods for 

risk analysis and management. 

Continuous Monitoring and Response: Implementing measures to continuously monitor the 

system for anomalies or breaches and developing response plans to immediately mitigate risks 

[14]. 

Overview of ISO/SAE 21434 Guidelines for Cyber Security Risk Analysis: 
ISO/SAE 21434 is a standard developed specifically to address cybersecurity risks in the 

automotive industry. It provides guidelines and best practices for conducting cybersecurity risk 

analysis, establishing cybersecurity management processes, and ensuring the safety of 

automotive systems throughout their lifecycle. Here is an overview of the key aspects of 

ISO/SAE 21434: 
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Understanding the ISO/SAE 21434 Guidelines for Cyber security Risk Analysis: 

Scope and Objectives: 

ISO/SAE 21434 aims to address cybersecurity risks related to passenger vehicles, trucks, and 

commercial vehicles. 

The standard focuses on incorporating cybersecurity considerations throughout the vehicle 

lifecycle, from concept development to decommissioning. 

Risk Management Framework: 

ISO/SAE 21434 emphasizes a risk-based approach to cybersecurity. It provides a structured 

framework for risk identification, assessment, mitigation, and validation within automotive 

systems. 

Key Ingredients: 

System Analysis and Classification: Identify and classify vehicle systems, components, and 

architectures to understand their cybersecurity implications. 

Threat and Vulnerability Analysis: Assessing potential threats and vulnerabilities that may affect 

automotive systems. 

Risk Assessment and Management: Assessing the likelihood and potential impact of identified 

risks and vulnerabilities on vehicle safety and functionality. This includes defining risk 

acceptance criteria. 

Specification of Cyber security Requirements: Defining cybersecurity requirements and defining 

security objectives based on identified threats. 

Verification and Validation: Ensuring that cybersecurity measures are properly implemented and 

effective throughout the vehicle's lifecycle. 

Life Cycle Approach: 

ISO/SAE 21434 emphasizes integrating cybersecurity activities throughout the automotive 

product development lifecycle. 

This includes the concept phase, development, production, operation, maintenance, and 

decommissioning, ensuring continuous cyber security management. 

Cooperation Method: 

This standard encourages collaboration among stakeholders, including vehicle manufacturers, 

suppliers, and third-party vendors, to effectively address cybersecurity threats. 

Adaptation and Continuous Improvement: 

ISO/SAE 21434 emphasizes the need for flexibility to adapt to evolving cybersecurity threats 

and technologies. 
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It fosters a mindset of continuous improvement, encouraging regular updates and 

enhancements to cybersecurity measures. 

Compliance and Certification: 

So, compliance with ISO/SAE 21434 is mandatory, adherence to its guidelines can demonstrate 

a manufacturer's commitment to cybersecurity. 

This standard provides the basis for a possible certification or audit process to verify 

compliance with cybersecurity requirements. 

Implementation Challenges and Considerations: 

System complexity: 

Automotive systems are becoming increasingly complex, incorporating multiple 

interconnected components, presenting challenges in identifying and comprehensively 

managing cybersecurity threats. 

Integrated ecosystem: 

Vehicles are part of a larger ecosystem that includes external networks, such as infrastructure 

and other vehicles. Securing these connections is important but challenging. 

Allocation of resources: 

Implementing ISO/SAE 21434 may require significant resources, including skilled cybersecurity 

professionals, specialized tools, and ongoing training. 

Rapid technological development: 

Keeping pace with rapid technological advancements in automotive systems and cybersecurity 

requires constant adaptation of guidelines and strategies. 

Result: 

ISO/SAE 21434 plays an important role in providing a systematic framework and guidelines for 

addressing cybersecurity risks in the automotive industry. By emphasizing a risk-based 

approach, continuous improvement, and lifecycle approach, it aims to enhance the 

cybersecurity posture of vehicles and ensure the safety and security of automotive systems. 

However, it also presents challenges that manufacturers and stakeholders must address to 

effectively implement its guidelines. 

This review highlights the importance and key components of ISO/SAE 21434, highlighting its 

role in shaping cybersecurity practices in the automotive industry. 
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Exploration of Risk Analysis ISO/SAE 21434 TARA Methodology: 
Risk analysis methods and frameworks in the automotive industry encompass a range of 

approaches to identify, assess, and mitigate cybersecurity threats. Here's an exploration of 

ISO/SAE 21434 TARA methodology applicable to the automotive sector: 

ISO/SAE 21434 is an important standard in the automotive industry, providing guidance on 

cybersecurity engineering for vehicles. Within this standard, the Threat Analysis and Risk 

Assessment (TARA) methodology stands as a comprehensive approach to identifying and 

mitigating cybersecurity threats. A fundamental aspect of TARA involves threat feasibility 

analysis based on damage criteria and attack vectors to assess potential threats and their 

impact on vehicle systems. 

Damage criteria in ISO/SAE 21434: 

The standard defines damage criteria as the potential consequences or effects that cyber 

security threats can have on vehicle systems. The loss criteria include a range of impacts, 

including security, operational, financial, and reputational impacts resulting from cyber-

attacks. This quality rating helps assess the severity of potential hazards and their impact on 

vehicle functionality and safety. 

Attack Vector Based Threat Feasibility Analysis: 

ISO/SAE 21434 emphasizes an attack vector-based approach to threat feasibility analysis. This 

methodology involves evaluating potential threat scenarios based on the vectors or pathways 

through which cyber threats can exploit vulnerabilities in vehicle systems. By identifying these 

attackers, TARA enables a systematic examination of how threats can manifest and impact a 

vehicle. 

Integrating Loss Criteria into the TARA Methodology: 

The TARA methodology uses damage criteria as a basis for assessing the severity and potential 

consequences of identified risks. By associating each risk with specific damage criteria, the 

assessment process becomes more structured and focused. The severity of a hazard is 

assessed based on the potential damage it can cause in different impact categories. 

Exploiting Attack Vectors for Feasibility Analysis: 

TARA incorporates the concept of attack vectors to assess the feasibility and likelihood of 

exploitable threats. This includes analyzing how threats can potentially access, manipulate or 

disrupt vehicle systems through these identified attack paths. Understanding these vectors 

enables a more detailed assessment of the feasibility of different risk scenarios. 

Example Application of the Method: 

Consider a hypothetical scenario where a cyber threat aims to manipulate a vehicle's brake 

system through a remote hacking attempt. TARA will assess this risk by linking it to loss criteria 

such as 'safety' and 'operational impact'. Additionally, the analysis will detect attackers by 
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assessing the feasibility of such an attack through potential access points in the vehicle's 

communication system.  
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5. Risk Analysis of Electronic Control Unit: 
When analyzing engine control unit (ECU) vulnerability using the TARA methodology of 

ISO/SAE 21434, the following activities shall be executed: asset identification, damage 

scenario definition, attack enumeration and their combination: the risk analysis. The data 

were interpreted and conducted from general information about the Engine control unit 

in the table of assets maximum value we can get is 4 but to scale it we use this table 

 

following the attack table we used this table to analyzed it  
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then the risk table is the combination of the assets, and this is the table used to anylize the 

result 

 

To illustrate the TARA analysis for the engine control unit chosen it is presented in a 

detailed way.  

The ECU Diagram: 
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TARA Analysis: 

1. The assets identification: 
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2. Attacks Identification: 

 

3. Risk table: 
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4. Cybersecurity Goals: 

 

Result: 
The TARA procedure using ISO/SAE 21434 standards characterizes potential hazards which are 

associated with the engine control unit (ECU). It identifies critical assets, damage scenarios, 

and potential attacks that could compromise ECU functionality and security. Prioritizing risks 

based on their severity allows automotive engineers to focus on implementing strong safety 

measures to effectively mitigate those risks. This approach ensures that critical components 

such as the ECU maintain their integrity, reliability, and safety in today's connected automotive 

landscape. 
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6. Cyber Security Controls for Electronic Controllers: 

Electronic control units (ECUs) in vehicles require robust cyber security controls to protect 

them from potential cyber threats. These controls cover various aspects of electronic 

controller’s functionality and operation. 

Functional Coding Data Tampering via JTAG: A Risk Scenario 
Functional coding data, which controls important operational aspects in the engine control 

unit (ECU), can be tampered with through the Joint Test Action Group (JTAG) interface. This 

vulnerability is a significant vulnerability in that unauthorized access via JTAG could result in 

the alteration of functional coding data, which could allow unauthorized activation of high-

performance modes. Such manipulation can result in severe financial losses for the 

manufacturer due to compromised engine operation and potential safety hazards. 

Damage Scenario: Unauthorized activation of High-Performance Mode: 

When functional coding data is tampered with by unauthorized JTAG access, unauthorized 

high performance mode activation may occur. This scenario can cause the engine to operate 

beyond standard parameters, leading to accelerated wear, potential mechanical failure, 

increased emissions, and safety hazards. Financial implications for the manufacturer can arise 

from warranty claims, recalls, potential legal liabilities, and damage to brand reputation due 

to compromised vehicle safety and reliability. 

JTAG Lock: Reducing Unauthorized Access: 

To reduce the risk of unauthorized JTAG access, a JTAG lock is implemented. This lock is a 

security mechanism that restricts access to the JTAG interface, protecting against unauthorized 

debugging or modification of the ECU's firmware and functional coding data. 

Implementing the JTAG Lock Mechanism: 

1. Boundary Scan Cells: 

Using boundary scan cells integrated into the ECU's hardware can control JTAG access. These 

cells act as switches that can isolate or enable access to the JTAG interface. 

2. Fuse Based JTAG Lock: 

Operating fuses or programmable registers that, once set, which disable access to the JTAG 

permanently or until a specific reset sequence is triggered. 

3. Secure Configuration of JTAG Interface: 

Use secure configurations that require authenticated commands or configuration to enable 

JTAG access to prevent unauthorized manipulation. 

Risks Associated with JTAG Vulnerabilities: 

Firmware modification: Unauthorized access via JTAG can lead to firmware modification, 

introduction of malicious code, or disabling of security measures. 
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Memory Manipulation: Alteration of memory contents via JTAG can result in incorrect parameter 

settings or compromise of operational data. 

Testing and Debugging Exploits: JTAG vulnerabilities could enable attackers to perform 

unauthorized testing or debugging, discover potentially sensitive information, or inject 

malicious commands. 

Theft of Intellectual Property: Unauthorized access to JTAG may lead to the theft of intellectual 

property, including proprietary algorithms or critical operational logic. 

Result: 

The risk scenario of functional coding data tampering via JTAG poses significant risks to 

automotive manufacturers, especially when it results in unauthorized high-performance mode 

activation. The use of a robust JTAG lock mechanism is essential to prevent unauthorized 

access to the ECU's critical interfaces. It is important to recognize the various threats 

associated with JTAG threats and implement comprehensive security measures to protect 

automotive systems from potential cyber threats and ensure vehicle integrity, safety and 

reliability. 

Remote Code Execution: 
In the context of the engine control unit (ECU), remote code execution (RCE) is a significant 

threat, potentially compromising the basic functionality of the ECU, which directly affects 

engine operation and vehicle safety. Mitigating RCE risks in the ECU requires special controls 

to protect against these vulnerabilities. 

Remote Code Execution Risks in Engine Control Units: 

Operational Disruption: A successful RCE in the ECU could allow attackers to inject malicious 

code, resulting in disruption of engine operation or performance. 

Security Risks: Remote manipulation of the ECU's code can result in significant security flaws, 

compromising vehicle safety and reliability. 

Data and Parameter Manipulation: Unauthorized code execution may allow tampering with 

critical parameters, affecting engine performance, emissions, or reliability. 

Control and Mitigation Measures for ECU RCE Vulnerabilities: 

Secure Software Development: 

Implementing secure coding methods developed specifically for the ECU's firmware helps 

prevent threats that could lead to RCE. 

Firmware Verification and Signature: 

The use of firmware validation and digital signature ensures that only authenticated and 

verified firmware updates are accepted by the ECU. 
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Access Control Mechanism: 

Implementing strict access control and authentication mechanisms limits unauthorized access 

to the ECU, reducing the risk of RCE. 

Regular Software Updates and Patches Management 

Timely deployment of software updates and patches to address identified vulnerabilities is 

critical to mitigating RCE risks. 

Runtime Integrity Checks: 

Implementing runtime integrity checks within the ECU's firmware helps detect unauthorized 

modification or code injection. 

Network Partitions and Firewalls: 

The use of network segmentation and firewalls isolates the ECU from external networks, 

reduce the attack surface accessible to potential attackers. 

Intrusion Detection and Response System: 

Using an intrusion detection system within the ECU helps detect and respond to unusual 

activities or attempts at the RCE. 

Unique Challenges in ECU RCE control: 

Real-time processing: The ECU works in real-time, challenging stringent security measures 

without compromising performance. 

Legacy Systems: Older ECU models may lack robust security features, requiring retrofits or 

upgrades to effectively address RCE vulnerabilities. 

Result: 

Effectively controlling remote code execution vulnerabilities in engine control units requires a 

tailored approach, balancing stringent security measures with the real-time processing 

requirements of the ECU. Continued collaboration between vehicle manufacturers, 

cybersecurity experts, and regulatory bodies is critical to fortifying ECUs against RCE threats, 

ensuring the safety, reliability, and integrity of vehicle systems. 

Social Engineering Attacks: 
Social engineering attacks, although less technical, are a significant threat to the security of 

engine control units (ECUs) and vehicle systems. These attacks exploit human psychology 

rather than technical vulnerabilities, aiming to trick people into divulging sensitive information 

or performing security-compromising actions. 

Risks of Social Engineering Attacks in Engine Control Units: 

Unauthorized Access: Manipulating ECU operators or personnel into providing access 

credentials or sensitive information can result in unauthorized access to critical systems. 
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Data Leakage: Tricking officials into sharing proprietary information about ECUs or vehicle 

systems can lead to data leaks or theft of intellectual property. 

Malicious Instructions: Enticing employees to perform unauthorized actions on ECUs, such as 

installing compromised software or changing configurations, can compromise ECU 

functionality. 

Common Social Engineering Techniques: 

Phishing: Sending deceptive emails or messages that appear legitimate to trick recipients into 

revealing credentials or sensitive information. 

Faking: Creating a false pretense or scenario to gain trust and obtain information or actions 

from unsuspecting persons. 

Impersonation: Pretending to be someone authorized to gain access or information, such as an 

ECU technician or system administrator. 

Controls to Mitigate Social Engineering Risks: 

Employee Training and Awareness: 

Conduct regular cybersecurity awareness training for ECU operators and staff to recognize and 

thwart social engineering attempts. 

Authentication Protocol: 

Establish authentication protocols to verify the legitimacy of requests for sensitive information 

or system access. 

Strict Access Control: 

Implement strict access controls limiting personnel access to sensitive ECU-related 

information or functionality. 

Multi-Factor Authentication (MFA): 

Implement MFA mechanisms to add an extra layer of security, making it harder for attackers 

to gain unauthorized access. 

Policy Implementation: 

Develop and enforce policies regarding information sharing, access authorization, and 

appropriate handling of sensitive data. 

Unique Challenges in ECU Social Engineering Defense: 

Human Factor: Unlike technical defenses, human behavior is unpredictable, making it difficult 

to completely eliminate social engineering threats. 

Diverse Attack Vectors: Social engineering attacks can target individuals at different levels of an 

organization, requiring comprehensive training and awareness programs. 
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Result: 

Mitigating social engineering risks in engine control units requires a comprehensive approach 

that integrates robust employee training, rigorous certification procedures, and strict access 

controls. Recognizing the human element as vulnerability in the cybersecurity chain is critical 

to fortifying ECUs against social engineering attacks, protecting critical vehicle systems, and 

ensuring the integrity and reliability of automotive operations. 

GPS Spoofing: 
GPS spoofing involves manipulating or providing false Global Positioning System (GPS) signals 

to deceive a GPS receiver, resulting in incorrect positioning information. While often 

associated with navigation systems, GPS spoofing can also impact Engine Control Units (ECUs) 

in vehicles, posing significant risks. 

Risks of GPS Spoofing in Engine Control Units: 

Misguided Navigation: False GPS signals can mislead the vehicle's navigation systems, leading 

to incorrect positioning and navigation instructions. 

Time and Location Errors: Inaccurate GPS signals can cause time and location discrepancies, 

affecting various vehicle systems that rely on precise timing and positioning data. 

Misdirected Operations: ECUs use GPS data for certain functionalities like fuel management or 

emission control. Spoofed GPS signals could lead to incorrect decisions or actions by the ECU. 

Impact on Engine Control Units: 

Performance Variations: Spoofed GPS signals might provide incorrect vehicle speed or location 

data, impacting systems that adapt based on these parameters. 

Fuel Management: Inaccurate GPS data could affect fuel consumption estimations or alter fuel 

management systems, leading to inefficiencies. 

Emission Control: ECUs may adjust operations based on GPS data; spoofed signals can affect 

emission control mechanisms, impacting compliance and environmental aspects. 

Controls to Mitigate GPS Spoofing Risks: 

Authentication and Signal Validation: 

Employ techniques to authenticate GPS signals and validate their integrity to detect potential 

spoofing attempts. 

Redundancy and Verification: 

Incorporate redundant positioning technologies or verification mechanisms to cross-validate 

GPS data for accuracy. 

Encryption and Signal Integrity: 

Implement encryption protocols and integrity checks to ensure that received GPS signals are 

genuine and unaltered. 
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Anomaly Detection Systems: 

Deploy anomaly detection systems that can identify discrepancies or abnormalities in GPS 

data, triggering alerts for investigation. 

Unique Challenges in ECU GPS Spoofing Defense: 

Complexity of Signal Verification: Ensuring the authenticity of GPS signals without 

compromising real-time responsiveness poses technical challenges. 

Dependency on GPS Data: Many vehicle systems rely heavily on accurate GPS data, making it 

challenging to mitigate risks without affecting functionalities. 

Conclusion: 

Addressing GPS spoofing risks in Engine Control Units requires a balance between ensuring 

accurate positioning data and defending against potential spoofing attempts. Employing 

advanced authentication measures, redundancy, and anomaly detection systems can help 

safeguard ECUs against GPS spoofing, ensuring the reliability and accuracy of critical vehicle 

systems reliant on GPS information. Collaboration between cybersecurity experts, GPS 

technology developers, and automotive manufacturers is crucial to fortify ECUs against 

potential GPS-related threats. 

Consideration of Preventative, Detective and Corrective Controls to Mitigate Cyber 

Security Risks: 
In the realm of cybersecurity, preventive, diagnostic, and corrective controls serve as essential 

pillars in mitigating the risks associated with electronic control units (ECUs) within automotive 

systems. These controls are strategically designed to prevent, detect, and remediate potential 

cyber threats. 

Preventive Controls 

Access Control and Authentication Procedures 

Implementing strong access controls ensures that only authorized entities interact with the 

electronic controllers. Multi-factor authentication, cryptographic keys, and biometric 

authentication methods limit unauthorized access attempts, significantly reducing the risk of 

breaches. 

Secure Boot and Firmware Integrity 

Preventive measures include implementing a secure boot mechanism to verify the 

authenticity of the firmware during boot. Cryptographic authentication techniques verify 

firmware integrity, preventing unauthorized code execution. 

Encryption Protocols 

The use of encryption protocols for data transmission within the ECUs prevents unauthorized 

access or tampering. Advanced encryption algorithms secure communication channels while 

protecting sensitive data. 
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Spy Controls 

Intrusion Detection System (IDS) 

Deploying IDS within the electronic controller’s architecture allows for real-time monitoring of 

network traffic. An IDS detects anomalies or unauthorized activity, triggering alerts for 

immediate investigation and response. 

Logging and Monitoring 

Implement logging procedures and continuously monitor system activity. Analyzing logs helps 

identify potential security incidents or deviations from normal operations, aiding in timely 

threat detection. 

Corrective Controls 

Incident Response Protocol 

Establishing incident response plans outline procedures for responding to cybersecurity 

incidents. These plans describe prevention, mitigation and recovery measures following a 

security breach. 

Patch Management and Updates 

Promptly applying security patches and updating addresses of known vulnerabilities. A robust 

patch management system ensures timely deployment of fixes to prevent exploitation of 

vulnerabilities. 

Integration of Control into the electronic controllers Security Strategy 

Balanced Approach 

An effective cybersecurity strategy integrates a combination of preventive, reconnaissance, 

and corrective controls. A balanced approach ensures comprehensive protection against 

various threats. 

Continuous improvement 

Regular evaluation and updates of the controls increase the security position of the electronic 

controllers. Continuous improvement involves adapting controls and evolving attack vectors 

to address emerging threats. 

Challenges and Considerations 

Allocation of resources 

Implementing comprehensive controls can require significant resources in terms of expertise, 

tools, and budget allocation. 

Operational impact 

It is critical to balance safety measures with operational functions to ensure that the controls 

do not impede electronic controllers’ performance or affect vehicle operations. 
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Result 

The integration of security, detection, and corrective controls in ECUs creates a layered defense 

mechanism against cyber security threats. Preventive controls reduce attack levels, detective 

controls enable early threat detection, and corrective controls facilitate rapid response to 

security incidents. 

A comprehensive cybersecurity approach for ECUs involves continuously evolving controls, 

adapting to emerging threats, and ensuring a harmonious balance between security measures 

and operational needs. This comprehensive strategy establishes a robust cyber security 

framework that protects automotive systems from potential cyber threats. 
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7. Conclusion: 
This thesis aims to contribute to the evolving field of automotive cybersecurity by providing a 

detailed analysis of the cybersecurity risk associated with a specific Electronic Control Unit. 

Through adherence to ISO/SAE 21434 guidelines, the thesis seeks to offer practical insights 

into mitigating risks and conceptualizing effective cybersecurity controls for the chosen 

electronic controllers, thereby enhancing the overall cybersecurity resilience of connected 

vehicles in the automotive industry. 

The evolution of in-vehicle ECUs has revolutionized automotive technology but has also 

introduced significant risks. Beginning with a thorough understanding of the risks associated 

with unauthorized access, data breaches, and firmware manipulation, the focus of the 

discussion was to develop a robust cybersecurity framework for ECUs. These risks require a 

multi-pronged approach to control integration and mitigation strategies. 

Developing effective cybersecurity controls involves a multi-pronged approach that includes 

prevention, detection, and corrective measures. Preventative controls, such as access control, 

secure boot mechanisms, and encryption protocols, fortify ECUs against potential threats. 

Intelligence controls, such as intrusion detection systems and logging mechanisms, assist in 

early detection of threats. Corrective controls, including incident response protocols and patch 

management, ensure rapid response and threat remediation. 

Integration of controls into the architecture of ECUs requires careful planning and 

consideration. Balancing security measures with operational functions and resource 

constraints poses challenges. However, these challenges must be addressed to ensure that the 

controls do not compromise electronic controllers’ performance or interoperability with other 

vehicle systems. 

An important aspect that was emphasized during the discussion was the need for continuous 

improvement and adaptation. Cyber threats evolve rapidly, demanding controls that adapt to 

emerging threats. Establishing incident response plans, regularly reviewing them, and ensuring 

timely application of updates are critical to maintaining the effectiveness of cybersecurity 

controls. 

A holistic approach to automotive cybersecurity is essential, transcending the confines of ECUs 

to encompass the entire vehicle ecosystem. This approach integrates controls that span 

hardware, software, and communication interfaces. Additionally, it emphasizes the 

importance of collaboration among stakeholders, including automakers, regulators, and 

cybersecurity experts to establish strong security standards and guidelines. 

Finally, securing ECUs within vehicles is imperative to ensure the safety, integrity, and reliability 

of the automotive system. Discussions on cybersecurity controls for ECUs emphasized the 

importance of a multi-pronged defense strategy. Integrating security, reconnaissance, and 



 

51 
 

corrective controls into the architecture of ECUs, while considering challenges and emerging 

threats, forms the basis of a resilient cybersecurity framework. 

Mitigating emerging threats to a safe mobility ecosystem requires ongoing collaboration, 

innovation, and adaptation. By implementing and continuously enhancing robust 

cybersecurity controls, the automotive industry can confidently navigate the digital landscape, 

ensuring safe and secure vehicle operations for current and future generations. 

By 2030, electronic systems will make up 50% of the total cost of a new vehicle. This aligns 

with the projected growth of the automotive cybersecurity market, estimated to reach a value 

of $13.9 billion in the same year, as reported by market research firm Meticulous Research. 

Vehicles now typically feature 100 to 150 electronic control units (ECUs), with a single car 

containing as much as 150 million lines of code. Software has transitioned from being a 

component of the car to becoming a determining factor of its value. As Manfred Broy, an 

emeritus professor of informatics at Technical University, Munich, noted, a car's success is 

increasingly determined by its software, surpassing the significance of its mechanical aspects. 

The shift from purely mechanical machines to software-reliant "mobility platforms" presents 

several challenges for Original Equipment Manufacturers (OEMs) and suppliers. One of the 

foremost challenges is the vulnerability of products to cyber threats.  

Historically, the automotive industry has lagged in cybersecurity maturity and dedicated in-

house divisions. However, this is changing as the industry adapts its development processes to 

ensure control units are safe from cyber threats, especially deliberate manipulation. The 

growing volume of software in vehicles, driven by developments in autonomous technology, 

connected services, and the shift to electric vehicles, exposes the automotive industry to 

increased cybersecurity risks. Nearly every vehicle function, from basic operations to safety, 

infotainment, and autonomy, will rely on software.  

This transformation creates new opportunities for malicious activity. One notable area of 

development is Software Over-The-Air (SOTA) updates, which allow manufacturers to remotely 

update vehicles, saving time and money. However, this also introduces vulnerabilities that 

hackers could exploit. Cybersecurity patches and fixes become essential to address 

vulnerabilities in this context. As past research has shown, compromising a single control unit 

in a vehicle can lead to the takeover of others, potentially disabling or activating critical 

systems. Ensuring comprehensive and continuous cybersecurity protection is crucial 

throughout a vehicle's entire life, even if its software has been updated multiple times. 

The automotive industry is undergoing significant technological changes, with the transition 

to electric vehicles, advancements in autonomous technology, and the integration of 

connected car features. Protecting vehicles from cyber threats, spanning from vital vehicle 

systems to personal data, will become increasingly critical as digital automotive technology 
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continues to advance in complexity, scale, and volume. OEMs and suppliers must keep pace 

with these developments to ensure that future vehicles remain safe and secure for all users. 

Regulations and Initiatives: 
UN WP.29 Regulations: The United Nations Economic Commission for Europe (UNECE) 

introduced the WP.29 regulations, which set international standards for automotive 

cybersecurity and software updates. 

ISO/SAE 21434: This is an international standard for road vehicle cybersecurity engineering that 

provides guidelines for OEMs and suppliers. 

NHTSA Guidelines: The National Highway Traffic Safety Administration (NHTSA) in the United 

States has issued guidelines for cybersecurity in vehicles. 

Collaborative Initiatives: Industry players are collaborating to address cybersecurity challenges, 

such as the Auto-ISAC (Automotive Information Sharing and Analysis Center), where 

companies share threat intelligence and best practices. 

Cybersecurity Research and Development: 
Bug Bounty Programs: Many automotive companies are running bug bounty programs to 

identify and fix vulnerabilities by incentivizing external security researchers. 

Security-by-Design: There is a growing emphasis on integrating cybersecurity measures into the 

design and development of vehicles from the outset. 

Over-the-Air (OTA) Updates: OTA updates allow for the timely patching of vulnerabilities in 

connected vehicles, enhancing their security. 

Consumer Awareness: 
Consumers are increasingly aware of the cybersecurity risks associated with their vehicles, 

which is driving demand for more secure and privacy-focused features in their vehicles. 

Future Challenges: 
As vehicles become more autonomous and interconnected, the threat landscape is likely to 

evolve, necessitating ongoing vigilance and adaptation. 

In summary, the importance of automotive cybersecurity is underscored by the safety and 

privacy concerns associated with connected and autonomous vehicles. It is currently a focus 

due to the increasing complexity of vehicles and the need to address emerging threats. 

Regulatory standards and collaborative efforts are being adopted to enhance cybersecurity, 

with a strong emphasis on security-by-design and the proactive identification and mitigation 

of vulnerabilities. Consumer awareness and demand for secure vehicles are also contributing 

to the industry's commitment to improving automotive cybersecurity. 
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An Electronic Control Unit (electronic controllers) is a critical component in modern vehicles, 

responsible for managing and controlling various systems and functions. Here's a brief 

overview of its architecture and functionality: + 

Architecture: 

Microcontroller/Processor: At the heart of the electronic controllers is a microcontroller or 

processor, which serves as the brain of the unit. It executes software programs and algorithms 

to control the connected systems. 

Memory: The electronic controllers contain memory components, including flash memory for 

storing software code and data, as well as RAM for temporary data storage and processing. 

Input/output Interfaces: ECUs are equipped with various input and output interfaces, such as 

sensors to receive data (e.g., temperature, speed) and actuators to control actions (e.g., fuel 

injection, engine timing). 

Communication Interfaces: Many ECUs can communicate with other vehicle ECUs through 

networks like Controller Area Network (CAN) or other protocols to exchange data and 

coordinate functions. 

Power Supply: ECUs require a stable power supply to operate. They often include voltage 

regulators to ensure proper voltage levels. 

Functionality: 

Engine Control Unit (electronic controllers): The Engine Control Unit manages the engine's 

operation. It controls fuel injection, ignition timing, airflow, and other parameters to optimize 

engine performance and efficiency. 

Transmission Control Unit (TCU): The Transmission Control Unit oversees the automatic 

transmission. It manages gear shifts, torque converter lockup, and other transmission-related 

functions. 

Anti-Lock Braking System (ABS): The ABS electronic controllers monitor wheel speed sensors to 

prevent wheel lockup during braking, enhancing vehicle stability and control. 

Airbag Control Unit (ACU): This electronic controller is responsible for deploying airbags during 

collisions by analyzing sensor data to determine the severity of an impact. 

Climate Control electronic controllers: It manages the vehicle's heating, ventilation, and air 

conditioning systems, regulating temperature and airflow based on user settings. 

Infotainment electronic controllers: This electronic controller controls in-car entertainment and 

communication systems, including audio, navigation, and connectivity features. 

Body Control Module (BCM): The BCM manages various body-related functions, such as lighting, 

door locks, and window controls. 
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Powertrain Control Module (PCM): In some cases, the PCM combines the functions of the Engine 

Control Unit (electronic controllers) and Transmission Control Unit (TCU) to optimize 

powertrain performance. 

Security ECUs: These specialized ECUs focus on vehicle security and may include features like 

remote keyless entry and immobilizers. 

Advanced Driver Assistance System (ADAS) ECUs: These control systems like adaptive cruise 

control, lane-keeping assistance, and parking assistance to enhance driver safety and 

convenience. 

In summary, ECUs are crucial components in vehicles, responsible for managing and controlling 

a wide range of systems and functions. Their architecture consists of a microcontroller, 

memory, input/output interfaces, communication interfaces, and power supply components. 

The functionality of ECUs varies depending on their specific role, but they play a central role 

in optimizing vehicle performance, safety, and comfort. 
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