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Abstract: Nowadays it’s hard to imagine life without Internet or mobile phones. Mobile 
technology is affecting almost every aspect of our lives, including health. This article is about 
today’s trend, mobile health, which aims to heal and promote health through mobile devices 
and infocommunication technology. After describing mHealth and security from various 
aspects we analyze a few questions from a survey we conducted in order to know our 
respondents habits regarding data security and mHealth applications.  
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1 Introduction 
In 1ŘŐŘĽ James W. Marshall was buildiň a sawmill on the American River when 
he ̋ound ̋lakes ő ̌old in the water. Althoǔh he tried to keep this a secretĽ word 
spreadĽ trǐ̌eriň the Cali̋ornia żold Rush ő 1ŘŐř.  (BeilharzĽ β017) Żindiň the 
valuable treasure in useless mud seems to be a challeňe todayĽ 1ő0 years laterĽ as 
well. We could call data today’s ̌old. In̋ormation society broǔht hǔe amounts ő 
data which can hold hǐh values i̋ we know how to extract them. In the era ő bǐ 
dataĽ we have to consider data as a resource with hǐh value. Today’s people can 
barely imǎine li̋e without mobile phones and the Internet. Mobile technolǒy has 
revolutionized our worldĽ a̋̋ectiň almost every aspect ő li̋e. This way data can 
be accessed very quickly and easily anywhere. 

Mobile sőtware applicationsĽ also known as apps are one ő the most important 
elements ő this trend. Apple’s ̋ amous commercialĽ “There’s an app ̋ or that” shows 
that we can’t ̋ind a situation or problem in our lives without an app to help or track. 
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In JulyĽ β016 Android users could choose between β.β million appsĽ while Apple 
users could download ̋rom β million apps. On the third placeĽ Windows Store held 
66ř thousand applicationsĽ Amazon Appstore 600 thousand and BlackBerry users 
could ̋ind βγŐ ő00 apps in their store. β years ǎoĽ in β01őĽ more than hal̋ ő the 
world’s population were mobile users and the averǎe daily time spent on accessiň 
online content ̋rom a mobile device reached over γ hours amoň youths.  
(statista.comĽ β017) In December β016 the most popular downloaded catěory were 
̌ames (βŐ.Ř%)Ľ ̋ ollowed by business (ř.ř6%)Ľ education (Ř.őő%)Ľ li̋estyle (Ř.ŐŐ%) 
and later on the listĽ health and ̋itness (β.ř7%). (statista.comĽ β017) 

2 MHealth 
The Mobile health sector is a newĽ ̋ast ̌rowiň sector connectiň healthcare and 
in̋ormation and communication technolǒy. “It includes mobile applications 
desǐned to deliver healthľrelated services throǔh smart devices őten processiň 
personal in̋ormation about health. mHealth applications also process a laře 
volume ő li̋estyle and wellľbeiň in̋ormation.”  (Buttarelli & źDPSĽ β01őĽ old.: 
β) Mhealth can also be used to promote the healthy li̋estyle and to improve user’s 
lives.  

With the spreadiň use ő InternetĽ people tend to look up their symptomsĽ share 
their conditions on ̋orums and seek their ̋ellows’ advise on how to treat or live with 
their problems ̋or example on sites such as PatientsLikeMe.com. This kind ő 
in̋ormation shariň is ̌reatĽ not only ̋or patients but also ̋or researchers who ̌et 
insǐhts ̋rom the site to help their work.  

 In his bookĽ The patient will see you nowĽ źric Topol cardiolǒist ařues that there 
are many chaňes in the ̋ield ő healthcare which doctors and patient should know 
about. Aloň with many others he thinks patients should have access to their 
medical data which they own and be part ő makiň the decisions a̋̋ectiň their 
own lives. He also thinks which I mentioned above that we should share our 
anonymous medical data ̋or the bene̋it ő humanity. Shariň data with others also 
can contribute to better treatment decisions. Medical data is usually used just ̋or 
onceĽ when it’s created and analyzed. We can imǎine the possibilities ő usiň this 
hǔe amount ő historical data to ̋ind the best treatments ̋or a patient. Żor exampleĽ 
IBM WatsonĽ with arti̋icial intellǐenceĽ uses several patient’s data and their 
treatment documentation to sǔ̌est treatment to a new patient sű̋eriň ̋ rom cancer 
consideriň their status and compariň it to historical data ő similar cases. The 
method enables patients to have the best personalized treatment available. This can 
briň patient and doctor closer tǒether and save time ̋or both. 

This trend can also ̌ive a bǐ̌er responsibilityĽ control and awareness to patients 
in their own healthcare and wellľbeiňĽ and can streňthen the emphasis on 
prevention instead ő treatments. It also contributes to a better allocation ő the 
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work̋orce. I̋ there are less patients and more healthy peopleĽ the quality ő 
healthcare can improveĽ it can be more e̋̋ective and sustainable and cost less. It can 
also help prőessionals to collect dataĽ to monitor patients and researchers to ̋ind 
out more about certain diseases and ̋ind the best treatments.  

We don’t have to just think about treatiň serious diseases when we think about 
mHealth. We also can include apps promotiň a healthy li̋estyle in this ̌roup. 
Be̋ore we ̌o into this topic deeperĽ we have to remember today’s phenomenonĽ 
data̋ication  (Cukier & MayerľSchönbeřerĽ β01Ő)which is a modern trend to turn 
many aspects ő our lives into data and later trans̋ormiň it into new valuable ̋ orms. 
(Cukier & MayerľSchönbeřerĽ β01Ő) Many people use apps which help them 
trackiň their calorie intakeĽ their water intakeĽ their sleepiň habits or their sport 
per̋ormance. We share personal data with these apps williňly hopiň we can 
improve the quality ő our livesĽ our per̋ormanceĽ health and ̋itnessĽ and that it can 
help us achieviň our ̌oals. In the era ő web β.0Ľ also known as “social web”Ľ we 
can connect to the Internet with our mobile devices (smartphonesĽ tabletsĽ wearable 
devices) ̋rom any locationsĽ (LuptonĽ β017)Ľ which helps to eňǎe in data̋ication 
habits. TwitterĽ ŻacebookĽ InstǎramĽ social media in ̌ eneral also enable us creatiň 
hǔe amounts ő data. People tend to share personal in̋ormation on social media. 
In many cases studies re̋er to the activity ő produciň and consumiň contents at 
the same time as “prosumiň” (RitzerĽ DeanĽ & JuřensonĽ β017). LastlyĽ in this 
section explainiň the leadiň ̋actors ő mHealth we have to mention the quanti̋ied 
sel̋ movement which means a ̌roup ő people tryiň to improve and know 
themselves better by sel̋ľtrackiň and analyziň. There are several experiments 
which record data in order to achieve behavioral chaňe and to understand what’s 
e̋̋ectiň our bodies. (Żor interestiň experiences see http://quanti̋iedsel̋.com/.) 
Many ő us become members ő this ̌roup without even knowiň about its 
existence.  

Openiň App store or Play Store or any other application stores and searchiň ̋or 
health and ̋itness apps can be overwhelmiň. There are thousands ő apps ̋rom 
which we can chooseĽ several ő them are ̋ree. WellĽ we don’t have to pay ̋or them 
with moneyĽ but we are payiň them in a certain way. Without users’ williňness 
ő payiň ̋or these apps there are a ̋ew new business models with advertisiň in 
̋ocus. We provide our valuable data and in return we ̌ et ̋ ree apps with questionable 
privacy and data handliň policies. Users probably don’t know what exactly is their 
data used ̋ or and it seems rěulators are not as ̋ast as technolǒy improves. Modern 
business requires collaboration and shariň ő valuable sensitive in̋ormation 
between participants. It’s becomiň common sense that traditional security 
measures such as passwords and ̋irewalls are not enoǔh to protect data. This 
attitude leads companies to be strict with their own data protection policiesĽ a habit 
we could embrace in our everyday li̋e. 

 Nowadays mobiles and apps can be popular because ő their onľtheľ̌o nature. 
Users like to ̌et thiňs done quicklyĽ which means not spendiň much time on 
rěistration usiň a serviceĽ ̌ettiň to know the privacy statements and their data’s 
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way between companies and institutions. This attitude can lead to a situation where 
users are necessarily unaware ő possible privacy breaches. (Żi̋e & OrjuelaĽ β017) 
There̋ore users’ individual responsibility is a must (and also considered as de̋ault 
̋rom the app developers). We can easily understand that the era ő bǐ data and the 
Internet ő thiňs can reduce users’ control over their personal data but users are not 
the only participants in this chain that have to act in a responsible way. Developers 
have to recǒnize their dutyĽ as they are creatiň apps which are a̋̋ectiň people’s 
health and treatiň users’ personal dataĽ they have to be responsible. IT knowleďe 
is not always enoǔh to create these appsĽ it’s always ̌ood to consult with health 
prőessionals be̋ore issuiň an app in this ̋ield. Rěardiň personal data handliňĽ 
developers and ̌overnments have to be up to date and create rěulations which 
protect these data. Transparency about data policy and data handliň would also be 
welcome so users know exactly (or at least can look it up easily) what is done with 
their data. 

There are quite a ̋ew types ő apps ̋rom which we can choose in health and ̋itness 
section and li̋estyle section is also worthy ő checkiň. Here are a ̋ew examples ő 
health promotiň apps:  

 Żood and weǐht: with these apps people can track their calorie intake in 
order to ̌ainĽ maintain or lose weǐht. 

 Trainiň apps: these can help people track their sport activities or even 
̌ive them a personal trainiň plan. 

 Drink water: users who ̋ořet to drink their daily dose ő water can set 
reminders and ̌et healthier. 

 Sleep tracker apps: these can analyze users’ sleep and mǐht wake them at 
the rǐht sate ő their sleep. 

 Smokiň cessation apps which help users to quit smokiň and ̌ives them 
the motivation to continue their process. 

 Mood tracker apps which can track users’ mood and ̌ive a ̌ood ̋eedback. 
 Women’s period tracker apps. 

There are also a lot ő apps e̋̋ectiň li̋estyles? such as buďet tracker apps or 
restaurant ̋inder appsĽ but we don’t have to ̌o this ̋arĽ datiň apps are parts ő this 
̌roup as well. 

3 Survey analysis 
To understand the analysis betterĽ we have to mention ̌enerations. A ̌eneration is 
a ̌roup ő people born at the same time period which means they have to reach their 
important points ő li̋e (e.̌. ̋inishiň educationĽ ̌ettiň married or haviň 
children). (KolnhőerľDerecskei & ReicherĽ β016) Althoǔh there are many articles 
and studies available in the ̋ieldĽ we won’t ̌o in details here. There are XĽ Y and Z 
̌enerations. The X ̌eneration is born be̋ore 1řŘβ (and a̋ter 1ř61) which means 
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they are between γő and ő6 years. They are considered skepticalĽ sel̋ľreliantĽ risk 
takiň and they supposed to have a better balance between li̋e and work than the 
youňer ̌enerations. The Y ̌enerationĽ also called as the millennials are born 
between 1řŘγ and 1řř7. They (includiň mysel̋) are the hope̋ul ̌eneration who 
want a meaniň̋ul job and know the technolǒy well. (KolnhőerľDerecskei & 
ReicherĽ β016) They can also be re̋erred to as dǐital natives because they were 
born into the world with the Internet and dǐital media while usiň this analǒy X 
̌eneration is called dǐital immǐrants. (Pal̋rey & żasserĽ β00Ř)  ŻinallyĽ Z 
̌eneration is born a̋ter 1řř7. The rapid improvement ő technolǒy had a hǔe 
impact on their lives. They are the real dǐital natives in my opinion. With this kind 
ő available technolǒy and this speediň world around themĽ ̌ eneration Z has their 
own challeňes to live a happy li̋e.  

 

We conducted a survey to ̋ind out mobile users’ relations to appsĽ app security and 
health promotiň apps. We ̌athered 6β0 surveys back and a̋ter we ̋iltered out the 
unusable ones we ̌ot a total ő őőŐ. In this article we won’t have time to analyze 
the whole survey but just Ő questions to ̌ive an idea about a topic and to show that 
there is room ̋or other surveys and ̋urther improvement ő consciousness rěardiň 
security.  

The majority ő the respondents were ̋rom ̌eneration Y: 6β%Ľ γŐ% was ̋rom 
̌eneration Z and the restĽ Ő% were ̋rom ̌eneration X.  

“Do you share personal data on social media?” is the ̋irst question I’m ̌oiň to 
analyze. Here are the answers:  

żeneration Őten Rarely Never Total 
X 0Ľγ6% βĽ01% 1ĽŘβ% 4,20% 
Y 1ĽŐ6% Ő0ĽŘŘ% β0Ľ07% 62,41% 
Z βĽγ7% 1řĽ16% 11ĽŘ6% 33,39% 

Total 4,20% 62,04% 33,76% 100,00% 

 

żenerally we can see that the majority ő the respondents don’t share their personal 
data on social media. My hypothesis was that ǎe (̌eneration ̌roup) does not have 
a sǐni̋icant relationship with data shariň habits. A̋ter chiľsquared testiňĽ I ̋ound 
this hypothesis is rǐhtĽ which can easily be explained but let’s see the other 
questions be̋ore we summarize the habits ő the ̌eneration ̌roups. 

The second question which we analyze is “Do you read the privacy and data 
protection statements ő the apps you download?” 
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żeneration Őten Always Rarely Never Total 

X 0Ľγ6% 0Ľγ6% 1ĽŘβ% 1ĽβŘ% 3,83% 
Y 6Ľ01% βĽ00% βγĽ6Ř% γ0ĽŐβ% 62,11% 
Z ŐĽőő% 0Ľř1% 11Ľ66% 16ĽřŐ% 34,06% 

Total 10,93% 3,28% 37,16% 48,63% 100,00% 

Almost hal̋ ő the respondents don’t read these statements and the rest ő the 
majority rarely does it. This shows that there is room ̋or improvement in data 
security consciousness in ̌eneral because we download apps and we ̋ill them with 
valuable data but we are barely concerned about or aware ő what happens with that 
data. My hypothesis ̋or this question was that ǎe (̌eneration) and statement 
readiň habits have a sǐni̋icant relationship. A̋ter executiň the chiľsquared 
testiňĽ I ̋ound that the hypothesis is not rǐhtĽ there is no sǐni̋icant relationship 
between these.  

The third question was related to the second one: “Do you know what happens with 
the data you upload into your apps?” 

żeneration Yes No I don't care Total 
X 0Ľř1% γĽ10% 0Ľ00% 4,01% 
Y 16Ľβ1% Ő0Ľβ6% őĽŐ6% 61,93% 
Z 10Ľřγ% 1řĽŘő% γĽβŘ% 34,06% 

Total 28,05% 63,21% 8,74% 100,00% 

We can see that the majority ő the respondents is not aware ő what happens with 
their data a̋ter they upload it into their apps but almost third ő them are. The 
answers to this question indicate the need to more transparent data policies ő the 
apps. A̋ter chiľsquared testiňĽ I ̋ound out that there is no sǐni̋icant relationship 
between ǎe and data consciousness in this sense. 

The last question which we analyze is about mHealth. “Do you use health promotiň 
apps?” 

żender Yes No Total 
Male 7Ľγő% 1ŐĽ1ő% 21,51% 

Żemale γ7ĽŘ7% Ő0Ľ6γ% 78,49% 
Total 45,22% 54,78% 100,00% 

Almost hal̋ ő the respondents use health promotiň apps which is a ̌ood 
justi̋ication ̋or us to choose this topic. Our hypothesis ̋or this question was that 
there is a sǐni̋icant relationship between ̌ender and the usǎe ő health promotiň 
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apps. We ̋ound that this is correct. In our survey we see that mostly women use 
these kind ő apps.  

4 Summary 
In my opinion health promotion with mHealth apps is really popular nowadays and 
it’s startiň to be a trend in Huňary as well. With the spreadiň ő such apps which 
require users to share their personal in̋ormation comes ̌reat responsibility. UsersĽ 
providers and ̌overnment have to be aware ő the risks and have to handle data 
while respectiň privacy. Consciousness and transparency are the two key words to 
solve this in my opinion. We have to admit that beyond the risks there are plenty ő 
opportunities ő mHealth which we have to seize to make the world a better place 
and people healthier.  
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