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Abstract: Nowadays the use of smartphones have become an inevitable part of our lives. The 
mobile revolution offers new ways of working, increasing efficiency and responsiveness of 
users in different environments. The concern is that with comfort and convenience also come 
security risks. Security is a key component in any mobile device management strategy. What 
might be convenient for users, might be convenient for attackers. Here the focus is on the 
human factor as the weakest link in this field. To develop this work I am concentrated in these 
research questions: “How users contribute to smartphone security threats?” and “How can 
we help on minimizing the risks that the use of smartphone brings?”. The aim is to provide 
an easy and concise view of different threats and possible solutions. I am based on reviewing 
literature to find the most common threats, to see how users contribute on them and how their 
solutions are introduced. By analyzing the findings there are given some estimations of the 
possible threats and suggestions for average users and enterprises to improve the security of 
daily life operations. 
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1 Introduction 
In recent yearsĽ the smartphone usǎe raised sǐni̋icantly. Thus because 
smartphones provide users with a wide raňe ő services like phone callsĽ Internet 
servicesĽ shariň and keepiň dataĽ on/ő̋ľline ̌ames and some entertainiň 
applications. Due to these servicesĽ a smartphone is ̋aced with some challeňes like 
security and privacy as well. Actually the dawn ő the planet ő the smartphones 
came in January β007Ľ when Steve JobsĽ Apple’s chie̋ executiveĽ presented an 
object ő plasticĽ metal and silicon in ̋ront ő the Apple audience. He promised: 
“This will chaňe everythiň” [1]. 

But be̋ore speakiň about smartphonesĽ is very important to understand mobile 
computiň. This term is de̋ined as the use ő transportable computiň devices with 
mobile communication technolǒies [β]. Mobile computiň is a technolǒy that 
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allows ̋or the transmission ő dataĽ voiceĽ and video via a computer or any other 
wireless enabled device without haviň to be connected to a ̋ixed physical link [γ]. 
Connectiň to a network is made ő di̋̋erent methods such as internetĽ intranetĽ 
WANĽ LANĽ WLANĽ and a number ő other related methods.  

The běinniň ő wireless and mobile computiň technolǒy is marked in 1ŘřŐ 
when żǔlielmo MarconiĽ the ̋ather ő radioĽ produced radio waves over loň 
distances. In 1řőŘ was completed the ̋irst wireless network in żermany. In 1řŘγ 
came MotorolaĽ the ̋irst personal cellular phone in the world and he entered the 
mobile computiň industry [γ]. This invention simultaneously marked the creation 
ő the commercial cellular service market.  
 
A smartphone contains an MNO1 [Ő] smartcard with a connection to a mobile 
network. MoreoverĽ it has an open operatiň system that can be extended with thirdľ
party sőtware. Since most ő the operations smartphones per̋orm are on the 
InternetĽ so it is necessary to ensure security and sa̋ety ő data and in̋ormation. We 
can use as authenticationĽ a pattern like passwordĽ code passwordĽ PIN passwordĽ 
̋ace/̋iňer unlock [ő]. Actually these are penetrated methods with such as brute 
̋orciň and ̌uessiň. A lot ő MalwareĽ Viruses and Trojans have been developed 
based on smartphones APIs (application prǒram inter̋ace). Critically most ő them 
look like sa̋e sőtware and some reliable applications (żmailĽ ŻacebookĽ etc.) with 
żPS service in smartphoneĽ collect in̋ormation about the user such as location 
without his knowleďe [6].  

There are many smartphone operatiň systems availableĽ such as AndroidĽ iOSĽ 
Microsőt Window PhonesĽ Symbian and BlackBerry [ő]. The most widely used 
smartphone OS is Android. Accordiň to Schulz and Plohmann in β01βĽ Android is 
the widely used smartphone operatiň system with better per̋ormance compared to 
other smartphone operatiň systems. Android OS is based on Linux OS architecture. 
The desktop operatiň systems and the versions ő smartphone ő such operatiň 
systems di̋̋erĽ especially in user inter̋aces and architecture ő the system. 
Smartphone is nearly used ̋or every kind ő communicationĽ to store a lot ő 
personal and sensitive details like contactsĽ emailsĽ credentialsĽ to browse 
data/in̋ormation ̋rom the World Wide Web [7].  

NowĽ smartphones pair mobile phones with other devices such as PDAsĽ HD 
cameraĽ media playerĽ żPS navǐation units and other data storǎe and processiň 
devices. źven be̋ore mobile devices came with γż and Őż compatibilities; but now 
such devices trans̋ormed into mobile computers with smart options like touch 
screen and laptop capabilities and easily can browse the Internet usiň wireless 
network and third party applications. Stratěy Analytics expects that in β0β0 will 
become available in Japan and South KoreaĽ the ̋ irst commercial őż handsets. Then 

                                                           
1  An MNO smartcard is a smartcard inside the mobile device that is controlled by a 

mobile network operator (MNO). 
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it can be ̋ollowed by the US and China in β0β1. It is also expected that by β0βőĽ 
7% ő worldwide mobile connections will be őż [Ř]. So it is obvious that the rapid 
advancement in smartphone technolǒy and the ̌rowth ő the number ő this 
devices make the security one ő the bǐ̌est problems as the cybercriminals have 
“desire” ̋or these devices as well. In the Symantec Internet Security Threat Report 
(ISTR) is presented that in β01γĽ γŘ % ő smartphone users have been victims ő 
cybercrime [ř]. 

But while talkiň about the security on this ̋ield we have to put humanľ ̋actor in 
the ̋irst line. The user can in̋luence over the mobile device. In most cases he can 
harm or prevent ̋rom harmiň himsel̋. Żor an averǎe user it is very important to 
understand some basics rěardiň the security solutions ő his mobile device. Most 
ő security mechanisms like application ̋rameworks (i.e.Ľ the Java ̋ramework 
JβMź) and sǐnature schemes ̋or di̋̋erent trust levels mǐht not be understood by 
the averǎe user. An example is a phone that was locked ̋or thirdľparty sőtware. 
And below we can see that in such cases they pre̋er to open the doors and skip the 
security mechanisms. 

There are ̌iven some examples ̋rom Denniň [10] and Anderson [11] ő weak 
password useĽ documentiň low security awarenessĽ because the relationship 
between ̌uessable passwordsĽ success̋ul attacksĽ and the role ő the user is őten 
unclear to users. Many security awareness are shown when they choose a password 
on mobile devicesĽ shortĽ especially consistiň only in numbers. Moreover it has to 
be mentioned that the appreciation ő the mobile device is lower than ̋or desktop 
PCsĽ and that it is more seen as a disposable item [1β]. Rěardiň their mobile 
devicesĽ the security awareness can be considered lower than ̋or PCs as well. 

2 Related news/work 
Nielsen has reported that when lookiň at smartphone users by ǎeĽ the hǐhest 
percentǎe beloňs to ǎe 1ŘľβŐĽ řŘ% ő whom own smartphonesĽ ǎe βőľγŐ with 
a ř7% ownership rateĽ ̋ollowed by the ̌roup ő γőľŐŐ at ř6%Ľ makiň smartphones 
nearly used by everyone [1γ]. 

Based on past researchesĽ privacy and security play roles in users’ installation 
decisions. The result ̋rom the interviewed people was that they were cautious when 
installiň new sőtware because ő malware concerns [1Ő]. In an experiment 
realized by żood et al.Ľ was ̋ound that people pre̋erred applications with better 
privacy policies i̋ the privacy is included in the cost ő application ̋unctionality 
[1ő].  

The běinniň ő the smartphone era can be called as the new millennium. There 
are a lot ő articles written about smartphone security and the considerable threats 
on smartphones. Lot ő them try to ̌ive a prediction on the ̋uture throǔh a 
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statementĽ ̋or example “The wireless epidemic” [16]Ľ in β00Ř “Is it ̋inally time to 
worry about mobile malware?” [17]Ľ “Planet ő the phones” in β01ő [1Ř]Ľ etc. Based 
on the latest newsĽ Check PointĽ the cybersecurity company discovered a “severe 
in̋ection” in γŘ new Android smartphones and which is more the malware were not 
downloaded into the devices but they arrived with preľinstalled malware. Actually 
they beloň to two companies which were not named [1ř]. 

Obviously these mean that more and more incidents are expected ever since these 
devices are ̌ainiň so popularity since started to become more power̋ul in terms 
ő: increased processiň power and memory increased data transmission capabilities 
ő the mobile phone networksĽ and with open and third party extensible operatiň 
systems.  

In β010Ľ IDC reported that ̋or the ̋irst time smartphone sales surpassed PC sales 
[β0]. Żaced by this onslaǔht ő devices and recǒniziň the productivity and cost 
bene̋itsĽ ořanizations are increasiňly implementiň policies ő briňľyourľown 
device (BYOD). J. żold Associates reports that about βő%ľγő% ő enterprises have 
a BYOD policyĽ and they expect that to ̌row to over ő0% over the next two years 
[β1]. Ő0% ő U.S. employees in laře enterprises use their personal devices ̋ or work 
[ββ]. This makes sense as mobility evolves ̋rom a niceľtoľhave capability to a 
business advantǎe. 

Accordiň to eMarketerĽ by β0β0 the number ő mobile phone users will climb to 
Ő.7Ř billion while the user ̌rowth is slowiň [Ř]. You can see below:  
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The top manűacturer on a ̌lobal level is Samsuň [Ř].  Apple controls a sǐni̋icant 
share ő the market in wealthyĽ dǐitally developed countries. Chinese smartphone 
brands have made stroň headway as wellĽ especially in Southeast Asia [Ř]. North 
America boasts the hǐhest share ő Őż mobile connections overallĽ some ő the 
most reliable Őż networks are ̋ound in JapanĽ Siňapore and South Korea [Ř]. 

3 Smartphones and Security  
Mobile devices always have on hand all the in̋ormation and personal contacts with 
interest ̋or us throǔh multiple channels ő communication that we can use 
anywhere relyiň on audio networks and wireless data. As a resultĽ smartphones 
became the ̌ateway ő personal details both local and those who are delivered to a 
third party “in the cloud”. But in inevitable wayĽ they lead tracksĽ not only details 
rěardiň the owner ő the phone but also ő his ̋riends and colleǎuesĽ their 
contactsĽ messǎesĽ appointmentsĽ notes and locations.  

As the security is and will remain one ő the bǐ̌est issues in our eraĽ is very 
important to have a clear view on the most common problems rěardiň 

Żǐure 1 

Mobile Phone users and penetration worldwideĽ β01őľβ0β0 
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smartphones. On the other handĽ there is not a complete security model and it is not 
said that a unique possible model can ̌ ive the ̋ lexibility ő the medium and multiple 
con̋ǐurable scenarios. Anyway there are settled some assumptionsĽ policy and 
common mechanisms in commercial plat̋orms proposed ̋rom AppleĽ żoǒleĽ 
Microsőt and Research in Motion. 

The owner ő smartphone is considered as the partial administrator because usually 
some implemented security policies and relative mechanisms limit the proper 
owner. A second indirect assumption ̋ound on mayor part ő the market players 
ő̋ers is that the supplier ő the plat̋orm and potential partner are closely connected 
such as in some cases where telephone operators came as reliable and present 
“power”Ľ capabilities in areas ő the administrator. Shared assumptions between 
di̋̋erent plat̋orms lead to similar security mechanisms althoǔh with many 
di̋̋erences and characteristics such as the use ő virtual environments ̋or the 
abstraction ő resources and application sandboxiň mechanisms with a pronounced 
separation ő privilěes; a push towards the development ő manǎed codeĽ by 
compiliň in the intermediate laňuǎes in Java and .NźT environment to try to 
limit some ő the problems resultiň ̋ rom prǒrammiň errors; the explicit exposure 
ő the resources required by applications and their runľtime imposition by the 
system; the use ő cryptǒraphic protocols to ensure the orǐin ő the installed 
applications and mechanisms ̋or their installation. 

When talkiň about privacyĽ is very important to de̋ine the concepts ő 
Con̋identialityĽ Intěrity and Availability in relation with the characteristics ő the 
smartphones and their operation systemsĽ containiň present the described view. 
Con̋identiality is about preventiň unauthorized disclosure ő in̋ormationĽ 
intěrity is about preventiň ő unauthorized modi̋ication ő in̋ormationĽ and 
availability is about preventiň unauthorized withholdiň ő in̋ormation or 
resources [βγ].  

3.1 Data protection and Privacy 
There are made a lot ő studies rěardiň data protection and privacy with ̋ocus on 
users’ behaviors/practices.  Boshma̋ et al.Ľ analyzed the users’ need ̋or protection 
and privacy in smartphones. They outlined the types ő data that users want to 
protect and investǐated users’ behavior in the protection ő such ő data. The result 
̋rom ββ interviewed participants showed that users want to protect their data on 
smartphone but is not convenient to do it in practice [βŐ]. Muslokhlove presents the 
problems ő data protection ǎainst physical threats and possibility to conquer weak 
authentication. He resulted ̋rom the surveyĽ that to increase the con̋idence ő user 
and sa̋ety ő smartphones a ̌ood solution mǐht be up̌radiň the lock screen 
system in support ő authentication and user’s accessibility and providiň suitable 
security [βő]. 
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Another study comes ̋rom żhosh et al. They worked on user dataĽ privacy and 
protection rěardiň semantic reasoniň and user context modeliň. The authors 
state that the privacy ő users and smartphone under this ̋ramework are protected 
usiň embedded semantic policies based on the user's privacy and settiňs [β6]. To 
execute the privacy policies on smartphone and to protect the data on an enterpriseĽ 
Kodeswaran et al. showed a ̋ramework [β7]. The authors de̋ined their privacy 
policies ő acceptable in̋ormation ̋low on mobile devices. This ̋ low ő in̋ormation 
is depended on the object involved in con̋ormiň IPC (InterľProcess 
Communication) and its data. Their ̋ramework desǐn is based on policies ̋or 
Android plat̋orm and the presented results measuriň were executed by the 
̋ramework. 

The research ő Onwubiko and Owens shows that employees compliance with 
security policies and ̌uidelines is taken ̋or ̌ranted in many companies. Instead 
they pre̋er a ̋ ormalistic approach ő the security [βŘ]. Actually these provides some 
directives on where to extra resources should be used to improve the employees 
(rěardiň security awareness) as the most important line ő the de̋ense. 
In̋ormation security should be intěrated into all processes ő the business. 
Consideriň “Pareto Principle”Ľ known as Ř0%ľβ0% rule that states that Ř0% ő the 
e̋̋ects/output comes ̋rom the β0% ő the investment/input [βř]. In this caseĽ maybe 
β0% is invested in technical security measures and ̋ormal controls to protect Ř0% 
ő the undesirable e̋̋ects that are threats. Whereas the humanľ̋actor is remainiň 
the weakest link in security.  
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3.2 Security threats  

There are several threats to the smartphones usiň mobile operatiň system. The 
malicious sőtware industry is also ̌rowiň in terms ő technolǒy and structure. 
We will see these threats discussed in three main catěories as it is shown in ̋ǐure 
below: MalwareĽ Vulnerabilities and Attacks [γ0].  

 

3.2.1 Malware 

Malicious Sőtware (Malware) tend to disturb users by enteriň at private speci̋ic 
in̋ormationĽ they may cause breakdown ő the device and lead to stolen or to 
become unusable the in̋ormation/documents ő the users [γ1]. These illěal 
sőtware installed not by the user are used ̋or all attacks that came ̋rom the outside 
takiň advantǎe ő the vulnerabilities in the device/system. Thanks to its closed 
systemĽ Apple is more protected ǎainst OS malware sőtware. While Android OS 
becomes the most tařet ő Malware attacks. That because the applications can be 
taken ̋rom many secureľinsecure sources. The major ones ő these sőtware are 
TrojansĽ WormsĽ Virus and Spyware. 

The current plat̋orms ask users to make the decision about access. Żor exampleĽ 
iOS asks users to decide whether an application may access a ̋eature such as 

Żǐure β 

Threats ő Mobile Operatiň Systems 
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locationĽ and Android asks them to ǎree to an installľtime mani̋est ő permissions 
requested by an application. 

Un̋ortunatelyĽ these permissionľ̌rantiň approaches place too much obstacle on 
users. Most ő them are őten ǐnored or not understood by users [γβ] and 
permission prompts are disruptive to the user’s experienceĽ teachiň users to ǐnore 
and click throǔh them [γγ]. As a consequence users unintentionally ̌rant 
applications too many permissions and become vulnerable to applications that use 
the permissions in malicious or questionable ways (i.e.Ľ secretly sendiň SMS 
messǎes or leakiň location in̋ormation). 

 Trojan 
Trojan sőtware aims not to spread themselves but to seize the manǎement and the 
in̋ormation ő the device [γŐ]. Here they di̋̋er ̋rom worms and viruses. 
Keylǒ̌ers are the most widely used spyware. It is transmitted under the cover ő a 
̋ile and the user can unintendedly activate. In that moment it has the entirely device 
in the bacǩround under control and not noticed by the user. Żor this reasonĽ while 
downloadiň an application necessary ̋or the smart devicesĽ it is ő bǐ importance 
to search be̋ore it and to check i̋ is a reliable sőtware. 

 Worm 
Imǎine you are at the airport/cő̋ee bar/hotel and you want to ̋ind the ̋ree WiľŻi. 
By scanniňĽ your smartphone is ̌oiň to show the WiľŻi access points. Actually 
that is an easy channel ̋or a hacker to inject malicious worm code into your 
smartphone. Worm is a kind ő virus but does not require user interaction to 
reproduce itsel̋. Worms are desǐned to spread throǔh the network [γŐ]. 
Transmittiň ̋orms: by SMSĽ MMS and activated by clickiň on a ̋ile or openiň a 
plǔľin sent by eľmailĽ i.e social eňineeriň. Worm penetrates usiň this 
vulnerability and intěrates itsel̋ into a service runniň in the OS. Then it can act 
as a spy inside the deviceĽ send the required in̋ormation to the center that is 
manǎed ̋rom itsel̋Ľ throǔh creatiň an unnecessary data ̋low can cause clǒ̌iň 
and slowiň down in the Internet bandwidth and reduce the per̋ormance ő the 
device. SoĽ users tend to be careless and not pay attention.   

 Virus 
A malicious sőtware which can penetrate into documents and send them elsewhereĽ 
distort their contents or makiň them unusable and makiň the hardware elements 
to slow down [γŐ]. In̋ected prǒrams should also be installed in other devices. In 
β010 in ChinaĽ a virus named “Zombie” in̋ected more than 1 million smartphones 
by causiň a loss amountiň to $γ00Ľ000 per day. This was ̋ollowed also by data 
lossĽ data leakǎe and even disruption ő the conversation [γő] 

 Spyware 
They are used to collect in̋ormation and data rěardiň a tařet subject. They 
speci̋y that their usǎe is ̋or advertisiň and promotional purposes (adware) or to 
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ő̋er better service to users (cookies)Ľ while what they do is collectiň in̋ormation 
about a person/ořanization and send to someone else without their permission (here 
works like a Trojan) [γŐ]. It can be caused by malicious people and aimed at takiň 
control ő the devices in̋ected.   

Accordiň to McA̋ee mobile threat report [γ6]Ľ ̋or iOSĽ the bǐ̌est threat in β016 
were as a result ő applications with very ǎ̌ressive adware while żoǒle Play saw 
a number ő applications in̋ected with malware. In considerable studies by security 
̋irmsĽ it is seen that malware sőtware are not only used by hackers but also created 
by some prőitľoriented "teams"Ľ i.e. in an incident in the year β01γĽ the Trojan 
“botnet TrojanľSMS.AndroidOS.Op̋ake.a” enabled the spread ő the malware 
sőtware “Backdoor.AndroidOS.Obad.a”. It send a spam containiň the malware to 
its victim list [γ7]. CISCO published the top malware catěories as it is shown in 
the ̋ǐure below [γŘ]:   

As it is shownĽ Trojan sőtware are represented with the hǐhest rateĽ 6Ő%.  

3.2.2 Vulnerabilities  

Vulnerabilities re̋ers to the weaknesses occurriň in the system security proceduresĽ 
internal controlsĽ desǐn and applications amoň the security vulnerabilities in the 
device [γŐ]. These vulnerabilities can be ̌rouped under several headiňs but in this 
work they are classi̋ied in two major catěories: DeviceľHardware and Sőtware. 

 DeviceľHardware 
Here we can see two critical points. The ̋irst issue is when the smartphone may not 
receive the latest security updates. This came ̋rom the ǎe ő the device. The 
manűactures do not support those who are manűactured be̋ore a certain date. 

Żǐure γ 

Rates ő Malware Sőtware a̋̋ectiň Mobile Operatiň Systems  
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The second issueĽ howeverĽ is the disability ő the mobile devices to ensure the 
sa̋ety ő the ports they use while connectiň to a network or the Internet. The ̋act 
that the mobile devices are have no limit to navǐate in the Internet and there is not 
any ̋irewall to control this is an important vulnerability. An intruder can easily 
access to the mobile devices throǔh this unsecure port and in such cases must be 
used “̋irewall” to protect these ports. As a consequenceĽ while connectiň to the 
mobile deviceĽ the user will be asked ̋or a permission and will be able to see it. 
Takiň in consider unauthorized chaňes ("jailbreakiň" or " rootiň") on the 
mobile devices which are not usiň a ̋irewall. Jailbreakiň is the method used ̋or 
obtainiň an application that does not beloň to Apple or due to some restrictions 
̋rom any other source cannot be downloaded.  Throǔh this method allows to have 
access to the OS ő the mobile and as a result creates a vulnerability. Żurthermore 
these devices do not receive the necessary security updates and become vulnerable 
to threats [γř].  

 Sőtware  
I̋ the mobile OS is out ő date it can lead to vulnerability also. Usually users don’t 
pay attention on messǎes to update their mobile OS.  Another issue is related with 
downloadiň ̋rom the third party applications. De̋icient APIβ manǎement is 
responsible ̋or many malicious code in̋ections. APIs are classi̋ied into Open APIsĽ 
third party application development and control APIs; used to remote maintenance. 
Controlled APIs have speci̋ic hǐher privilěes to update systemĽ ̋ile destructionĽ 
and in̋ormation ̋etchiň. I̋ attackers ̌ain the APIs controlĽ could easily initiate 
attacks and use the privilěes ő the APIs [Ő0Ľ Ő1]. 

Another important vulnerability come ̋rom the shared open source common 
components such as WebKit and Linux kernel. In order to reduce the costs (a 
common practice in laře open systemsĽ i.e.Ľ Android) these components have a 
reusable structure. A vulnerability has been discovered in WebKit or LinuxĽ 
howeverĽ a patch was released in order to use in solviň this problem. While in 
Apple's iPhoneľlike WebKit and BSD kernel derivative (Darwin) constitutes the 
common sőtware components. At this pointĽ the problem is not its reuse but where 
it is employed. Accordiň to thisĽ Android put the patch model into practice with a 
little delay [Őβ].  

3.2.3 Attacks 

Attacks are the interventions made ̋rom outside usiň a variety ő vulnerabilities. 
The term “attacks” ̌enerally stands ̋or the attacks made by the hackers to obtainiň 
users’ private in̋ormation without their knowleďe. Żǐure below shows Kaspersky 

                                                           
β  APIľ “Application Prǒrammiň Inter̋ace”: a set ő commandsĽ ̋unctionsĽ protocolsĽ 

and objects that can be used ̋rom prǒrammers to create sőtware or interact with an 
external system. They are available ̋or both desktop and mobile operatiň systems 
[őŐ]. 



Management, Enterprise and Benchmarking in the 21st Century 
BudapestĽ β017 

 

1őβ 

Lab ̋indiňs ǎainst Android usersĽ the number ő Android threatsĽ and the number 
ő attacks between the βnd quarter ő β01β and γrd quarter ő β01Ő [Őγ].  

Two researchers (Vincenzo Iozzo and Ral̋ Philipp Weinmann) in March β010 made 
the ̋irst real attack ǎainst smartphones in order to steal a database ̋rom a phone 
via SMS. They realized this by lookiň at an error in the Sa̋ari Browser on iPhone 
γżS and aimed to upload the ̋ ile sent by SMS to the server [ŐŐ]. In November β010Ľ 
an attack was directed to the browser in the Android OS usiň a common 
vulnerability [Őő]. It has been introduced ǎain by Weinmann the ̋irst ľoverľtheľair 
attack ̋or żSM sőtware which will lead to memory corruption. [Ő6]. Żurthermore 
were identi̋ied by Oberheide and LanierĽ a raňe ő di̋̋erent attack vectors ̋or the 
iTunes App Store [Ő7].  

Accordiň to classi̋ication in terms ő attacks there are many. In this work I am 
re̋erred to Becher which ̌roups the attacks towards mobile devices in ̋ollowiň 
mentioned catěories [γ0].  

 Hardwareľbased 
With a broad perspectiveĽ hardwareľbased attacks constitute a mobile security 
element.  źven i̋ the smartphone has any vulnerabilityĽ it cannot easily reach to the 
user in̋ormationĽ howeverĽ there is an access to the device. 

 Device independent 
Wireless connection is not sa̋e and throǔh itĽ many attack independent ̋rom the 
deviceĽ can violate the privacy ő the tařet user.  

  

Żǐure Ő 
The relationship between the smartphone users and the number ő attacks (May β01βľJuly β01Ő) 
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 Sőtwareľbased 
These attacks are an important part ő the technical vulnerabilities on smartphones. 
The increase in the number ő mobile web browsers has led to an increase in the 
vulnerabilities used in this ̋ield. 

 Userľbased 
There are such attacks not technical. They are made throǔh cheatiň without usiň 
malicious sőtware which are direct to the smartphone users. These attacks made 
throǔh “social eňineeriň” and aimed at reachiň to private in̋ormation are very 
common today [ŐŘ]. Anderson also discusses this topic in his book “Security 
źňineeriň” [11]. Social eňineeriň becomes most important when there are no 
more technical vulnerabilities to exploit. So security depends on the user and the 
technical security mechanisms are e̋̋ective and sű̋icient. 

ľ Phishiň Attacks: This kind ő attack is ̋ormed by combiniň the words 
"Password" and "Żishiň". This method is independent ̋rom OS and can be used in 
every type ő devices. Attacks are made by directiň the user to a ̋alse (imitation) 
website in order to steal private in̋ormation (credentialsĽ credit card in̋ormationĽ 
user name or password). There are some varieties ő this attack such as Similarity 
attackĽ Żorwardiň attackĽ Bacǩround attack and Noti̋ication attack [Őř]. 

ľ SSL Proxy Attacks: Secure Sockets Layer (SSL)/Transport Layer Security (TLS) 
encryption is a protocol that assures users and provides data security when 
implemented correctly. Today it is used in many applications such as internet 
bankiň. I̋ it is not implemented correctlyĽ applications may be threatened and 
unintended vulnerabilities occur. I̋ this code is le̋t uncontrolledĽ the settiňs can be 
chaňed undesirably and the in̋ormation which were supposed to be sa̋e and 
transmitted can be stolen throǔh the path ő communication [ő0]. 

ľ Camera based Vulnerabilities and Attacks: All smartphones have certain ̋eatures 
like camera and touchscreen but also these ̋unctions can lead to attacks on 
smartphones. Users ̌ o to third party applications ̋ rom the “app stores” or traditional 
websites. As the source application is a problemĽ users are at risk ő installiň 
malicious prǒrams. As a result they can steal personal in̋ormation or ̌ain root 
access to their device [ő1Ľ őβ]. 
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4 Suggestions  

It is very important ̋or everyone to know how to use properly the smartphone and 
to create some basic security habits in order not to expose yoursel̋. Żor an averǎe 
user it is di̋̋icult to understand practical security mechanisms but some theoretical 
and basic knowleďe is almost enoǔh to be protected ̋rom the threats. The 
education and trainiň ̋orm is the most important measure that should be used. 
Averǎe users cannot be security experts at allĽ because it is the task ő the security 
experts to protect the common user. What everyone should keep in mind is that 
these vulnerabilities and attacks will always existĽ no matter what operatiň system 
you use. Here it is important the way you use it and what privacy layers you en̋orce.  

Żirstly when talkiň to securityĽ trust is somethiň that must be nělected. We must 
maintain physical control ő the deviceĽ it can be loosen or stolen especially in 
public places. To keep intruders away screen lock should be activated. It is also 
important in case you lose or someone steal itĽ even you are care̋ul with your thiňsĽ 
there is no ̌uarantee. A stroň password ̋or authentication also should be used. A 
loň oneĽ mixed chars number and letters is secure enoǔh. 

Do not “root” or “jailbreak” the mobile deviceĽ you must be care̋ul with third party 
applications. Always use ő̋icial application stores to download and install an 
application.  You can disable the option to allow installation ő third party apps.  Be 
choosy when selectiň and installiň apps. A little research on apps be̋ore installiň 
is very use̋ul. The permissions ̋or the installed apps should be checked and i̋ 
somethiň looks out ő order then deny them access. Do not ̋ořet to make a spriň 
cleanup ő your apps. Have time to take a look over your apps and remove the ones 
you do not use anymore. Another thiň that you can do is to update you apps. As 
we sawĽ the apps that remain out ő date make your mobile device is more exposed 
to threats.  

Beware ő phishiň. Do not trust on such as spam emailsĽ link ̋rom an adĽ messǎes 
̋rom your ̋riend’s social account that ̌ot hackedĽ etc.Ľ because by clickiň on a link 
it will redirect you to an in̋ected website. So is very important to not click on shortĽ 
suspicious links ̋or which you did not request. Attackers can use phishiň 
techniques to steal your moneyĽ your identity and open credit card accounts in your 
name and much more. źven the stroňest antivirus will protect you ̋rom phishiň 
and malware. Take in consider to be sure that you are connectiň only in secure 
wireless connection. That means to not use ̋ree or public WiľŻiĽ especially when 
you are accessiň sensitive data. In̋ormation sent via public networks can be 
accessed by they who know how to view it. 
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Conclusions  

In this work some theoretical and practical bacǩround was introduced with rěard 
to security on the smartphones. Here the threats were catěorized in three major 
̌roups: MalwareĽ Vulnerabilities and Attacks. Both the number ő threats and users 
were represented as a ̌rowiň risk. As the users are the weakest link in the internetĽ 
they can in̋luence on this concern. When it comes to the question who is responsible 
̋or the security ő mobile devicesĽ here is the main response. Based on the literatureĽ 
some results were presented to this question. But yet the response is open.  

The IT risks manǎement entities in an ořanization have to put a special emphasis 
on the education ő employees. Maybe the numerous security mechanisms are 
use̋ul but when the user does not understand them it become a critical point. The 
̋irst and most important thiň is education ̋rom IT teachers and experts. Data 
privacy and threats are the major open issues ő security. All users want to protect 
their data and they must beware to take measures ̋or themselves. SoĽ human ̋actor 
is and will remain one ő the bǐ̌est problems to the ̋ield ő security.  

Thinkiň that the ̋uture beloňs to IoT (Internet ő Thiňs) where all the devices 
are interconnectedĽ the security will become more and more in risk. With the rapidly 
̌rowiň ̋ield where development occurs at laře scale it is hard to achieve 100% 
securityĽ but the care̋ul habits ő smartphone users associated with learniň and 
education can put them on the sa̋e side.  

And do not ̋ořetĽ be suspicious!  
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AľorithmicsĽ Cryptolǒy & Computer Securityľ University ő 
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