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Abstract: A password is not just a word or string of characters  but is the most  important 
factor  used for user authentication to prove identity or access approval to gain access to a 
resource, which is to be kept secret from those not allowed access. As passwords are often 
chosen without paying much attention special care is required in the process of protection 
from attacks. A lot of systems attempt to derive a cryptographic key directly from a password 
and this is to dangerous for the security of users accounts. Password based cryptography is 
usually defined as some form of guarantee against brute force attacks.  
Nowadays exist many approaches about password based cryptography and a lot of 
researchers have given their contribution in this field. My aim is to analyze these approaches 
and to find the best techniques used for this kind of cryptography. We will see that some 
techniques should be improved and some other are relatively expensive.  
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protocols 

1 Introduction 

In security protocols sometimes password and other weak secretes serve as 
cryptǒraphic keys. źarly research on the desǐn and analysis ő protocols based on 
weak secrets are ̋ocused on techniques ̋or de̋endiň ǎainst ̌uessiň attacks . 
These techniques basically aim to ensure that plaintexts encrypted under passwords 
do not contain redundancy that can later be used to veri̋y a password ̌uess. [1] 
While this is a help̋ul ̌uidelineĽ its in̋ormal application need not ̌uarantee 
security. As experience demonstrates conjecturiň the security ő a protocolĽ or 
ařuiň it only heuristicallyĽ is not sű̋icient. There are two approach ̋or analyziň 
security protocols.  
The ̋irst approach is a ̋ormal methods or a symbolic approach. This approach 
adopts an theoretical view ő executions. Messǎes are desǐned as elements ő a 
term aľebra constructed with symbolic operations that represent various 
cryptǒraphic primitives. Parties operate on terms usiň a limited number ő 
in̋erence rulesĽ sometimes ̌enerically known as the DolevľYao rules. The rules 
re̋lect a common understandiň ő the security ő cryptǒraphic primitives. Żor 
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exampleĽ they say that the messǎe encrypted in a ciphertext can be recovered only 
i̋ the appropriate decryption key is known. Quite őtenĽ proős that rely on these 
rules can be mechanized. Work done on symbolic models ̋or passwordľbased 
protocol has concentrated on extendiň the DolevľYao rules to ̌uessiň attacks. 
The second approach is the computational approach. It uses a concrete (bit level) 
representationĽ ̋or protocol executions. The attacker is modeled as a power̋ulĽ 
arbitrary probabilistic polynomialľtime Turiň machine. Althoǔh proős with this 
approach tend to be leňthyĽ di̋̋icultĽ and tediousĽ it is ̌enerally accepted that it 
provides stroň ̌uarantees. Żor the case ő passwordľbased protocolsĽ work with 
the computational approach seems to have ̋ocused almost exclusively on the 
important use ő passwords ̋or authenticated key exchaňe. This work includes 
desǐniň models and ̌ iviň provably secure developments. UnusuallyĽ the security 
ő password based encryption as a primitive has not been addressed. 
In this paper  I want  to do  the analyze ő protocols based on passwords usiň  the 
cryptǒraphic primitives such as  symmetric encryptionĽ asymmetric encryptionĽ 
and encryption that uses passwords as keys. The ̋irst primitive is symbolic and it is 
based on an extension ő the classical DolevľYao in̋erence rules to include 
passwordľbased encryption. The second primitive is computational and it is based 
on concrete implementations ő the encryption operations. In security protocolsĽ 
passwordľbased encryption commonly servers ̋or attainiň authenticity instead 
than secrecy propertiesĽ althoǔh the use ő the term “encryption”. 

2 Related Work 

Rěardiň password based cryptǒraphy ̋ield there are many approaches and 
techniques developed by researchers both in practice and theory. As you can see 
above are mention some related work in this area. 

A ̌eneral approach to password based cryptǒraphy is ̌iven by Morris and 
Thompson. A method ̋ or protectiň password tables is to combine a password   with 
a salt to produce a key. The password derived a set ő keys and the salt can be 
viewed as an index into this set and is not necessary to kept secret. [β] 

Another approach is to construct key derivation techniques includiň [β] iteration 
count in the key derivation technique ő to indicate how many times to iterate some 
underlyiň ̋unction by witch keys are derived. In a password based key derivation 
̋unction the base key is a password and the other parameters are a salt value or an 
iteration count.  

Password based messǎe authentication is another method ő cryptǒraphy. MAC 
con̋irm that the messǎe send by sender has not been chaňe duriň the way ̋rom 
sender to receiver. This method provides one key ̋ or the server and one ̋ or the client 
and both ő them are known only ̋rom that speci̋ic server and that speci̋ic client.   
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Hashľbased messǎe authentication code (HMAC) maintains one private key ̋or 
the server and one ̋or the client and this  private key that  known only to that 
speci̋ic server and that speci̋ic client.  A unique HMAC is created by the client 
sideĽ  per demand to the server by hashiň the request data  with the private keys 
and postiň it as part ő a request.  HMAC is more secure than Messǎe 
Authentication Code (MAC) because the key and the messǎe are hashed in 
independent steps. [γ] 

Żor ̌eneratiň a key ̋rom a password ̋rom hashiň tables the technic ő  password 
based key derivation use a simple protocol ̋or deriviň a key ̋rom a password via 
hashiň tables Ľimplements a pseudorandom ̋unctionĽ such as hashľbased messǎe 
authentication code (HMAC)Ľ to the input password  ahead with a salt value and to 
do  the process a lot ő times to create a derived keyĽ which can then be used as 
a cryptǒraphic key in consequent operations. The supplemental computational 
work creates  password crackiň much more di̋̋icultĽ and is known as key 
stretchiň. The number ő iteration when the standard was written in the year β000 
was minimum 1000 Ľand the parameter is destined to be increased over time as CPU 
speeds raise. In β00ő a Kerberos standard sǔ̌ested Ő0ř6 iterationsĽ [Ő]Apple iOS 
γ used β000Ľ iOS Ő used 10000Ľ [ő] while in β011 LastPass used ő000 iterations ̋or 
JavaScript clients and 100000 iterations ̋or serverľside hashiň. [6]Addiň a salt to 
the password decreases the ability to use pre calculated hashes (rainbow tables) ̋or 
intrudersĽ and means that multiple passwords have to be proved one by oneĽ not all 
at once. The standard sǔ̌ests a salt leňth ő at least 6Ő bits. 

Password based źncryption  method is based on the use ő password derived keys   
̋or symmetric encryption scheme.  This method provides a secure channel ̋or 
password derived keys and also ő̋ers a ̌ood authentication. Password based 
encryption can be used as a protocol. [7] Żor a stroň authentication various 
cryptǒraphic protocols depend on passwords chosen by users. The users chose 
short and easily memorable passwords and in these cases the protocols are 
vulnerable to a dictionary attack because the space ő passwords is small enoǔh to 
be identi̋ied by an attacker. It is more e̋̋ective then to create passwordľbased 
protocols that prevent ő̋ľline dictionary attacks. [Ř] Was  żoň et al. [ř]  the ̋irst 
that has study the passwordľbased protocol problem. He used publicľkey encryption 
to watch across ő̋ľline passwordľ̌uessiň intrusions. Another important work[ř]  
Ľ which became the basis ̋or many subsequent works is it ő  Bellovin and Merritt 
named źncrypted Key źxchaňe (źKź). SPźKź [10] and SRP [11] [1β]are two 
protocols included in this workĽ but also exist a lot ő papers who stady these 
protocols [1γ] [1Ő] [1ő]. The model ̋or the passwordľbased protocol problem 
presented by Bellare et al. [16] represent a model ̋or the passwordľbased protocol 
problem and demand that their model is rich enoǔh to deal with password ̌ uessiňĽ 
breakiň secretsĽ server compromiseĽ and loss ő session keys. Then based in many 
works the idealľcipher model (random oracles) and the twoľ̋low protocol at the core 
ő źKź are secure. In their proposal to the Iźźź P1γ6γ  Bellare and Rǒaway [17]  
presented many instantiations (AuthA) ő the idealľcipher . A simpli̋ied version ő 
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AuthA is sǔ̌ested by Bresson et al. [1Ř] named OneľźncryptionľKeyľźxchaňe 
(OźKź)Ľ and demonstrate that OźKź attain ̌ood security ǎainst dictionary 
intrusions in both the random oracle and idealľcipher models under the 
computational Di̋̋ie–Hellman. Is Bellare that presented the idealľcipher model. In 
this model |G| = |C|Ľ and selectiň a  random ̋unction h ̋rom Ω amounts to ̌iviň 
the protocol (and the attacker) a per̋ect way to encipher striňs in G: namelyĽ ̋or K ∈ {0, 1}∗Ľ we set EK : G → C to be a random bijective ̋unctionĽ and we let DK : 
{0, 1}∗ → G de̋ined by DK(y) be the value x such that EK(x) = yĽ i̋ y ∈ CĽ and 
unde̋ined otherwise.  

3 Password-based encryption protocols 

Passwordľbased encryption protocols are desǐned to be secure even when the secret 
key or password shared between two users is drawn ̋rom a small set ő values. [1ř] 
Some ő these protocols are subject ő ̌uessiň attacks and in these attacks may 
succeed that the adversary can reveal the password shared between two users duriň 
a online conversation.  
A theory developed and applied to provides security is  the theory ő multiľinstace 
(mi) that ő̋ers the ̋irst proőľbased support ̋or the classical practice ő saltiň in 
passwordľbased cryptǒraphy. [β0] Multiľinstance security used only ̋or a siňle 
instance aim to ensure security but represents a second line ő de̋ense . Miľsecurity 
as password based encryption is based on the PKC#ő [β1]  and encrypts a messǎe 
M with a password pwd  by choosiň a random x bit salt saĽ by extractiň a key L 
← KD(pw∥sa) and turniň back S′ ← S∥sa where S ←$ E(L,M).  E  is a symmetric 
encryption schemeĽ (KDŻ) is the keyľderivation ̋unctionĽ and KD: {0, 1}∗ → {0, 
1}n is the sľoverlap iteration KD = Hs  ő a cryptǒraphic hash ̋unction H: {0, 1}∗ 
→ {0, 1}n. [ř] 
The most ő passwords chosen by people are őten very weekĽ HoweverĽ passwords 
are őten poorly chosenĽ droppiň within a set D called a “dictionary” that is small 
enoǔh to drain. The tařet password pwd can be recover by a bruteľ̋orce attack 
(breakiň the security ő the encryption) usiň sN hashes where N = |D| is the size 
ő the dictionary. Increasiň s  increments this achievementĽ describiň the role ő 
this iteration countĽ but s cannot be made too laře without skeptically impactiň 
the per̋ormance ő password based encryption.[ř] 
Di̋̋erent ̋rom the previous work Miľsecurity ő̋ers many application in the real 
world and is not a theoretically method. The explanation ő miľsecurity provided  
̋or key derivation ̋unction  is a simulationľbased one motivated by indi̋̋erent 
̋rameworks [ββ] [βγ]. źxist two type ő attackersĽ that in the real word and that in 
an ideal counterpart but in bothĽ tařet passwords pwd1, . . . , pwdm and salts sa1, . 
. . , sam are randomly selected. In the real worldĽ the attacker  ̌ets input (pwd1, 
sa1,KD(pw1∥sa1)), . . . , (pwdm, sam,KD(pwdm∥sa1)) and also ̌ets an oracle ̋or 
the RO hash ̋unction H used by KD [ř]. In the ideal counterpartĽ the input is (pwd1, 
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sa1,L1), . . . , (pwdm, sam,Lm) where the keysL1, . . . ,Lm are casually chosenĽ and 
the oracle is a simulator. The simulator used in this case can take a Test oracle that 
will steal a ̌uess ̋or a password and noti̋y the simulator where  it matches one ő 
the tařet passwords. NecessarilyĽ we need that when the number ő queries creatiň  
by the attacker to the simulator is y and the number ő queries creatiň by the 
simulator to its Test oracle is  y/s. This constraint is critical to our proő ő security 
ampli̋ication and a source ő challeňes in the proő.[ř] Let turn to our main 
applicationĽ that ő password based encryption as explain in PCSC#ő [10] where a 
conventional mode ő operation CBC mode is combine with a passwordľbased key 
derivation ̋unction (KDŻ). 
Ő̋icially Ľ a (k, x, c)ľKDŻ is a deterministic map KD: {0, 1}∗ × {0, 1}x →{0, 1},k 
t make use is  a basic ideal primitiveĽ s is the iteration countĽ which ̌ives the 
multiplicative increment in work that should slow down brute ̋ orce attacks.PKCS#ő 
describes two KDŻs [10]. Based in this two models we can create a ̋ unction źncode 
(pwd, sa) that explain how to encode its inputs onto {0, 1}∗ with easly calculable 
inverse Decode(W). 

3.1 Password - based encryption schemes  

A password based encryption scheme is a symmetric encryption scheme where the 
keys are passwords and key ̌eneration is a password sampliň aľorithm. [ ř]Let 
KD be a (k, x, s)ľKDŻ and let Sź = (K, E,D) be an encryption scheme with K 
outputtiň consistently choose kľbit keys. Then we describe the password based 
encryption  scheme SE[KD, Sź] = (P, E,D) as pursue. źncryption E(pwd,M) is done 
via sa←$ {0, 1}x ; K ←KD(pwd, sa) ; S ←$ E(K,M)Ľ returniň (sa,) as the 
ciphertext. Decryption recompense the key K by repeatiň the key derivation 
̋unction and then put D. I̋ the key derivation ̋unction  is KD1 and the encryption 
scheme is CBC modeĽ then one acquire the ̋irst password based encryption  scheme 
̋rom PKCS#ő [10]. 

4 Security of Password Based Encryption 

Another important element ̋or password based encryption is the security and a̋ter 
analyziň the protocols and schemes we  can analyze the security ő password based 
encryption as used in PKCS#ő. To measures the security ő Mi ľsecurity we use the 
̋ollowiň theorem. 
Theorem 1 Let m ≥ 1Ľ let SE[KD, Sź] = (P, E,D) be the encryption scheme built 
̋rom an (k, x, s)ľ KDŻ KD and an encryption scheme Sź = (K, E,D) with kľbit 
keys.[ř] 
This  theorem to measure the  security  uses the multiľuser le̋tľorľrǐht security 
approach ̋rom Ľwhen ̌iven access to multiple le̋tľorľrǐht oracles each usiň the 
same bit b.  
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Let be A an  attacker A  that can make ρ1Ő queries to Enc(i, ·, ·) ̋or each i ∈ {1, . . . 
,m} and creatiň at most qc < m corruption queriesĽ S a cľampli̋yiň simulator. 
Then we have one messǎe sampler M and attackers  DĽ CĽ and B . To test the 
security and to ̋ind qc corruption queries : C creates a siňle query Enc(i, ·, ·) ̋or 
each 1 ≤ i ≤ ρ. 
Also Ľ C’s executiň time equals tA+q · tS plus a smallĽ absolute constantĽ and where 
tA is the executiň time ő AĽ and tS is the time needed by S to answer a query. 
Decisively Ľ γ(M,mρ) ≤ mβρβ/βs. In conclusion the theorem have a capacity to hold 
even when Sź is only oneľtime secure Ľwhich involves that the tests covers tools 
such as WinZip [βŐ].  

Conclusion 

In this paper we presented several approach about password based cryptǒraphy 
and the results ő our analysis show that each method has its weaknesses. Is very 
important to be care̋ul when desǐniň or implementiň passwordľbased protocols 
and i̋ we want to have security we should choose a stroň password. A stroň 
password and an ̌ood method ő cryptǒraphy are the best technique ̋or more 
security. Żor a cryptosystemĽ the objective is to ̋ind a virtual private key ̋rom a set 
ő weak passwords held in de̋erent pointsĽ and this key should be stroň and 
resistant to intrusions as any rěular key. A̋ter the key can be used in a distributed 
manner without ever demandiň  its actual reestablishment. I proposed that such 
̋unctionalities in the cryptǒraphy model should justi̋yiň all the desǐn choices 
aloň the way ő implementiň them. 
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[ř] L. żoňĽ M. LomasĽ R. NeedhamĽ J. SaltzerĽ "Protectiň poorly chosen 
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